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Preface

The research described in this report was commissioned and published in cooperation with the Orange North-American Trade Rail Access Corridor (OnTrac) Joint Powers Authority.  The Los Angeles County Economic Development Corporation (LAEDC) Consulting Practice led the research team the last year and used the external services of Webley and Associates and Advantage SSI for peer review of the homeland security portions of the study.  Dr. Nancy Sidhu reviewed the economics analysis in the study. RAND's Public Safety and Justice program under subcontract to LAEDC conducted a portion of the research.  This document has not been subjected to RAND's research quality assurance process.  

Summary
According to Executive Order EO 13010, Critical Infrastructure Protection, “certain national infrastructures are so vital that their incapacity or destruction would have a debilitating impact on the defense or economic security of the United States.”  They include telecommunications, electrical power systems, gas and oil storage and transportation, banking and finance, transportation, water supply systems, emergency services (including medical, police, fire, and rescue), and continuity of government.  Because many of these critical infrastructures are owned and operated by the private sector, it is essential that the government and private sector work together to develop a strategy for protecting them and assuring their continued operation. 

This report focuses on the transportation infrastructure, specifically on the connections between the economy, homeland security, trade corridors, and freight rail through the prism of Southern California’s freight rail network.   This document is intended to become a part of the Orange North American Trade Rail Access Corridor (OnTrac) Trade Impact Study effort and the projects EIR/EIS report. The primary question is to determine if the OnTrac rail project in Placentia, California is a project of national security and economic significance. In particular, it addresses:

· Is a terrorism attack on the rail trade corridor system possible and likely?

· What kind of impact would an attack on the Southern California east/west bound rail trade corridor system (which includes the OnTrac rail project) have on the US economy?

· What steps can be taken at the national, state and local level to mitigate the threat to, and potential consequences of, an attack on the Southern California rail trade corridor? 

Threats

The threat of terrorism to our transportation infrastructure is real and not theoretical.  In December 1999, a 32-year-old Algerian with a false Canadian passport -- was arrested in Port Angeles, Washington with more than 100 pounds of powerful explosives in the trunk of his car bound for Los Angeles International Airport, where he planned to blow up a terminal on New Year's Eve. Terrorist attacks on rail transportation are not unprecedented.  To date, most of them appear to have been aimed at passenger, rather than freight rail.  Although the freight rail network has not yet been exploited by any substantial acts of terrorism, recent FBI warnings about Al Qaeda’s apparent interest in rail attacks should be cause for concern. History has shown that terrorist was plotting against US targets prior to 9/11 as well as after 9/11.  It has also shown that terrorist methodology used in other countries such as suicide bombings and train attacks, eventually surfaces in the US.  In 2003, nine derailment devices were reported stolen in the Midwest.  

Events like these are solid threat indicators that suggest potential attacks or disruptions to our freight rail operations are highly possible.
   Since 1998, there have been 90 attacks on trains and rail networks overseas, and a handful in the United States.
  Of the attacks occurring overseas, only a few have involved attacks on rail infrastructure other than passenger trains.  

The nation’s rail network is inherently vulnerable: there are more than 143,361 miles of rigid, immovable track, over which much of the traffic that flows is scheduled, predictable, and impossible to secure. 

Consequences 

Recent experience shows that the consolidated freight and passenger rail network is “growing simultaneously more robust and more fragile.”
  Robustness is evident in the considerable growth in the freight rail industry.  Today, the freight rail system carries 16 percent of the nation’s freight by tonnage and 6 percent by value.
  Fragility concerns mount as the freight rail industry continues to build its capacity around just-in-time manufacturing and logistics.
  Factors such as congestion, labor disputes, storms and accidents now place heavy demands on the freight rail system.

In the midst of this vulnerability, robustness and fragility, the freight rail lines and commodity flows out of Southern California are critical to the national economy.  More than one-third of total 

U.S. waterborne container traffic moves through Southern California’s two ports.  In turn, about forty percent of these containers are shipped by rail via the Alameda Corridor East to destinations throughout the United States.  These facts make the Alameda Corridor East and its subsidiaries vital links to U.S. consumer and producer markets – vital links, which if disrupted by terrorist attack or other environmental or operational threats, could have a detrimental impact on a significant percentage of the nation’s goods as well as the economy.

Solutions 

To mitigate the risk of terrorism or any disruptions to Southern California’s freight rail network, we must duplicate on a local level what the federal government has had in place for years on a federal level – the ability to protect national security through multi-purpose agencies, a strong defense body, an intelligence capability comprised of human and technological assets, a clear understanding of what’s at stake as well as its dollar value, and the right level of investment in security. 

Introduction

Vulnerability to freight-oriented terrorism is multi-faceted, reflecting the diversity, ubiquity and openness of freight transportation systems—terrorists have an immense array of choices.  Freight systems were designed and are operated for economic efficiency and profit, not for security.  Increasing dependence on containerization and global supply chains multiply security risks.

It is well noted that transportation infrastructure—ports, railways, 

highways, and airports—is a highly vulnerable and visible target of terrorist attacks.  Its inherent ubiquity and accessibility coupled with its need for efficiency and predictability are just some of the characteristics that make transportation an attractive target.  An attack on any portion of the transportation infrastructure, particularly one that goes through a major metropolitan area, has the added ability to produce the physical, economic and psychological damage that a terrorist traditionally seeks. 

Three rail incidents, not related to terrorism, illuminate some of the key potential consequences of a terrorist attack:

· In January 2002, a train carrying liquid fertilizer derailed in a small North Dakota town, killing one and hospitalizing 15 others.  This type of occurrence could be a high-risk incident if it were to occur in a metropolitan area. The toxic cloud formed when 18 cars were punctured.  It hovered over the arena for over 5 hours, causing residents within a 3-mile radius of the incident to be evacuated.
 A similar-sized toxic cloud in any Southern California area along either stretch of railway could lead to hundreds of thousands of people being hospitalized or forced to evacuate.  

· In April 2002, a Metrolink commuter train and a Burlington Northern Santa Fe Railway (BNSF) freight train crashed head-on in Placentia killing 2 and injuring 260.  The crash shut down the major east-west rail artery between downtown Los Angeles and the rest of the western United States.  This illustrates how a single incident impacted and affected an area that extended well beyond its point of origin.

· In July 2001 a railcar laden with chemicals and other cargo caught fire in a tunnel under downtown Baltimore.  The incident disrupted a variety of services and commerce, including rail movements throughout the Northeast Corridor, fiber optic communications, and light rail passenger trains in the downtown area, Baltimore Orioles baseball games, and Amtrak passenger trains.  It took five days to extinguish the fire.

Approximately 40 percent of inter-city freight, half of the nation’s hazardous materials (based on ton-miles), and more than two-thirds of the coal used to generate electricity, is moved via rail.
  

The rail lines are also a vital component of national security.  The US Department of Defense (DoD) has designated more than 38,000 miles of rail lines – including those out of Southern California – as strategically important national assets.  These strategic rail corridors help connect military installations to ports and intermodal transfer facilities and to ensure that US military forces have the ability to mobilize heavy equipment, such as tanks and tracked vehicles, as needed.
  Nearly 200 military installations require access to commercial rail lines.

National Responses

Public Sector

With the realization that the transportation infrastructure, the populations that use it and the people of the surrounding area are all vulnerable to acts of transit terror; the U.S. government introduced several security programs to address the most immediate concerns.  The Transportation Security Administration (TSA) was created to protect all types of transportation systems with a uniform approach to security.  In addition, U.S. Customs, in conjunction with foreign governments and international trade organizations proposed the Customs Security Initiative to better secure ocean commerce.  The Office of Homeland Security was also formed, with the hope of organizing domestic security efforts within one entity. These introductions alone can’t fight terrorism without community participation and responsiveness. 

Effective partnerships are critical between government, the private sector, and the community. The community can be instrumental in deterring terrorism but only if it is educated on its role. A well-informed public is likely to be confident in responding to terrorism and less likely to be panic-stricken. In addressing how we would alert the public of an imminent attack, we also need to focus a strong effort on deterrence.  

There are three basic levels for addressing terrorism, Prevention, Detection, and Response.  Prevention includes training, preparing, budgeting, and equipping against the risk of terrorism. Detection would include implementation of detective technologies and other proactive measures for mitigation.  Response procedures would involve efforts such as containment, crisis communication, recovery, and resumption efforts once an attack is in progress. If we dedicate sufficient resources to prevention through deterrent methodologies, we may never have to see the response level.

In the early 1980s, terrorists were attacking US Military facilities and forces.  By the late 1980s, the attacks had subsided and the capabilities of several terrorist groups had been effectively disabled. This occurred because of strong collaboration between US Intelligence and allied nation intelligence agencies. If this type of information sharing was effective for combating terrorism on foreign soil, then clearly it should be easier to achieve in Southern California. 

In addition, DoD’s Strategic Rail Corridor Network (STRACNET) program continuously reviews the state of designated strategic rail corridors.  Designated lines are capable of meeting unique DoD requirements, such as the ability to handle heavy, high or wide loads.  DoD reviews its transportation requirements and compares them to changes in rail conditions, capacity and availability.  One high priority is to analyze lines that are subject to abandonment.  In cases where a potentially abandoned line has strategic importance to DoD, the agency will work for preservation.  In some cases, DoD will use public funds to maintain a line, although in most cases such intervention is not necessary.
   DoD will also assess the possible impact of proposed mergers on rail lines and military needs.  Last, DoD monitors the conditions of STRACNET-designated lines to ensure that the military’s mobility requirements can be met.  

Private Sector

In the aftermath of the September 11 attacks, the leadership of the railroad conducted a strategic review of the transportation of hazardous materials, the security of information infrastructure, strategic freight rail operations and infrastructure, and military needs relating to the rail network.
   From this review, industry generated more than 100 action items, a multi-stage alert system, and round-the-clock communications with homeland security and national defense officials.   

These systemic, large-scale efforts are necessary to protect the vast transportation infrastructure that crosses the country.  Security at this level, however, rests on the premise that the infrastructure is redundant and vast—there is no single node that if destroyed or damaged, will severely cripple or stall trade or the economy that depends on it.  

Local Community

But what can and should be done locally? What should cities, single ports or even single rail companies do to secure their own assets and ensure their own economic viability should one of their own, non-redundant, critical components of infrastructure are targeted for attack?

Local and site-specific security does exist.  In the Los Angeles area, Los Angeles and Orange Counties have created Terrorism Early Warning Groups (TEWG), which are informal coalitions comprised of law enforcement, intelligence, and business, legal and consultative personnel.  The Los Angeles TEWG, in cooperation with on-site security personnel, is in the process of developing a catalog of information regarding the most critical pieces of infrastructure in Los Angeles, including port and strategic rail components.   Railroads and ports also have long histories of securing their properties and rights of way with their own security personnel, practices and procedures. If communities are a part of the system they must be part of the solution to homeland security.

This Report

The remaining sections of this report address:

· The threat and vulnerability issues facing the Alameda Corridor East (BNSF and Union Pacific (UP) rail mainlines), including the freight intermodal and rail network in and out of the Los Angeles (5-County) basin; 

· The array of security measures that have been developed or that need to be considered to mitigate these threats and vulnerabilities; 

· An estimation of the economic consequences of successful exploitation of a critical freight rail target;

· A discussion of next steps and policy options for policymakers to consider.
Southern California’s Freight Infrastructure

Over 35 percent of all U.S. waterborne container trade moves through the Ports of Long Beach and Los Angeles.  In 2000, the ports handled 9.5 million twenty-foot equivalent units (TEUs) of containerized cargo valued at over $196 billion.  Container volumes through Long Beach and Los Angeles will more than triple by the year 2020 to 36.1 million TEUs.  About 40% of the containers are shipped by rail via the strategic Alameda Corridor East to destinations throughout the United States.

The critical infrastructure with which this report is concerned is briefly described in this section.  They are the ports of Los Angeles and Long Beach, Alameda Corridor, Alameda Corridor East (BNSF and UP), the intermodal facilities, and rail networks that serve the international and domestic markets.  Although the focus of this analysis is on the freight rail system, ultimately freight rail is at least partially dependent on port, truck and intermodal security. 

Ports

Infrastructure

The ports of Los Angeles and Long Beach, respectively the first and second largest container port facilities in the United States, together also form the third largest container port complex in the world.  In 2000, the ports combined to handle 9.5 million twenty-foot equivalents units (TEU), carrying cargo worth almost $196 billion.  Their share of west coast cargo is about 70% and growing.  And they handle more than 35% of all waterborne container cargo in the U.S.
 

The Port of Long Beach has 10 piers with 80 berths.  The facility was responsible for moving 13 percent of all waterborne cargo coming into the United States in 2001.  The Port of Los Angeles has 27 major cargo terminals, including facilities to handle automobiles, containers, dry bulk products and liquid bulk products. Combined, just the Port of Los Angeles terminals handle more than 120 million metric revenue tons of cargo representing some $102 billion. Eight 

modern container facilities together handle in excess of five million units of cargo containers annually, making the Port one of the top 10 busiest ports in the world.

Cargo Containers

Standardized cargo containers have played an important role in the growth of international trade, and are vital in the implementation of modern logistics practices.  They have become ubiquitous carriers of trade goods throughout the logistics network.  They can be found on trains, trucks and ships; and are easily transferred from one to another, facilitating seamless flow of goods from the original manufacturer to the end user.  They number in the millions.  On the average 27,000 containers enter and leave the ports of Los Angeles and Long Beach daily.  They are so prevalent and important in international trade that the vast majority of all non-petroleum material shipped across the ocean is loaded in containers.  Many of these containers are loaded directly on to trains for shipment to the downtown rail yards and on through the Alameda Corridor East.  

Intermodal Infrastructure

Intermodal infrastructure represents the terminal areas corresponding to modal change points.  This includes any interfaces between roadway freight transportation and air, rail, and/or water shipping modes. The basic unit of cargo handled by the intermodal subsystem is the container; less-than-container load handling will typically be handled at a different facility (e.g. Freight Station for consolidation). 

The main intermodal facility connecting the ports of Los Angeles and Long Beach to the main rail artery, the Alameda Corridor, is the 

Intermodal Container Transfer Facility (ICTF), and is for the exclusive use of the Union Pacific Railroad to serve its customers calling at both San Pedro Bay ports. The facility is publicly financed by both ports and provides for the transfer of import and export container traffic from the Port's marine terminals to transcontinental doublestack trains.
  The Burlington Northern Sante Fe Railroad does not currently have a near dock facility and must take trucks up the 710 Freeway from dockside to the Hobart Yard and cannot use the ICTF to load their trains.

The Union Pacific ICTF facility moved more than seven million containers from 1986 through 1999.  It handles an average of 100 lifts per man-hour, a capacity that enables the near-dock complex to accommodate about 70 east and westbound trains every week.
  

Some of its key features include: 

· Sufficient land for a 250-acre railyard operation, with on-site storage for more than 3000 containers. 

· Loading railtracks in six lengths, varying from 3800 feet (1158 meters) to 5000 feet (1524 meters) that can accommodate a total of 95 doublestack railcars. 

· An adjacent storage yard that can handle up to 100 doublestack railcars. 

· Six rubber-tire gantry overhead cranes and a sidepick loader for lifting cargo containers.

· The main gate has 16 entrance/exit lanes for container-carrying trucks. The middle eight lanes are reversible in direction to facilitate varying truck arrival or departure volumes. The main gate is open every day, 24 hours per day, and can process an average of 1800 transactions daily. 

· A computer link between the main gate and container-handling equipment in the railyard, with information relayed to the Union Pacific Railroad's computerized cargo-tracking system. 

· Security fencing and lighting meeting U.S. Customs Service requirements. 

· Remote security cameras monitored from the five-story ICTF tower. 

· Round-the-clock security patrols. 

The dispatching and switching of rail lines of the Ports of Los Angeles and Long Beach are managed by the Centralized Traffic Control (CTC) System.  All of the port's existing on-dock railyards, as well as the future Pier 400 facility, are linked to the CTC System.   The intermodal train traffic network at the Port of Los Angeles has been designed to merge and funnel onto the Alameda Corridor. 

Four modern on deck intermodal service facilities are used at the Port of Los Angeles in addition to the ICTF.  These complexes have the following features:

· Assist in the reduction of truck traffic volumes on the freeways that serve the port 

· They are located in the backland area of Port container terminals, enhancing the efficient utilization of land and avoiding dockside disruption to vessel operations

· Their loading railtracks are complemented by nearby storage railtracks to maximize operating efficiency and throughput capacity

· They were designed to accommodate various types of container-lift equipment, including rubber-tire gantry cranes, rail-mounted gantry cranes, reach stackers and top picks depending on terminal operation preferences

Strategic Rail

The Southern California strategic freight rail corridors connect the nation’s three largest cities – Los Angeles, Chicago and New York City – through more than 3000 miles of track.  Union Pacific (UP) and BNSF are the primary competitors on the line between Los Angeles and Chicago.  The following map shows the overall corridors and the 

daily rail forecasts: 
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Alameda Corridor

The Alameda Corridor consolidates several major rail lines in order to expedite cargo distribution from the ports of Los Angeles and Long Beach to points throughout the United States and to overseas markets.  It is a partially below-grade rail line that connects the ports with transcontinental rail yards operated by Union Pacific (UP) and Burlington Northern & Santa Fe (BNSF) near downtown and East Los Angeles.  The creation of the Alameda Corridor eliminated more than 200 at-grade crossings, reducing aggregate daily waiting times by more than 15,000 man-hours and diesel emissions by more than 28 percent.
  The funding for the project included a mix of public and private sponsorship. 

Alameda Corridor East (Orangethorpe Corridor)

More than 70 passenger and freight trains per day travel through the Orangethorpe strategic rail corridor that links Los Angeles’s ports to Asian, and US Midwest and East Coast markets.  This corridor, which is the point of intersection of the San Bernardino Subdivision and the Orange/Olive Subdivision in the Placentia/Anaheim area, is called the Orange County Gateway.
 Approximately 45% of the international trade that travels eastbound by rail and coming into the ports of Long Beach and Los Angeles, in the form of container traffic, travels through the Orangethorpe rail corridor.  Significant portions of the Orangethorpe Corridor, including the portions that run through Placentia, have at-grade crossings. 
Hobart Yard

A rail hub since long before the Wright brothers flew, Hobart has grown only more crowded and forbidding with the rise of Pacific Rim trade. Named for the town of Hobart which was years ago gobbled up by the City of Vernon, the Hobart Yard is the busiest trailer and container-handling rail facility in the world.  Cargo volume is measured in "lifts," the number of times a container or trailer is lifted onto or off of a train and in 2000 this facility moved more than one million containers/trailers.

Inside the yard, yellow concrete barriers known as K-rails form makeshift pathways for trucks that work 24 hours a day. Trains also come and go around the clock--on average, every 52 minutes. This is a rail yard for freight trains. No passengers ride these mile and a half long trains. The single and double-stack trains are strictly for commodities: enough computers, clocks, bicycles, jeans, ovens, grain, soap and chemicals to supply whole cities. Interestingly, error rates are minuscule. A container winds up in the wrong city about one time in 80,000. 

The facility is two miles long and the physical scale is staggering. In one area stand enormous steel racks, like ski racks outside a winter lodge. Leaning against them are hundreds of entire big-rig chassis--the wheels and undercarriages after the metal containers are removed. As many as 18,000 chassis, some as long as 53 feet, can be stored securely inside the yard at the same time.

The Southern California Trade Corridor

Combined, these elements of freight management – the ports, intermodal facilities and rail lines – are responsible for the delivery of consumer goods and intermediate products to nearly every part of the country.  In addition, the rail lines running from Southern California provide vital linkages for DoD to move its assets during military mobilizations.  

Rail Threats and Vulnerabilities 

Open to relatively easy penetration, trains, buses and light rail systems offer an array of vulnerable targets to terrorists who seek publicity, political disruption and high body counts…the massive amounts of explosives needed for truck bombs are unnecessary in crowded train stations, bus depots, carriages, or coaches.  Even without large numbers of casualties, disruptions to transit can seriously impact a region’s economy and the public’s faith in the government’s ability to provide basic protections to its citizens.

The vast and open transportation infrastructure leaves it vulnerable to a variety of threats.  People and goods depend on surface transportation to provide readily accessible, convenient and inexpensive ways to travel.  These factors, coupled with the numerous and relatively uncontrolled embarkation and debarkation points, makes surface transportation relatively easy to attack—in deadly ways.  

“While roughly 20 percent of all incidents of international terrorism involve fatalities, the proportion of attacks on surface transportation systems involving fatalities is significantly higher.  About two-thirds of the attacks on surface transportation have been intended to kill, and about 37 percent of the total involve fatalities.”

Vulnerabilities

There are several reasons why transit systems and transportation infrastructure overall are vulnerable to attack:

· Transit systems carry large numbers of people within enclosed spaces and freight and transit systems are both frequently routed through densely populated areas;

· Transit and freight systems follow known routes, and usually pass at predictable times.

· Transit and freight systems have fixed points of egress and ingress.

· There are unique hazards associated with transit systems (e.g., high voltage traction power) or freight systems (e.g., hazardous cargoes) that can complicate first response. 

· Rail systems are subject to systemic impact: an attack at one point will often impact other remote segments of the system.  

High ridership and utilization and open access also makes them difficult to secure.
  “The openness of mass transit systems can leave them vulnerable because transit officials cannot monitor or control who enters or leaves the system.  In addition, other characteristics of some transit systems—high ridership, expensive infrastructure, economic importance, and location (e.g., large metropolitan areas or tourist destinations)—also make them attractive targets because of the potential for mass casualties and economic damage.

Strategic rail transportation has been subjected to terrorist attacks, but the target is usually passenger or transit rail.  According to the United States Department of Transportation (USDOT), Office of Intelligence and Security (OIS), public transportation was the target of 20 to 35 percent of worldwide terrorist attacks between 1991 and 1997.
  RAND statistics show that since 1998 there have been 90 attacks on trains and rail networks overseas.
  In addition, there have been several attacks on trains in the United States, including a derailment caused by the “Sons of the Gestapo” in October 1995 that killed one person.

Threats

According to FBI 2002 interrogations of Al Qaeda terrorists, the threat to strategic rail transportation system and passengers is real and should be taken seriously.  FBI intelligence gathered revealed that terrorists may try to attack by bringing a bomb on board a train, demolishing a rail bridge as a passenger train approaches, derailing a train by damaging a rail bed or pulling a truck loaded with 

explosives across a rail line. Terrorists could also possibly target hazardous-material containers. The alert cited Al-Qaeda photographs of U.S. railroad engines, cars and crossings.
Attack Scenarios

Although the variations on potential rail attack scenarios are virtually limitless, they can generally be grouped into three broad categories:

· Terrorists could commandeer a train and use the train or its cargo as a weapon;

· Terrorists could put a weapon on a train and use the train to deliver the weapon; or

· Terrorists could attack rail facilities or the rail transportation system itself for purposes of economic and other disruption.

The type of weapon used (or the type of cargo used as a weapon) could substantially dictate the consequences of an attack.  That is, the attack mode could be a major determining factor not only in terms of the loss of life and injury, but in terms of the disruption, economic damage, and other consequences.  The sarin gas attack of a Tokyo train in 1995 is another example. It clearly demonstrates that the use of weapons of mass destruction is something that terrorists have already plotted and successfully employed.

Attack Modes

Terrorists could use multiple different weapons, or attack modes, against freight rail and its infrastructure, including: conventional (including bombs, conflagration, and other explosions), chemical, biological (including toxins), radiological, nuclear, and cyber attack.  These attacks could have very different consequences for the rail 

freight and transportation industry.  Terrorist could also carry out multi-pronged attacks, whereby two or three key areas are hit at the same time, which would without question impact our economy. With the exception of cyber attacks (discussed at the end of this section), these attack modes are approximately rank-ordered from least to most serious on the following pages.  

The September 11 attacks demonstrated that conventional attacks involving incendiary methods could have devastating consequences.  A conventional weapons attack would undermine confidence in the rail transportation system, but it is likely that the consequences of such an attack would remain confined to a region or to the specific target that was exploited.  In a bomb attack, the pressure wave produced by the bomb will cause structural damage to bridges, tunnels, railbeds and other targets.  The damage will vary as a function of the bomb’s size and the distance from the detonation point.
  A half-ton bomb was used in the 1993 World Trade Center attack, while a 2-ton bomb was used in the Murrah Building in Oklahoma City.  Substantial secondary consequences can occur if the bomb causes the target building to collapse, as partially occurred in Oklahoma City.
  Recovery from a conventional weapons attack would generally be similar to recovery from fires, derailments and other relatively common rail accidents.  Rail facilities themselves are typically low profile buildings spread out over wide areas, factors that help mitigate the damage that will occur during a conventional attack.  That is, for all but the largest and most devastating conventional weapons attacks, the recovery would proceed relatively quickly.  

Chemical agents come in four primary forms; choking, blood, blister and nerve.
  Examples of common chemical choking agents include phosgene (used to make plastics and pesticides) and chlorine (used in water treatments and a variety of industrial functions).  Both phosgene and chlorine are regularly shipped via rail.  Hydrogen cyanide and cyanogen chloride (both are forms of cyanide, used in paper manufacturing and other pursuits) are examples of chemical blood agents, and these also are shipped by rail.  Blister agents, such as mustard gas, and nerve agents, such as VX, sarin and tabun (the latter originally developed as a pesticide prior to WWII), do not have industrial uses and are examples of chemical warfare agents.  Terrorists are probably most likely to attempt to use as weapons the choking and blood chemicals that are currently shipped by rail, rather than attempting to use rail to deliver a separately-prepared weapon blister or nerve agent.  The damage caused by a chemical attack will depend on many different factors, including the type of chemical and its form (gas, liquid, crystals, etc), wind conditions, population density, and so forth.  As such, the release of methyl isocyanate (MIC) in Bhopal that killed approximately 3800 may be instructive as a potential upper bound in terms of potential casualties from a chemical event.  The release was sabotage, and the consequences were severe because the population density around the release was substantial, the release occurred at a time when wind conditions were calm and thus dilution was minimized, and gravity helped pull the toxic vapor from the plant down the hill toward population centers.
  Some chemicals are heavier than air and will sink.  For example, having the spills contained in a recessed track slot or trench, like one of the alternatives in the Placentia rail project, 

might reduce the likelihood that such an incident will be spread by wind, etc. and might reduce clean up costs. Chemical attacks carry the potential need for substantial environmental remediation and clean up, factors, which could render a rail route out of service for a considerable period of time.  The consequences of such an attack would likely remain regional, although a temporary shutdown of the national rail network would be likely until security could be assessed.

There are a number of biological weapons that could be used to perpetrate an attack, and generalizing about them is difficult.
  Some biological agents are contagious (smallpox and plague are examples); some, such as anthrax, are environmentally hardy; and some, such as botulinum toxin, are relatively easily manufactured.  One factor which tends to distinguish biological from chemical agents is that chemical agents tend to have immediate effects, while the biological agents tend to manifest their consequences over periods of days and even weeks.  Depending on the biological agent used, the rail transportation system would likely at least temporarily halt the movement of trains throughout the country.  In addition, many of the goods on railcars would probably not be acceptable to consumers for use – they would likely have to be destroyed because of fears of residual contamination.  Some attacks could require substantial clean up.  Thus, the impact of a biological attack could be longer-term, depending on the precise composition of the attack, and could have national implications.    

A radiological weapons attack is essentially a conventional weapons attack that is contaminated with radiological material.  That is, a 

radiological device causes immediate damage in proportion to the amount of explosive power in the bomb, and it causes long-term damage (raised cancer risks and environmental clean-up, primarily) that is a function of the type and amount of radiological material.
  Radiological bombs do not cause immediate deaths through radiation sickness or radiation burns.  

Although relatively simple in principle, radiological attacks are more complicated in reality.  The difficulty of obtaining radiological materials, and the hazards associated with handling it, tend to limit the amount of radiological contamination that might occur.  The larger the blast, the further the radiological material will be dispersed and the greater the environmental and contamination consequences.  Wind speeds, building heights and densities, and a variety of other factors help determine how far the contamination will spread.  A radiological attack could have consequences similar to a biological attack:  the area attacked will have to be cleaned and may not be useable for substantial periods of time.  Similarly, consumers and producers may be reluctant to use goods that were exposed, however briefly, to radiation.  A radiological attack could have substantial national implications to the extent that it rendered a critical freight node unusable for a lengthy decontamination period. 

A nuclear weapon would cause death and destruction through an intense pressure wave (much more intense than that of a conventional blast), incendiary or fire effects from the intense heat generated, and radiation.  The radiation generated in a nuclear detonation is far more intense than that in a radiological detention; it 

will penetrate deeper into buildings and other places located under the radiation plume.  Such an attack would require significant capital investment and significant engineering capabilities and would be among the most difficult to execute.  Nevertheless, a nuclear attack at a critical location could incapacitate portions of the rail network both through destruction of infrastructure and the long-term decontamination issues that would be presented.    

Last, but not least, terrorists could use computer methods to cause damage and disruption within the freight rail sector.  Such attacks are loosely grouped under the heading “cyber attack.”  The potential attack vectors include compromise of the positive train control (PTC) method that is used to maintain train spacing and speeds; compromise of the remote control switching systems that are used to divert trains to appropriate track routes; or penetration of dispatching and routing systems.    

Mitigation

If there is good news, it is that the national transportation infrastructure is resilient and redundant and that the system is unlikely to collapse because of any single attack.  The NRC (National Research Council) concluded that surface transportation systems are more vulnerable to point attacks than systemic attacks: ‘because of the decentralized, multimodal character of surface transportation, mounting a system-wide attack with large spatial and temporal impact would be difficult.  Experience with natural disasters suggests that even the simultaneous destruction of multiple elements of the system has less impact on its ability to operate than one might expect.”

Beyond the inherent security provided by dispersal and redundancy, however, there are a number of other security issues to consider.  These issues are discussed in the subsections below.

Strategic Rail Linkages to Intermodal and Port Security

Much of what is shipped by rail comes through port facilities.  Thus, to a significant degree, rail security is a function of port security, and, more specifically, of cargo container security.  Why are cargo containers interesting vehicles for terrorist usage?  First, they are large, typically 8 feet wide by 8 feet high by 40 feet long.  Virtually everything that a terrorist might want to bring into the United States would fit comfortably within that volume.  Second, they are not subject to intense inspection at the borders.  Using cargo containers, for example, terrorists can: convert containers into weapons of mass destruction; use containers to illegally ship conventional, chemical, biological and/or nuclear weapons or even terrorists; contaminate or corrupt containers contents.
  The sheer magnitude of their numbers, coupled with a container’s size, makes their inspection difficult and time consuming.  Current inspection capabilities at major U.S. ports limits the number of containers that can be inspected to only a few percent.
  In the aftermath of the 9/11 attacks, these loopholes in cargo associated container security associated were recognized and new initiatives have been proposed to rectify them.

Using containers and container ships for trade is inherently dangerous because of the many security holes in the supply chain.  There are several points along the way from origination to distribution in which a container or its contents can be corrupted or tampered with.  “From a counter terrorism perspective, the most critical stage in this process involves the initial transactions between 

buyer and seller, including generation of the initial shipping documents, loading and sealing of the container, and its delivery to the exporting port.  In current commercial practice, individuals or companies may open, load, and seal a container, providing only scant detail on the contents and ownership of the cargo.  In many instances, container cargo is shipped through inland consolidators, where a number of smaller orders may be combined to produce a full container load.  In this transit phase, suppliers, pacers, freight consolidators, and transporters will handle the cargo and container box.  Such business practices make it more difficult to know precisely the contents of a particular container and the true identity of the original shipper.”
 Intermodal facilities, ports, and freight trains all present opportunities for containers to be targeted for some kind of infiltration or attack.

Rail Security Issues

In the aftermath of the September 11 attacks, the leadership of the railroad industry rapidly convened a security review.
  The review focused on five strategic elements:

· The transportation of hazardous materials

· Railroad operations

· Railroad infrastructure

· The security of information technology and communications

· Military requirements for mobility and other needs

The plan led to the establishment of multiple alert levels and the development of more than 100 security recommendations.  The industry has established an operations center through an industry-sponsored information clearinghouse (Surface Transportation Information Sharing and Analysis Center, ST-ISAC) that is continuously linked to homeland security officials.  Key actions in the aftermath of the review include the need to:

· Secure hazardous transport infrastructure against tampering with protective housings valves and fittings and provide emergency personnel with easy access to them; increase surveillance of intermodal containers and tanks; observe and report inconsistencies in weight, markings, manifests and placards; and implement video surveillance to the extent possible; 
· Increase surveillance of intermodal containers and tanks; observe and report inconsistencies in weight, markings, manifests and placards;
· Implement video surveillance to the extent possible; 
· Improve operations by monitoring for signal tampering; requiring crews and dispatchers to verify communications for train movements and dispatches; and locking locomotive doors to prevent hijackings;

· Secure information technology that terrorists could use to enhance attacks or cause systemic shutdowns; 

· Collaborate with DoD to ensure the viability of STRACNET-designated rail lines

Very little security information was publicly available from the railroads about Southern California strategic rail security when completing this report.   Based on the team's evaluations of some of the rail locations, it appears that efforts to secure the least redundant components of the rail systems have been made.  Hobart Yard, for instance has layered perimeter security, visible patrols and CCTV.  Personnel access was indeterminable.  The intermodal facility and the rail intermodal rail lines on the Port of Long Beach appeared less well monitored.   Most of the facilities reviewed appeared to have security lighting, perimeter control, and access control, pedestrian traffic control, some type of intrusion detection, monitoring and surveillance.

Below grade rail crossings, like those in the Alameda Corridor and 

one of the construction alternatives along the OnTrac Corridor, may provide extra point security in the area.  Many of the reasons given for converting to below grade crossings are based on efficiency and safety—below grade crossings mean fewer delays for cars at train tracks and fewer opportunities for collisions between trains and motor vehicles.  Submerging the tracks clearly makes them less accessible to unauthorized personnel. This could limit the possibility of tampering with the tracks and trains.  The chances of creating an accident or attack with vehicle to train collision are almost eliminated with a trench type construction like the Alameda Corridor.

Evaluating Security and Determining Priorities

With so many apparent vulnerabilities, and with an unlimited number of ways to exploit them, methods of evaluating vulnerability and security must be effective.  Since September 2001, identification of infrastructure vulnerabilities and the security methods intended to prevent them from being exploited have received national-level attention.  All major U.S. ports have been instructed to conduct a vulnerability assessment designed to highlight the components that are most necessary to protect.  Additionally, the Federal Transit Act at 49 USC section 5330, part 659, instructs that rail security activities must include a threat and vulnerability resolution process.  

One integrated approach to security was first developed for protecting the nation’s information infrastructure (called the minimum essential information infrastructure, MEII).  The approach posits that there are specific types of vulnerabilities for each asset, and that each can be shielded with a unique set of security measures.  Using the approach, each asset is assessed based on how it can be characterized according to a set of pre-selected vulnerabilities.  These 

vulnerabilities are grouped in seven categories, as follows:

Table 1.0

Infrastructure Vulnerabilities

· Inherent design/architecture

· Uniqueness—Unique entities or processes are less likely to have been thoroughly tested and perfected.

· Singularity—Failure of one entity that exists only as a single piece or instance could disrupt the system function.

· Centralization—A network might exhibit centralization if decisions, data or other components must pass through or emanate from a single node or process. 

· Separability—Components or processes that are easily isolated from the rest of the system are potentially vulnerable to attack.

· Homogeneity—Multiple but identical instances of a given entity provide an attacker the advantage of being able to attack several components using the same strategy.  

· Behavioral complexity

· Sensitivity—“The more sensitive a system is to user input or abnormal use, the more vulnerable it may be to attack or abuse.”

· Predictability—If external behavior is predictable, 

· Attackers have an advantage of knowing what results their actions will have. 

· Adaptability and Manipulation

· Rigidity—“Rigidity makes it harder for an attacker to modify a system maliciously, but it also implies that a system cannot easily be changed in response to an attack and cannot be made to adapt automatically under attack.”

· Malleability—Malleability makes it easier for an attacker to adjust the system.

· Gullibility—An attribute of a system or asset that makes it easy to fool. 

· Operation/Configuration

· Capacity limits—Assets operating at capacity limits might be more vulnerable to attack or stress.

· Lack of recoverability—If inordinate time or effort is required to recover—relative to the needs of those who depend on the system, then it is vulnerable in this regard.

· Lack of self-awareness—systems that are unable to self-monitor are more vulnerable to undetected attack. (Systems that rely on one security method are more vulnerable than those using multiple methods. Redundancy is vital to resilience. Lack of proper trained security personnel or lack of background checks leads to vulnerability. The largest the area to secure, the more vulnerable it is.)

· Difficulty of management—the more difficult it is to maintain an asset, the more likely it might be infiltrated by an attacker. 

· Complacency/Co-opt ability—Personnel with a greater tendency to be security complacent or co-opted present a higher risk of internal attack.

· Indirect/Non-physical exposure

· Electronic accessibility—Remote access can assist in an attack.

· Transparency—“The more open a public system is, he easier it may be for an attacker to discover any vulnerabilities it has.”

· Direct/Physical exposure

· Physical accessibility—Accessibility allows an attacker to get close enough to inflict physical damage.

Each assets of the transportation infrastructure should be measured in terms of the vulnerabilities listed above.  Those that pose the greatest risk of exploitation or that have the most severe consequences if exploited should be secured first.  Security measures to protect the vulnerabilities listed above range from the traditional target-hardening and increased properly trained and background checked security personnel, to the assured flow of intelligence to those that need it and the insurance that “critical” assets become inherently less critical by ensuring redundancy, heterogeneity or overt security. 

In response to these vulnerability attributes, the MEII approach suggests security techniques that can be tailored to mitigate vulnerability.  These techniques are listed in table below:

Table 1.1 Responsive Security Techniques

· Heterogeneity— the presence of diversity, or non-uniformity within a system.  The diversity makes it more difficult for an attack to exploit one type of flaw or weakness in many different places throughout the system.
· Static resource allocation— preferential assignment of resources based on experience and the perceived threat environment.  

· Dynamic resource allocation—security resources may be allocated to various assets and activities based on their relative importance, given the current state of the system and any perceived threats.
· Redundancy—multiple system components, or duplicates of key information, can be made available to replace or compensate for any portions of a system that are lost, damaged, or corrupted as a result of an accident, natural failure or attack.

· Resilience and robustness—anything that enables the individual components of a system to thwart or absorb an attack without the system as a whole experiencing any significant degradation in availability or performance. 
· Rapid recovery and reconstitution—a plan can be developed or a system can be developed with the capability to recover or reconfigure itself in a timely manner.

· Deception—procedures and practices intended to shield information and gain information from the adversary through ruses, feints and the like. 
· Segmentation, Decentralization and Quarantine—contain and isolate damage to prevent from spreading. 

· Immunologic identification—strategies that work like biological immune systems that distinguish and destroy intruding cells.

· Self-organization and collective behavior—adaptive approaches that rely on self-organization within a system, and the advantages of collective behaviors, such as specialization and goal-oriented behavior.

· Personnel management—securing systems and equipment from the inside. 

Security personnel for each type of transportation infrastructure should evaluate the vulnerabilities listed above and protect them using the most relevant techniques.  The list in table 3.2 provides some ideas on what kinds of security considerations are possible and ways to think about expanding the scope of security in-place.  The ideas listed here are not meant to replace existing security practices, they are merely meant to increase the number of ways to think about securing the infrastructure. 

Mitigation Measures 

As mentioned previously, several “layers” of security have been implemented and proposed to safeguard transportation infrastructure, its cargo and passengers.  This section provides a brief description of these efforts by dividing them into three categories: trade security, point security and integrated security. 

Port and Trade Security

At the national and international levels, it was recognized that cargo containers and the ships that transport them could inflict serious damage if a weapon of mass destruction were carried into the United States through those means.  With container inspection rates at lower than 5%, the possibility of a terrorist transporting a weapon into the U.S. appeared high.  As a result, several security measures were instituted to help mitigate the possibility for harm. 

Operation Safe Commerce is a public-private venture that seeks to enhance the efficiency of the global supply chain network while simultaneously improving security.  Part of Operation Safe Commerce, Smart and Secure Trade Lanes, was launched in the summer of 2002.  Smart and Secure Trade Lanes is an industry driven partnership with 35 partners working in coordination with U.S. Customs, Transportation Security Administration, Operation Safe Commerce, Customs Trade Partnership against Terrorism (C-TPAT) and the Container Security Administration to improve global supply chain security by managing security of containers from point of origin to final destination in the United States.
  The program uses electronic seals, with radio frequency identification linked to web-based software that provides real-time visibility of containers and their contents.
 It has also recently added the ability to improve security at warehouses and ports “by integrating data from shipments and containers with precisely synchronized video and other real-time information on the security status of the facilities that handle these shipments.”

“For example, unauthorized tampering events will be captured and 

real-time alerts transmitted from the electronic seal. These alerts will be immediately integrated with CCTV and access controls systems in the area of the tampering events, which enables security personnel to immediately secure the perimeter of the area and focus surveillance cameras on specific locations to investigate suspicious activity.”

National efforts to secure the vessels and personnel that import and export goods have been spearheaded by the U.S. Customs Service.  Customs has introduced programs to enlist the help of international ports and transoceanic shippers to prevent terrorism and other crimes using cargo containers and/or ocean-going vessels.  These programs seek to ensure the security of cargo, its containers and vessels by guaranteeing the veracity and integrity of ports and shippers.  Tantamount to a “trusted port” program and a “trusted shipper” program, the Customs Security Initiative evaluates the security measures of ports and shippers.  If the shipper can verify that its supply chain is secure, it is considered a “trusted shipper” with special Customs consideration when entering a U.S. port.  Similarly, international ports can report their security practices to Customs.  If acceptable, these ports are recognized as “trusted.”  Ships traveling from these ports are given special consideration when arriving in the U.S.

The United States Coast Guard (USCG) has also been involved in securing ocean commerce.  USCG security measures are based on the idea of “maritime awareness,” which seeks to gain and integrate information about port conditions, ship cargo and personnel and the threat level nationally and locally.  As part of this approach, the USCG changed 24-hour Notice of Arrival requirement for ships entering U.S. ports to 96 hours before arrival at the first US port.  Ships entering U.S. waters must now list all persons on board, crew 

and passengers, with date of birth and nationality, along with the appropriate passport or mariner’s document number, the registered owner of the vessel, the operator, the name of the classification society, a general description of the cargo, and date of departure from the last port along with that port’s name.

The Coast Guard also created a pilot armed escort program, called the Sea Marshals program in the Ports of San Francisco, Los Angeles and San Diego.  The Sea Marshals armed escort provides security for the pilot, master and the bridge navigation team on board a vessel during its transit in US navigable waters.

Intermodal Security

Point security relates to protection of critical assets identified during a vulnerability assessment.  It is meant to secure a specific feature or set of features of the infrastructure.  

Section 89 of title 14, United States Code, authorizes the Coast Guard to board any vessel subject to the jurisdiction, or operation of any law of the United States in order to make inquiries, examinations, inspections, searches, seizures, and arrest for the violations of U.S. laws.  The Coast Guard may order and force any vessel to stop and may engage in land, water, and air patrols.  Federal law also authorizes the Coast Guard to control the anchorage and movement of vessels in the navigable waters of the US in order to ensure the safety and security of US Naval vessels. 

The programs of U.S. Customs, the USCG as well as similar initiatives of several international organizations, seek to increase the 

security of containers that are imported into the U.S. then transported to the nation’s interior using rail or trucks.  Once these containers are being shipped via the nation’s railways, security is in the hands of each railroad’s security staff and the domestic law enforcement agencies with jurisdiction. 

Both the Port of Los Angeles (PoLA) and the Port of Long Beach (PoLB) have extensive security measures in place.  Working with the USCG and local law enforcement, security teams and technology continually monitor port activity.  According to security officials at PoLB, personnel access is restricted using identification cards, vehicles entering the port are monitored with closed circuit television (CCTV) and passenger processing is receiving greater attention.  While the port works with customs, the USCG and the shippers to secure cargo receipt and delivery operations, it does not oversee this activity.  

Integrated Security

Each of the entities involved in securing the relevant transportation infrastructure—the ports themselves, representatives from the USCG and Customs, and members of law enforcement—are components of a network intent on securing all parts of it.  Each of the members interviewed indicated that there is continuous communication and intelligence sharing that helps improve overall security as well as heighten security at point locations when necessary.  The Los Angeles and Orange County Terrorism Early Warning Groups are also integrated into this security network and work consistently with other participants to ensure that threat information, vulnerability issues and security needs are known and managed.  

The military already has intelligent transportation systems (ITS) that provides means of managing transportation infrastructure, real-time traffic status and congestion mitigation, in transit visibility, wireless communication, weather and routing information and a common operating picture.
  It presents information using Geographic Information System (GIS) tools and mapping technology.  It tracks vehicles using GPS and contains a routing system that can help route shipments in case of inclement weather or other dangers.  

New and Emerging Technologies

The aftermath of 9/11 created a surge of interest in new ways to secure the nation’s critical infrastructure.  The new global economy is increasingly decentralized, and a product can go through many different hands in its journey through the supply chain.  The system's vulnerability increases in proportion to the increased number of "hand-offs" throughout that supply chain:  producer - transportation - export broker - freight company - warehouse/customs facility - drop center/distribution warehouse - buyer.

The protocols and technology for identifying containers and their contents are well established and have existed for some time.  Such technologies are already employed in many of the industries making use of the transportation networks, such as retail distribution and manufacturing.  New technologies are being developed, and existing ones refined to help protect the national and global movement of goods, which, as this report shows, is vitally important to California and to the nation's economy. Existing methods that gained greater attention includes satellite-based mobile communications and position-tracking systems, emergency notification panic buttons, driver I.D. authentication, tamper detection alerts.  Prototype technologies include means of remotely disabling the truck (already used in South America).  

Innovative Technologies Intermodal Security

Smart Dust

Kris Pister and Professor Randy H. Katz, working out of the University of California, Berkeley, developed Smart Dust.  The concept relies on the convergence of three technologies: digital circuitry, laser-driven wireless communications, and Micro Electro Mechanical Systems (MEMS), and the ability to eventually put them together in a unit no more than one or two cubic millimeters in size, the "Smart Dust."  With creative power management techniques, each unit (mote) of Smart Dust should be able to stay active for several days.  

Such units, distributed in an area designated for surveillance, or even in individual containers, can communicate with each other and with a base station called a base-station transceiver (BTS) equipped with a compact imaging sensor.  This BTS could be mounted in close proximity to the motes, say in a wall-mounted camera or road/rail-side location.  Using a passive light transmitter that reflects back modulated light bouncing off it from an external source (which has the advantage of keeping energy requirements to the minimum) a mote can send data at a rate of 1 kilobit a second over distances of up to 150m.  (Communication distances of over 20kms have also been successfully tested, although data transfer rates decrease sharply.)  It is possible that motes could be fitted with miniaturized microphones.   

There are many potential applications for this technology in the intermodal security arena.  Smart Dust might be deployed over an area to record data for analysis, and it might be employed to perform measurements in environments where wired sensors are unusable or lead to measurement errors.  Of significance to this report, Smart Dust might be deployed for unobtrusive monitoring of an intermodal environment, and with acoustic vibration or magnetic field sensors it could detect the passage of trains or vehicles.  It could also be used for perimeter surveillance, or to detect the presence of chemical or biological agents in containers. 

Electronic Seals

The E-seal project is designed to track commercial container shipments from their point of inspection, along trade corridors, to their point of clearance.  In addition, the E-seal technology can facilitate border clearance activities and commercial vehicle enforcement and offer potential benefits to freight carriers that include greater accuracy in manifest information, reduced paperwork, improved port and Customs clearances and opportunities for shipment tracking.”
  How it works: The commercial chassis is outfitted with PARs hardware that continually monitors vital status and location data on the chassis and includes GPS and cellular antenna, sensors and communications electronics.  The data is transmitted and made available in real-time to customers via the Internet.  Unauthorized personnel also outfit the chassis with a microprocessor with radio antennas that communicate with the e-seal that send automated alerts over a radio frequency band about the containers contents, location and status including notification of tampering or violation. 

Gamma-ray Scanners 

Already used by the US Customs Service, SAIC's Vehicle and Cargo Inspection System (VACIS) utilizes a low-level Gamma-ray radiation source to penetrate vehicles and cargo containers and their cargo, displaying a digital image of the contents on a computer screen which is then studied for anything suspicious.  A 40-ft container can be scanned in about 20 seconds, with an average cycle time of 1-3 minutes per container as the operator reviews the scanned image.

Singapore is one of the busiest ports in the world where millions of containers are loaded and unloaded annually and this figure is expected to increase over the years.  In November 2002, as part of an ongoing program by the Singapore Customs and Excise Department to increase security at Singapore's sea and land entry ports, it invested $8.8 million for the installation of two VACIS Gamma-ray scanners, and a number of handheld detectors of explosives, chemicals and radiation emissions.   

The two Gamma-ray scanners, worth an estimated $5 million, included one relocatable scanner at Tanjong Pagar Gate (which processes 90% of Singapore's container traffic), and one truck-mounted mobile scanner based at Pasir Panjang Terminal Gate.  The move not only increased Singapore's homeland security, but also was a necessary component of Singapore's participation in the US Customs Service's Container Security Initiative (CSI) in which US-bound cargo is pre-screened and scanned if necessary.  This technology is used for inbound cargo and also for export and transshipment cargo to monitor for security or terrorist-related items transshipped through Singapore. 

Singapore's approach was to have a layered detection system, not just relying on one tool. Using the VACIS imaging technology, suspicious items can be detected which calls into play the next layer of detection: hand-held materials detectors capable of sniffing out explosives, radioactive materials, chemical warfare materials, narcotics and other contraband goods. 

Customs' anti-terrorist work revolves around two main tasks:  profiling and detection.  Once targeted, equipment such as Gamma-ray scanners allows Customs to more effectively detect if the container is high risk.  With millions of containers in transit, there is a need to be able to filter out the high-risk containers from the rest.  

The new security instruments are easy to use and also speed up security checks.  Singapore's Customs Officers go through two weeks of training to use the scanners. 

In terms of safety, the radiographic scanners have a very low level of radiation.  The level of radiation per scan is many times lower than that of a medical X-ray.  Furthermore, the system has been tested in extreme conditions (temperature tested, leak-tested, drop-tested, fireproofed and explosive–tested by the US) and proven to be safe for operation.  Internationally, the scanners are able to meet the safety requirements of many organizations such as the World Health Organization (WHO), Food and Agriculture Organization (FAO) and the International Atomic Energy Agency (IAEA).   The benefits of scanning include:  

· Faster clearance of cargo;

· Increased capability to detect dangerous, prohibited and non-compliant goods;

· Reduced reliance on physical inspection of goods as the process offers a rapid, safe and non-intrusive means of verifying container contents; 

· Facilitated clearance of legitimate container traffic flow, due to Customs’ ability to clear selected consignment more rapidly.  

Tracking Containers 

Tracking containers and cargoes requires separately identifying the container, the cargo, and connecting the cargo identifiers to the container.  Currently, the only security-related identifier is the seal number on the container, which applies only to the one-time shipment.  For any shipping container to be loaded on a vessel, it should also have a unique identifier assigned by an international authoritative body.  There are many precedents for identifying and tracking assets in this way, including the Vehicle Identification 

Number (VIN) found in automobiles, assigned by the manufacturers.  A similar kind of identifier can be assigned directly by container manufacturers. 

Because containers are considerably larger than automobiles, they will probably need a radio-based technology for transmitting the identifier that can be read at a distance of several feet.  Tiny yet powerful, radio-frequency identification tags (RFIDs) are regarded as the next generation of replacement for bar codes.  Some as small as a grain of salt, RFIDs are used today in the windshield-mounted toll passes that allow drivers to pass through booths without stopping.  They can also be used to track individuals (embedded in ID cards), luggage and cargo, and with the addition of global positioning capabilities could be used track containers and goods.  An entire discipline called real-time locating is based on this established RFID technology. 

For tracking the goods shipped in containers, the familiar Universal Product Code (UPC) bar codes found on retail packages (also known as EAN bar codes outside North America) are currently used.  One part of the UPC includes a company code assigned by the authorities such as the Uniform Code Council in the U.S., which makes the code unique for each product.  Each company then assigns the product identifier in the second part of the code. 

The UPC/EAN standards bodies have written variations and extensions of the basic product identifier, including a shipping container code.  This 18-digit code acts as a unique identifier on the shipment, like a license plate, because it is based on the unique UPC/EAN code assigned to the company, which also makes up the first part of the UPC/EAN product identifier.  Each logistics unit has one of these codes, from the cartons holding the goods to the pallets 

on which the cartons are placed, to the container, in which the pallets are loaded.  Thus each level of packaging in the shipment has one of these shipment container codes and is thus uniquely identified. 

Electronic Data Interchange

The electronic data interchange (EDI) technologies for transmitting shipment data from buyer to seller, or shipper to consignee, are well established, and the transportation industry pioneered the development of EDI technology.  Companies in many manufacturing and retail industries have exchanged data with EDI for some 20 years, and perhaps the most widely used electronic transaction is the ship notice, used to alert buyers of goods being shipped to sellers.  The ship notice, as it is known in North America, or dispatch advice as it is called elsewhere, gives the buyer a detailed listing of the goods being shipped, including quantities and product numbers. 

UPC/EAN designed the shipping container code to work with EDI transactions.  The detail data in the ship notice or dispatch advice can include the shipping container code identifiers, with the lowest level of packaging (e.g. cartons) describing the quantities of goods contained inside.  When the customers receive the shipment, they scan the shipping container bar codes and match the data to the ship notice before accepting the items into their inventories. 

All shipments into ports worldwide using containers should use this technology, and the inspectors should have access to all the electronic data about the shipments being exchanged.  Any discrepancies between the physical cargoes and the electronic documents would alert the inspectors to potential problems that need further investigation. 

Many smaller companies complain about the cost of EDI, which is a 

legitimate concern.  However, Internet-based technologies have made EDI more affordable, and companies can now send EDI data over the Internet using either e-mail or Web-base protocols, known as AS1 and AS2 respectively.  The XML specifications also provide a framework for the use of XML to exchange business data securely and reliably, covering business process definition, registries, messaging, trading partner profiles and agreements, and semantic interoperability. 

Some companies are creating contactless smart card technology that contains biometric data.  The card can store facial biometric and Public Key Infrastructure (PKI) digital certificates data that is read and displayed on a security unit’s display screen.  Security personnel can have the data displayed on hand held devices that allow roving security spot checks.

Companies are also working on new communications technologies.  High-speed jam resistant data links for smooth communication for emergency response and for infrastructure management. This technology facilitates communication to share the same near real-time picture of a situation.  “In addition, the company’s CDR-4000S DSP receiver features a reprogrammable digital signal processor that can be customized with specific code to suit specialized requirements, such as direction finding, modulation recognition and signal classification.”

Public/Private/Sector Collaboration

Shared Access to Surveillance Equipment:

The Jacobs School of Engineering at UCSD, with the California 

Institute for Telecommunications and Information Technology, tested a network of video cameras on the San Diego-Coronado bridge to monitor boat traffic near navy ships.  The system allowed a single camera to be manipulated simultaneously by Caltrans, the Coastguard, and other authorities.  Similar shared use of surveillance might be considered for intermodal routes.

The Development of Sensors to Detect Biochemical Weapons:  

To identify chemical agents, sensors will employ silicon chips engineered to reflect certain wavelengths of a laser beam in the presence of specific chemical agents.  The sensors analyze laser light reflected off chips, identifying the toxin.  To detect biological weapons, such as anthrax, chips are being fashioned to hold an array of live cells that will alert operators to a biological attack.  Theoretically, if reduced to "smart dust" size, such sensors could be scattered over a disaster site and then hit with a laser beam from a mile away so that its reflected light can be analyzed from a safe distance.

Centralized Command and Control Centers:

Boeing has developed a Command and Control system for use by major airports.  It allows the simultaneous monitoring of, and communication with, all of the stakeholders and participants involved in air transportation:  the aircrew, the air-traffic controllers, the airport authorities, and the local police, fire department and other emergency services.  

Similarly, in 2002, UCSD and SDSU opened communications centers, or "visualization centers," linked by 44 miles of fiber optic cable with 

20 times the bandwidth of network television.  Users could instantly share vast amounts of data, text, three-dimensional graphics and video on large video screens.  It allowed Emergency Managers to survey a disaster scene using video and audio feeds, maps and other tools to direct evacuations, assess regional damage, track plumes of toxic chemicals or radioactive fallout, or even plot the spread of a disease. 

In summary, the technologies already exist to effectively address the intermodal transportation security issues and the tracking of containers and their cargo.  The stakes for our economy and for our society are too high to be ignored or to be given anything other than the highest priority.  Government (local, state and national) and industry need to work together to protect what is, after all, the lifeblood of this country and of its global partners.
The Potential Impact of a Strategic Freight Rail Attack in Southern California

Southern California is an enormous economic engine.  Los Angeles, Orange, Riverside, San Bernardino, San Diego, Riverside and Imperial Counties together are home to approximately 20 million people.  The same region would be the nation’s third most populous state, ahead of New York, and trailing only Texas and California.  With annual household spending approaching $300 billion, it is one of the largest consumer markets anywhere.  A substantial portion of this consumer purchasing power is used to buy goods from companies in places such as Iowa, Pennsylvania and South Carolina.  The consumer market, however, is only part of the Southern California spending picture.  The region’s many businesses – which 

include one of the two largest manufacturing centers in the nation purchase billions of dollars in inputs from suppliers across the nation.  Southern California is a large originator and consumer of domestically produced goods.

In addition to the large flows of domestic goods, Southern California has also become the nation’s primary gateway for two-way international trade.  The Ports of Los Angeles and Long Beach, for example, are the first and second busiest container ports in the United States, respectively.  Together, they are the third largest container facility in the world, handle more than one-third of all U.S. container traffic, and move more than 70 percent of all containers on the West Coast.  Goods moving between our Pacific Rim trading partners, particularly China, and each of the lower 48 states, flow primarily through Southern California.  

To accommodate the tremendous volume of domestic and international freight flows, Southern California has made huge investments in its transportation infrastructure.  Southern California’s ports, airports, rail corridors and highway network serve both the region and the nation.  The 10-day shutdown of the West Coast ports due to a labor dispute in October 2002 was an unpleasant reminder of just how dependent the local, regional, and national economies are on the timely movement of goods.  The critical infrastructure supporting goods movement in Southern California is vulnerable to a terrorist attack, the economic effects of which would ripple across the country.  

Perhaps fortunately, few people appreciate the vital importance of the trade transportation network in Southern California.  This relative obscurity may offer the region’s trade infrastructure its most useful defense against a terrorist attack.

The Alameda Corridor East – A Key Link in SoCal’s Trade Infrastructure 

The Alameda Corridor East consists of the Burlington Northern 

Santa Fe line through Los Angeles County, northern Orange County, Riverside and San Bernardino Counties and the Union Pacific rail line, which traverses the San Gabriel Valley, San Bernardino, and Riverside Counties.  This important trade corridor connects the rail yards at the north end of the Alameda Corridor (just east of downtown Los Angeles) with both of the transcontinental rail network connections in San Bernardino, and continues on to the California border.  Alameda Corridor East carries considerably more rail traffic than its namesake, the Alameda Corridor, because the Alameda Corridor carries only international freight from the ports.   Alameda Corridor East, in contrast, carries all of the international freight that reaches it via the Alameda Corridor, as well as the port cargo that is loaded at the intermodal rail yards after being hauled up from the ports by truck.  In addition, domestic freight, which does not use the Alameda Corridor at all, is also loaded and unloaded at the intermodal yards.  Finally, Amtrak passenger and Metrolink commuter trains also share the rails with freight through Alameda Corridor East.  

Economic Activity Tied To Freight Moving Through Alameda Corridor East

This section quantifies the value of freight cargo moving by strategic rail through Alameda Corridor East. We start with some context: the value of all trade moving between California and the rest of the country.  (See Table 1 on the next page.)  The inbound domestic trade column lists the value, in billions, of all goods shipped from each state and the District of Columbia to California.  The scale of this domestic trade, $293.6 billion in year 2000, reveals that California consumers and businesses are an enormous market for firms in the rest of the United States.  The exports column breaks down each 

state’s share of the $20.7 billion in exports that were sent to California for shipment overseas via the Ports of Los Angeles and Long Beach.  The imports column reveals that $83.0 billion in imports bound for 

U.S. destination outside of California arrived at the Ports of Los Angeles and Long Beach in 2000.  The inbound domestic trade column breaks down each state’s contribution to the $293.6 billion in goods sent to California.  The outbound domestic trade breaks down by state the $254.4 billion shipped from California to the rest of the U.S.  

Note that the table does not include the $534 billion in internal California trade, nor does it include the $92 billion in California international trade that arrived at or departed from the Ports of Los Angeles and Long Beach.  Further note that the dollar values given in the table are “producer prices,” meaning that they reflect the price at which goods are sold by the manufacturer.  This is the price the distributor or, increasingly, the retailer pays for the product.  The “street value” of the goods – reflecting the final purchase price paid by a company or consumer – is much higher.   

Our next task is to determine how much of this domestic and international trade moving between California and the rest of the United States moves by rail through Southern California.  Specifically, we need to estimate the dollar value of goods moving through Alameda Corridor East.  This task is a surprisingly challenging one, owing to the lack of data.  (The paucity of freight-related data is a problem that extends well beyond Alameda Corridor East.  The National Academies of Science Transportation Research Board recently recommended that the Bureau of Transportation Statistics take the lead in creating a national freight database to replace the current patchwork of sources.
)  We will work around the lack of data by piecing together estimates from a variety of studies, reports, and surveys. 

	Table 1.3

Year 2000 Trade Between California and the Rest of the United States 

(Billions of Dollars) 

	
	Inbound to California from Rest of U.S.
	
	Outbound from California to Rest of U.S.

	State of

Origin/Destination
	Domestic

Trade
	Exports

Via LA/LB
	Total
	
	Domestic 

Trade
	Imports

Via LA/LB
	Total

	
	
	
	
	
	
	
	

	Alabama
	$2.70 
	$0.3
	$3.0
	
	$2.70 
	$0.6
	$3.3

	Alaska
	$0.00 
	$0.0
	$0.0
	
	$0.80 
	$0.0
	$0.8

	Arizona
	$15.70 
	$0.3
	$16.0
	
	$19.30 
	$3.0
	$22.3

	Arkansas
	$2.90 
	$0.3
	$3.2
	
	$3.70 
	$0.4
	$4.1

	Colorado
	$6.60 
	$0.7
	$7.3
	
	$9.00 
	$0.6
	$9.6

	Connecticut
	$4.40 
	$0.2
	$4.6
	
	$2.30 
	$0.6
	$2.9

	Delaware
	$0.60 
	$0.1
	$0.7
	
	$0.80 
	$0.0
	$0.8

	Dist of Columbia
	$0.00 
	$0.1
	$0.0
	
	$0.60 
	$0.0
	$0.6

	Florida
	$6.60 
	$0.2
	$6.8
	
	$17.50 
	$1.9
	$19.4

	Georgia
	$8.40 
	$0.8
	$9.2
	
	$9.10 
	$2.8
	$11.9

	Hawaii
	$0.30 
	$0.0
	$0.3
	
	$4.10 
	$0.0
	$4.1

	Idaho
	$2.60 
	$0.0
	$2.6
	
	$2.20 
	$0.0
	$2.2

	Illinois
	$15.80 
	$1.8
	$17.6
	
	$4.40 
	$9.9
	$14.3

	Indiana
	$6.00 
	$0.7
	$6.7
	
	$3.00 
	$1.9
	$4.9

	Iowa
	$4.70 
	$0.3
	$5.0
	
	$1.60 
	$0.1
	$1.7

	Kansas
	$4.80 
	$0.6
	$5.4
	
	$3.60 
	$0.4
	$4.0

	Kentucky
	$6.20 
	$0.4
	$6.6
	
	$5.10 
	$1.4
	$6.5

	Louisiana
	$2.60 
	$0.2
	$2.8
	
	$2.60 
	$0.5
	$3.1

	Maine
	$0.70 
	$0.0
	$0.7
	
	$0.60 
	$0.1
	$0.7

	Maryland
	$2.70 
	$0.2
	$2.9
	
	$4.50 
	$0.3
	$4.8

	Massachusetts
	$8.80 
	$0.3
	$9.1
	
	$6.70 
	$2.5
	$9.2

	Michigan
	$8.80 
	$1.7
	$10.5
	
	$8.00 
	$1.9
	$9.9

	Minnesota
	$7.50 
	$0.6
	$8.1
	
	$3.80 
	$2.5
	$6.3

	Mississippi
	$1.90 
	$0.1
	$2.0
	
	$1.60 
	$0.3
	$1.9

	Missouri
	$9.10 
	$0.4
	$9.5
	
	$5.20 
	$2.7
	$7.9

	Montana
	$0.50 
	$0.0
	$0.5
	
	$1.20 
	$0.0
	$1.2

	Nebraska
	$3.70 
	$0.5
	$4.2
	
	$1.20 
	$0.2
	$1.4

	Nevada
	$4.00 
	$0.1
	$4.1
	
	$18.20 
	$0.1
	$18.3

	New Hampshire
	$3.10 
	$0.0
	$3.1
	
	$0.00 
	$0.1
	$0.0

	New Jersey
	$12.10 
	$0.8
	$12.9
	
	$3.20 
	$10.0
	$13.2

	New Mexico
	$0.90 
	$0.0
	$0.9
	
	$2.80 
	$0.0
	$2.8

	New York
	$12.20 
	$1.2
	$13.4
	
	$1.60 
	$14.7
	$16.3

	North Carolina
	$8.30 
	$0.4
	$8.7
	
	$4.60 
	$1.2
	$5.8

	North Dakota
	$0.00 
	$0.0
	$0.0
	
	$0.20 
	$0.0
	$0.2

	Ohio 
	$12.80 
	$1.2
	$14.0
	
	$8.30 
	$2.3
	$10.6

	Oklahoma
	$3.80 
	$0.2
	$4.0
	
	$4.50 
	$0.1
	$4.6

	Oregon
	$12.00 
	$0.1
	$12.1
	
	$14.10 
	$0.4
	$14.5

	Pennsylvania
	$10.70 
	$0.7
	$11.4
	
	$9.40 
	$1.4
	$10.8

	Rhode Island
	$0.70 
	$0.0
	$0.7
	
	$0.40 
	$0.2
	$0.6

	South Carolina
	$3.40 
	$0.2
	$3.6
	
	$1.80 
	$1.2
	$3.0

	South Dakota
	$1.10 
	$0.0
	$1.1
	
	$0.50 
	$0.4
	$0.9

	Tennessee
	$8.50 
	$0.8
	$9.3
	
	$1.10 
	$3.8
	$4.9

	Texas
	$30.60 
	$2.6
	$33.2
	
	$25.10 
	$9.2
	$34.3

	Utah
	$5.50 
	$0.3
	$5.8
	
	$5.90 
	$0.2
	$6.1

	Vermont
	$0.90 
	$0.0
	$0.9
	
	$0.60 
	$0.0
	$0.6

	Virginia
	$3.90 
	$0.4
	$4.3
	
	$5.50 
	$0.5
	$6.0

	Washington
	$15.60 
	$0.1
	$15.7
	
	$16.50 
	$1.6
	$18.1

	West Virginia
	$0.90 
	$0.2
	$1.1
	
	$0.30 
	$0.2
	$0.5

	Wisconsin
	$7.70 
	$0.6
	$8.3
	
	$4.30 
	$0.8
	$5.1

	Wyoming
	$0.30 
	$0.0
	$0.3
	
	$0.30 
	$0.0
	$0.3

	Total
	$293.60 


	$20.70 


	$314.20 


	
	$254.40 


	$83.00 


	$337.30 



	Source: OnTrac Trade Impact Study (BST Associates using data from MISER, PIERS, Commodity Flow Survey).


Freight rail statistics are usually presented in terms of weight.  Thus, finding out the total number of tons moved, by state or by commodity, or total “ton miles” is relatively straightforward.  Determining the value of the cargo, however, requires a few more steps.  We begin with four separate tonnage estimates: one each for intermodal cargo moving into Los Angeles, intermodal cargo leaving Los Angeles, carload cargo entering Los Angeles, and carload cargo leaving Los Angeles.  These distinctions are important because the value by weight of rail cargo follows a bimodal distribution.  Carload cargo tends to include heavy commodities with a low value relative to their weight, such as coal and grain.  Intermodal cargo, on the other hand, is considerably more valuable relative to its weight.  

For the carload cargo, we estimated the value per ton using the U.S. Census Bureau Commodity Flow Survey.  The CFS reports, for each state, the shipment characteristics by mode of transportation and distance shipped.  To take advantage of this data, we determined the appropriate distance categories for each state.  Goods moving from Illinois to California, for example, fall under the CFS category “1500-1999 miles.”  Similarly, for states on the eastern seaboard we used the “2000+ miles” category.  For each state, we recorded the CFS-reported total value for all goods leaving the state and traveling a distance sufficient to reach California.   

Next, we recorded the value of carload cargo traveling this distance by rail, and by a combination of truck and rail.  We included the truck and rail cargo as part of the rail only cargo on the assumption that the truck portion of the journey primarily would be local.  (Goods trucked a short distance to an intermodal rail yard and then shipped across country seems a more likely scenario than goods shipped a short distance on rail and then trucked a thousand miles or more.)  We compared the dollar value of goods traveling by rail with the tonnage moving by rail to develop an approximate value per ton for rail cargo.  The CFS numbers reflect 1997-dollar values, so we adjusted them for inflation to keep all of our values consistent at year 2000 levels. 

For carload cargo moving between California and the rest of the country, the value per ton ranged from an inflation-adjusted low of $335 for goods sent to Arizona, to a high of $1,175 for goods moving to states 1000-1499 miles from California.  The value of cargo sent to Los Angeles was determined separately for each state.  The inflation-adjusted low was $13 per ton for cargo (primarily coal) arriving from Wyoming.  The value per ton for most states was under $1,000, with just 15 states exceeding that level.  Of the states with cargo values averaging more than $1,000 per ton, all but one were under $2,000.  Michigan, an outlier, averaged just under $6,800 per ton.  As the final step, the value per ton numbers were applied to carload rail traffic between Los Angeles and each state, with the results then aggregated to determine the national totals into and out of Los Angeles.

For the intermodal cargo, we started by converting tons of cargo to Twenty Foot Equivalent Units (TEUs), the standard measurement for containers.  To do this, we divided the total tons of intermodal cargo moved by the railroads (between Los Angeles and each state) by the sum of the average weight of cargo per container and the weight of the container itself.  We obtained the average weight of cargo per container from the Port of Long Beach, which based its figure on all loaded containers moving through their port.  Next, we calculated the value per TEU, based on data reported in the OnTrac Trade Impact Study.  In the year 2000, the average value of all loaded containers was just over $28,000 per TEU.  This average masks a considerable disparity between imported and exported container cargo.  Loaded inbound containers average $33,000 per TEU, while loaded outbound containers average $15,000 per TEU.  The value difference reflects differences in the cargo: outbound containers often contain scrap metal and waste paper, lowering the overall average value per exported TEU.  Adding up all of the state totals for carload and 

intermodal traffic produced the estimates shown in Table 1.4.  

	Table 1.4

Producer Value of Rail Cargo Traveling Via the Alameda Corridor East

Year 2000 ($ billions) 

	
	From Los Angeles
	To Los Angeles
	Total*

	U.S. Total
	$74.0
	$42.4
	$116.4

	

	*Numbers may not sum due to rounding. 

Sources: Commodity Flow Survey (1997), LAEDC, OnTrac Trade Impact Study, Pacific Maritime Association Annual Report (2000), Port of Long Beach, U.S. Department of Transportation.


In 2000, $74.0 billion dollars of domestically and internationally produced goods moved via the Union Pacific and Burlington Northern Santa Fe lines of Alameda Corridor East on their way to destinations around the country.  Inbound, $42.4 billion in goods were sent from around the United States to Los Angeles via Alameda Corridor East for consumption in the region or export abroad.  The total value of goods moving by rail via Alameda Corridor East was thus $116.4 billion.  

The “purchaser” or “street value” of these products was much higher.  The LAEDC used state-by-state estimates developed by BST Associates for the OnTrac Trade Impact Study to conservatively estimate the “street value” of goods moving by rail via the Alameda Corridor East.  The results are presented in Table 1.5. 

	Table 1.5

Purchaser Value of Rail Cargo Traveling Via the Alameda Corridor East

Year 2000 ($ billions) 

	
	From Los Angeles
	To Los Angeles
	Total*

	U.S. Total
	$106.5
	$59.4
	$165.8

	

	*Numbers may not sum due to rounding. 

Sources: Commodity Flow Survey (1997), LAEDC, OnTrac Trade Impact Study, Pacific Maritime Association Annual Report (2000), Port of Long Beach, U.S. Department of Transportation.


Next, we looked at the U.S. economic output associated with the goods moving through Alameda Corridor East.  The output is essentially the business revenue generated in the United States by economic activity associated with these goods.  For domestically produced goods, this will include the economic impact along the entire value chain, from production through sales at wholesale and retail to final purchase.  For imports, on the other hand, only the U.S. wholesale, retail, and transportation margins are included.  (Together, the wholesale, retail, and transportation margins can be thought of as the “distribution margin.”)  The total estimated output associated with rail cargo traveling through Alameda Corridor East, again based on the state-by-state analysis conducted by BST Associates for the OnTrac Trade Impact Study, is presented in Table 1.6.  

	 Table 1.6

Purchaser Value of Rail Cargo Traveling Via the Alameda Corridor East

Year 2000 ($ billions) 

	
	From Los Angeles
	To Los Angeles
	Total*

	U.S. Total
	$65.0
	$86.1
	$151.0

	

	*Numbers may not sum due to rounding. 

Sources: Commodity Flow Survey (1997), LAEDC, OnTrac Trade Impact Study, Pacific Maritime Association Annual Report (2000), Port of Long Beach, U.S. Department of Transportation.


It is important to keep in mind that our economic output estimates only capture the U.S. portion of the output.  Despite such a large volume of imported goods moving by rail via the Alameda Corridor East, the outbound output estimates are lower than the inbound estimates, thus reversing the relationship displayed in tables 1.5 and 1.6.  

All of the estimates in the preceding three tables must be treated cautiously.  As noted at the outset, there are serious limitations in the publicly available freight data.  Data on intermodal tonnage moved by the railroads does not distinguish between domestic and international cargo.  We have had to assume that the value of eastbound domestic cargo produced in Los Angeles was, on average, roughly the same value per TEU as imported cargo.  Similarly, westbound domestic intermodal rail cargo destined for the Los Angeles market was assumed to have the same value per TEU as domestic cargo destined for export markets.  

For carload traffic, the estimates of the value per ton included some intermodal traffic, which had a much higher value per ton.  Also, the values per ton were determined separately for each state based on actual rail traffic moving to and from each state.  These estimates were applied to the railroad tonnage figures, which are based on 

where the railroads picked up and dropped off the cargo, which is not necessarily the same place (or even state) for which it was ultimately destined.  Finally, in estimating economic output, all cargo leaving Los Angeles was treated as an import, even though some of the cargo was produced domestically.  (This means we have under-counted some of the economic output.)  

Despite these shortcomings in the analysis, however, we remain confident that these estimates are the best available given the existing data.  Wherever possible, we have made assumptions that lead us to err on the side of caution.  This conservative approach suggests that our estimates in the next section, where we examine the economic activity at risk if cargo were disrupted by an attack on Alameda Corridor East, are most likely low.   

Economic Activity at Risk: Analysis  

This section focuses on the consequences of an attack that seriously damages or destroys critical parts of Alameda Corridor East.  We do not attempt to estimate the probability or likelihood of such an attack, but rather use the potential event to illustrate the consequences associated with such an attack.  We have prepared estimates analogous to those in Table 1.6 of the potential disruption cost in lost economic output of a terrorist attack on Alameda Corridor East.  We examined scenarios in which all rail traffic in the corridor would be blocked during rebuilding periods lasting ten, thirty, and sixty days.  These estimates, presented in Table 1.7, represent the U.S. component of normal economic activity associated with goods that would normally move by rail through Alameda Corridor East.  

	Table 1.7

Economic Output at Risk: 

Potential Disruption Cost of a Terrorist Attack on the Alameda Corridor East

Year 2000 ($ billions) 

	
	10-Day Disruption
	30-Day Disruption
	60-Day Disruption

	U.S. Total
	$4.1
	$12.4
	$24.8

	

	Sources: Commodity Flow Survey (1997), LAEDC, OnTrac Trade Impact Study, Pacific Maritime Association Annual Report (2000), Port of Long Beach, U.S. Department of Transportation.


The estimates were derived in two steps.  First, we divided the annual economic output associated with goods moving by rail through Alameda Corridor East (described in Table 1.6) by 365.  This provides an average daily value for economic activity tied to the corridor of $414 million.  For each of the disruption periods, we multiplied the daily average by the number of days required to restore full movement of trains along the corridor.  Thus, if the repairs were to take 10 days, it would disrupt $4.1 billion in economic output.  The disruption cost would rise to $12.4 billion over 30 days, and $24.8 billion over 60 days.  

These estimates of the economic activity at risk if a terrorist attack were to shut down Alameda Corridor East have three weaknesses.  All of these weaknesses suggest that the $414 million per day of economic activity at risk is a serious understatement of the overall risk to the U.S. economy.  

First, the estimates are in year 2000 dollars, and are based on trade levels that are now three years old.  International trade volumes, in particular, have been growing dramatically.  Intermodal container traffic at the Ports of Los Angeles and Long Beach doubled, 1995-2000, and is expected to double again in the next five to ten years.  As the volume of trade coursing through Southern California continues to rise, the potential economic repercussions of an attack that seriously damages one of the region’s trade corridors will rise as well.  

Second, our estimates of the economic activity disrupted by a potential attack assume a linear relationship between the length of the repairs and the total disruption costs.  Using the average value of cargo shipped each day simplifies the calculations, but deviates in important ways from industry practices.  The freight business is a “lumpy” one.  Freight movement tends to be concentrated in bursts of activity, such as when multiple large container ships arrive in port simultaneously.  The cargo business is also seasonal, with an enormous surge in the number of containers arriving from Asia during the three-month peak period from August through October.  Depending on when attacks were to occur, therefore, the actual value of trade interrupted – and the associated economic activity at risk – could be significantly higher than the values reported here. 

More significantly, we expect that the potential daily economic impact associated with an attack would rise geometrically with each extra week it took to repair the damage.  For some of the cargo, of course, there will be relatively little economic impact if its arrival is delayed a few days or even a few months.  At the other extreme, some of the cargo is perishable.  Food, for example, may spoil, and fashions or holiday-specific items may arrive too late. (Halloween items, for example, are of little use in November.)  For much of the cargo, however, the economic impact would become increasingly dire the longer it was kept from its destination.  

Third, and most critically, our estimates of the economic activity at risk do not represent the potential economic loss that would follow from a disruption of the strategic rail corridor.  The numbers merely describe the value of the economic activity that is tied to normal freight flows.  The actual losses could be far, far higher if the freight flows were interrupted for long enough.  

The massive power blackout in the Northeast and the gasoline shortage in Phoenix, which both occurred in August 2003, highlight the crucial distinction between the economic value associated with the use of a commodity, and the potential loss created by its absence.  Using the same methodology employed in this study, we could 

measure the economic value associated with power in the Northeast or gasoline in Phoenix.  We would calculate the value of the generation (in the case of electricity) and procurement (for gasoline), and the value added by the distribution of each.  In both cases the total economic value would include the revenues generated by the sale of the commodity, plus an associated multiplier effect.  Not included, however, would be the economic activity that depends on the presence of the commodity in question.  Business losses stemming from their inability to operate because of the lack of critical supplies are a separate, additional cost.  Blocking supply lines by interrupting the flow of goods by rail would not have the same dramatic, immediate impact of a power blackout, but the economic consequences would follow a similar logic.  The repercussions would just spread more slowly.   

The impact of closing Alameda Corridor East on individual businesses will vary with their dependence on the smooth operation of their respective supply chains.  For those using just-in-time inventory controls, with few reserves of spare parts or additional inventory, the situation could worsen rapidly.  If manufacturers find they don’t have enough parts to continue operations, or stores find their shelves empty, they will begin to furlough employees as their operations slowly grind to a halt.  The impact will then begin to ripple through the economy as newly unemployed workers curtail their spending, hurting additional businesses that depend on this spending.  Avoiding this ripple effect (which could quickly push the impact well above $414 million per day), suggests that limiting the length of any disruption to the strategic rail corridor is critical. 

Potential for Working around an Alameda Corridor East Attack

The estimates of economic activity at risk if an attack were to close Alameda Corridor East assume that all rail cargo moving through the 

corridor comes to a complete halt.  How realistic is this assumption?  Could the eastbound cargo find alternative routes to distribution centers, warehouse, manufacturers, and retailers throughout the United States?  Could farm products from the Midwest or automobiles from Michigan use alternative routes (either by truck or by rail) that would avoid Alameda Corridor East?  In this section we explore the possible alternatives, and assess their potential to lessen the economic blow from a short-term closure of Alameda Corridor East. 

Many of the eastbound trains traversing Alameda Corridor East carry goods from Asia in intermodal containers that arrived by ship.  Some of this international cargo could be diverted to other West Coast ports, or shipped to eastern ports via the Panama Canal or Suez Canal.  These options, however, offer extremely limited relief.    

First, much of the international cargo arriving in the San Pedro Bay Ports is destined for Southern California’s manufacturing and consumer markets.  Sending it elsewhere on the West Coast would require reshipping it to Southern California, a daunting logistics challenge given the scale of the trade flows involved.  

Second, many of the ships on the Pacific routes are so large they are known as “post-Panamax,” meaning they are too large to traverse the Panama Canal.  They could use the Suez Canal, a route that would add a week to their sea voyage, but this option assumes there would be sufficient capacity at an East Coast port.  

Third, neither the other West Coast nor the East Coast ports combined could handle more than a fraction of the international cargo that currently enters the U.S. via Southern California.  Most U.S. ports are already straining to meet existing demand.  Southern California handles one-third of all U.S. container traffic, and more 

than seventy percent of West Coast traffic.  Other ports do not have the capacity at their docks, at their intermodal transfer facilities, through their strategic rail corridors, or on their freeways to handle more than a fraction of the normal Southern California traffic.  Indeed, many ports on the East Coast do not have sufficiently deep channels and berths to accommodate post-Panamax ships.  

Fourth, assuming the other ports could accept the goods, what then?  

The distribution centers of Southern California – many with operations covering one million square feet or more – could not be replicated elsewhere on short notice.  

Another alternative, diverting some of the rail cargo to airfreight, would provide minimal relief, if any.  Airfreight is expensive, making it more conducive to high-value, lightweight, and/or perishable products, not the bulky or low value-to-weight ratio items typically transported by rail.  

Trucking offers the most plausible relief from a shutdown of Alameda Corridor East.  Here, too, however, the potential is surprisingly limited.  Currently, more than one hundred freight trains traverse the corridor daily.  The mile-long, double-stack container trains each typically carry freight that would require 250 trucks to move.  Assuming a similar ratio of truck trips per train for carload rail cargo, diverting rail cargo from Alameda Corridor East would suddenly add freight demand equivalent to 25,000 long-haul truck trips, daily.  The Southern California region’s already congested freeways would have difficultly handling such a burden, even if there were sufficient trucks and drivers available.  (There are not.)  Of course, the longer the corridor remained closed, the more drivers and equipment would become available, as idle truckers from across the rest of the country converged on Southern California to take advantage of the new work.  

Finally, depending on where the corridor was disabled, some of the cargo normally flowing through the corridor could continue to move in and out of the state by rail.  Assuming the intermodal rail yards were still accessible, some of the cargo could, for example, use the rail lines leading to northern California and exit the state from there.  Even under the rosiest scenarios, capacity constraints on alternative rail routes would severely constrict the usual flow of goods. Without disclosing the locations, the study team used a scenario that would shut down both lines with one device on the system. All mainlines out of the basin would require just two devices and locations.

In summary, there is room at the margins to work around the interruption of strategic rail traffic on Alameda Corridor East.  Some of the cargo will go to other ports; some crucial parts needed to keep an assembly line open might be sent by air. Other rail routes will offer a small measure of relief, and trucks will undoubtedly carry as much of the intermodal cargo as possible.  Limited infrastructure capacity – on both alternative rail routes and already congested freeways – will hinder the effectiveness of this relief.  Regardless, an attack that closed Alameda Corridor East would cripple freight movement in Southern California.  The potential economic repercussions would be felt across the country.     

Alameda Corridor East Shutdown: Industries at Risk 

Precise data on the cargo moving by rail via Alameda Corridor East is not available.  We can, however, look at the types of cargo that move in and out of the state on freight rail.  The two pie charts on the next page show the mix, by weight, of goods entering and leaving the state by rail.  (Note that mixed freight primarily consists of goods moving in intermodal containers.  Also, the most common glass and stone product leaving California is cement.)  Showing the percentage of cargo by weight, rather than value, understates the role of international (primarily intermodal) trade moving via rail.  The types of goods that comprise international trade, much of which move by rail, are shown in the two tables that follow the pie charts.  Table 1.8 shows the top three exports from each state, by commodity value, which leaves via the Ports of Los Angeles and Long Beach.  Table 1.9 shows the same information for imports. 
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	Table 1.8

Top Three State Exports via the Ports of Los Angeles and Long Beach

(by Commodity Value, Year 2000) 

	

	Alabama
	Textiles& Fabrics
	Chemicals 
	Agricultural Products

	Alaska
	Fish & Other Marine Products
	Beverages & Tobacco Products
	Chemicals

	Arizona
	Petroleum & Coal Products
	Machinery, Except Electrical
	Fabricated Metal Products

	Arkansas
	Chemicals
	Food Manufacturing
	Transportation Equipment

	California
	Other
	Chemicals
	Machinery, Except Electrical

	Colorado
	Food Manufacturing
	Leather & Allied Products
	Machinery, Except Electrical

	Connecticut
	Primary Metal Manufacturing
	Petroleum & Coal Products
	Other

	Delaware
	Chemicals
	Textiles & Fabrics
	Computers & Electronics

	Dist of Columbia
	Transportation Equipment
	Fabrictaed Metal Products
	Machinery, Except Electrical

	Florida
	Other
	Machinery, Except Electrical
	Apparel & Accessories

	Georgia
	Other
	Chemicals
	Transportation Equipment

	Hawaii
	
	
	

	Idaho
	Food Manufacturing
	Agricultural Products
	Wood Products

	Illinois
	Machinery, Except Electrical
	Transportation Equipment
	Chemicals

	Indiana
	Chemicals
	Machinery, Except Electrical
	Transportation Equipment

	Iowa
	Food Manufacturing
	Plastics & Rubber Products
	Chemicals

	Kansas
	Food Manufacturing
	Petroleum & Coal Products
	Misc. Manufactured Commodities



	Kentucky
	Transportation Equipment
	Beverages & Tobacco Products
	Machinery, Except Electrical

	Louisiana
	Misc. Manufactured Commodities


	Other
	Chemicals

	Maine
	Plastics & Rubber Products
	Machinery, Except Electrical
	Furniture & Fixtures

	Maryland
	Chemicals
	Other
	Machinery, Except Electrical

	Massachusetts
	Computers & Electronics
	Other
	Chemicals

	Michigan
	Transportation Equipment
	Machinery, Except Electrical
	Chemicals

	Minnesota
	Machinery, Except Electrical
	Chemicals
	Other

	Mississippi
	Agricultural Products
	Textiles & Fabrics
	Computers & Electronics

	Missouri
	Chemicals
	Other
	Machinery, Except Electrical

	Montana
	Other
	Machinery, Except Electrical
	Chemicals

	Nebraska
	Food Manufacturing
	Leather & Allied Products
	Machinery, Except Electrical

	Nevada
	Chemicals
	Textiles & Fabrics
	Plastics & Rubber Products

	New Hampshire
	Leather & Allied Products
	Other
	Computers & Electronics

	New Jersey
	Chemicals
	Fabricated Metal Products
	Other

	New Mexico
	Other
	Elect. Equip., Appliances& Components
	Machinery, Except Electrical

	New York
	Machinery, Except Electrical
	Primary Metal Manufacturing
	Other

	North Carolina
	Other
	Chemicals
	Machinery, Except Electrical

	North Dakota
	Other
	Agricultural Products
	Primary Metal Manufacturing

	Ohio 
	Chemicals
	Machinery, Except Electrical
	Food Manufacturing



	Oklahoma
	Machinery, Except Electrical
	Chemicals
	Transportation Equipment

	Oregon
	Other
	Paper
	Food Manufacturing



	Pennsylvania
	Chemicals
	Other
	Machinery, Except Electrical

	Rhode Island
	Computers & Electronics
	Other
	Primary Metal Manufacturing

	South Carolina
	Plastics & Rubber Products
	Misc. Manufactured Commodities


	Machinery, Except Electrical

	South Dakota
	Leather & Allied Products
	Food Manufacturing
	Chemicals

	Tennessee
	Transportation Equipment
	Other
	Fabrictaed Metal Products

	Texas
	Chemicals
	Other
	Machinery, Except Electrical

	Utah
	Minerals & Ores
	Food Manufacturing


	Agricultural Products

	Vermont
	Agricultural Products
	Elect. Equip., Appliances& Components
	Other

	Virginia
	Beverages & Tobacco Products
	Other
	Chemicals

	Washington
	Other
	Agricultural Products
	Food Manufacturing



	West Virginia
	Chemicals
	Elect. Equip., Appliances& Components
	Other

	Wisconsin
	Machinery, Except Electrical
	Other
	Elect. Equip., Appliances& Components

	Wyoming
	Machinery, Except Electrical
	
	

	Source: OnTrac Trade Impact Study. 


	Table 1.9

Top Three State Imports via the Ports of Los Angeles and Long Beach

(by Commodity Value, Year 2000)

	

	Alabama
	Elect. Equip., Appliances& Components
	Computers & Electronics
	Furniture & Fixtures

	Alaska
	Transportation Equipment
	Fabricated Metal Products
	Furniture & Fixtures

	Arizona
	Primary Metal Manufacturing
	Computers & Electronics
	Other

	Arkansas
	Elect. Equip., Appliances& Components Furniture & Fixtures
	Furniture & Fixtures
	Misc. Manufactured Commodities

	California
	Other
	Computers &  Electronics
	Transportation Equipment

	Colorado
	Oil & Gas
	Computers & Electronics
	Other

	Connecticut
	Other
	Misc. Manufactured Commodities
	Machinery, Except Electrical

	Delaware
	Machinery, Except Electrical
	Plastics & Rubber Products
	Chemicals

	Dist of Columbia
	Apparel & Accessories
	Other
	Printing & Similar Products

	Florida
	Other
	Misc. Manufactured Commodities


	Apparel & Accessories

	Georgia
	Machinery, Except Electrical
	Other
	Apparel & Accessories

	Hawaii
	Primary Metal Manufacturing
	Computers & Electronics
	Misc. Manufactured Commodities



	Idaho
	Machinery, Except Electrical
	Computers & Electronics
	Other

	Illinois
	Transportation Equipment
	Machinery, Except Electrical
	Misc. Manufactured Commodities



	Indiana
	Transportation Equipment
	Machinery, Except Electrical
	Computers & Electronics

	Iowa
	Misc. Manufactured Commodities


	Transportation Equipment
	Computers & Electronics

	Kansas
	Machinery, Except Electrical
	Other
	Apparel & Accessories

	Kentucky
	Transportation Equipment
	Machinery, Except Electrical
	Elect. Equip., Appliances& Components

	Louisiana
	Other
	Chemicals
	Transportation Equipment

	Maine
	Apparel & Accessories
	Transportation Equipment
	Leather & Allied Products

	Maryland
	Other
	Chemicals
	Misc. Manufactured Commodities



	Massachusetts
	Leather & Allied Products
	Misc. Manufactured Commodities


	Machinery, Except Electrical

	Michigan
	Transportation Equipment
	Misc. Manufactured Commodities


	Machinery, Except Electrical

	Minnesota
	Apparel & Accessories
	Misc. Manufactured Commodities


	Other

	Mississippi
	Elect. Equip., Appliances& Components
	Machinery, Except Electrical
	Other

	Missouri
	Apparel & Accessories
	Misc. Manufactured Commodities


	Other

	Montana
	Machinery, Except Electrical
	Agricultural Products
	Chemicals

	Nebraska
	Transportation Equipment
	Misc. Manufactured Commodities


	Chemicals

	Nevada
	Beverages & Tobacco Products
	Machinery, Except Electrical
	Other

	New Hampshire
	Elect. Equip., Appliances& Components
	Misc. Manufactured Commodities


	Fish & Other Marine Products

	New Jersey
	Apparel & Accessories
	Transportation Equipment
	Computers & Electronics

	New Mexico
	Fish & Other Marine Products
	Elect. Equip., Appliances& Components
	Textile Mill Products 

	New York
	Apparel & Accessories
	Other
	Misc. Manufactured Commodities



	North Carolina
	Furniture & Fixtures
	Apparel & Accessories
	Other

	North Dakota
	Agricultural Products
	Chemicals
	Plastic & Rubber Products

	Ohio 
	Transportation Equipment
	Machinery, Except Electrical
	Misc. Manufactured Commodities



	Oklahoma
	Computers & Electronics
	Other
	Elect. Equip., Appliances& Components

	Oregon
	Leather & Allied Products
	Wood Products
	Fabrictaed Metal Products

	Pennsylvania
	Other
	Misc. Manufactured Commodities


	Apparel & Accessories

	Rhode Island
	Misc. Manufactured Commodities


	Computers & Electronics
	Other

	South Carolina
	Leather & Allied Products
	Transportation Equipment
	Machinery, Except Electrical

	South Dakota
	Computers & Electronics
	Apparel & Accessories
	Printing & Similar Products

	Tennessee
	Transportation Equipment
	Computers & Electronics
	Machinery, Except Electrical

	Texas
	Computers & Electronics 
	Other 
	Machinery, Except Electrical

	Utah
	Misc. Manufactured Commodities


	Machinery, Except Electrical
	Chemicals

	Vermont
	Misc. Manufactured Commodities


	Fabricated Metal Products
	Wood Products

	Virginia
	Other
	Computers & Electronics
	Fish & Other Marine Products

	Washington
	Other
	Misc. Manufactured Commodities


	Fish & Other Marine Products

	West Virginia
	Transportation Equipment
	Computers & Electronics
	Fabricated Metal Products

	Wisconsin
	Apparel & Accessories
	Other
	Transportation Equipment

	Wyoming
	Machinery, Except Electrical
	Chemicals
	Computers & Electronics

	Source: OnTrac Trade Impact Study. 


Federal Funding: The Homeland Security Act

The recently enacted Homeland Security Act and ministerial actions have started the allocation process for federal funds authorized under the Act. While there have been some preliminary reports concerning the allocation of these funds, there is a need for a comprehensive and thorough analysis of not only how such funds are being allocated but how they are being invested.

The OnTrac Trade Impact Study on transportation and intermodal freight infrastructure in Southern California provides an excellent basis for one element of a comprehensive study. As the OnTrac study points out, the Southern California port region and related intermodal rail infrastructure is one of the primary focal points of international trade in the United States. 
 It is entirely logical to evaluate any allocation of Homeland Security funds, at least in part, on the basis of data generated by the OnTrac study.

The Homeland Security Act, however, does not just involve intermodal rail transit, but a broad panoply of transportation and infrastructure related functions. In order to better appreciate the relative need for homeland security funds, a thorough understanding of the current and proposed allocation of HSA monies is necessary.

Once this analysis is in place, the allocation of funds can be juxtaposed with the relative characteristics of the various security programs financed by the HSA. In addition, a more extensive appreciation about the effectiveness of such allocations can be developed. As a result of this analysis, greater clarity about the effectiveness of Homeland Security allocations will be provided.

In order to ensure that the proper appreciation for the need for HSA related funding in Southern California is widely understood, this comprehensive analysis should be performed by an independent research organization with a well-established reputation for both of accuracy and impartiality. The report generated by this organization will help local officials and leaders both educate the public about the need for HSA resources in Southern California region and provide the information necessary to make a compelling argument for better investment of HSA funding for critical infrastructure that has a significant national economic impact. It would also make sense to leverage other types of funding already going into mega projects of national interest.

Strategic Corridors of National Economic Significance

It is critical to the entire U.S. economy to complete projects like the Alameda Corridor East (OnTrac Corridor) because they have have unique national security benefits and huge negative impacts on local communities. On one hand, additional capacity improves the rapid movement of DoD goods but on the other hand it also increases the idling time that drivers experience at ground level rail crossings. This problem is unique because the mainline trains are carrying mostly international and domestic trade to every other state in the lower forty-eight. 
 By 2025 there will be one train every 8 minutes, 24 hours a day, 7 days a week, along the Alameda Corridor East. 

The railroads have a legitimate role to play in grade separations and are required to provide 5 to 10% of the cost of constructing street crossover and underpasses around their tracks. Railroads have made a strong and accurate case historically that grade separations do not improve their efficiency or capacity. Also with the cost of an overpass running anywhere from $30-60 million each in Southern California and with 143,361 miles of track in the country, it is not surprising that the national railroads have not volunteered to go ahead and pick up the additional cost above the 5 to 10 %  they are already required to fund on grade separations. 

The only way to solve this funding problem is to get Federal support for significant projects like Alameda Corridor East. The Homeland Security Act should be used as an additional source of funding for the Alameda Corridor East project and others like it across the United States.

Customs Revenue as a Funding Stream

It is important to the nations economy and the local environment to deal with this growth and rail corridor security effectively. For example, the US Treasury collects about 45% of all customs revenue on products that go through Southern California each year. Yet none of this revenue is used to reinvest in the trade corridor system, homeland security on rail corridors or connectors. This does not appear to show that we are dealing with growth or security effectively. It seems like politicians pay little attention to funding mega rail projects and instead focus on the highway and transit systems. For example, Congress provided only a $400 million dollar loan to the approximately $2.5 billion Alameda Corridor project. The loan to this world-class project was interest free for about 30 years and very important to completing the financing of the project by the Authority. Yet, if the Alameda Corridor had been a highway project the Federal dollars would have come much easier, faster and in much bigger dollar amounts. Rail corridors are not an institutionalized part of the Federal or State transportation funding cycles like highways and transit projects. Economically, this is a weak strategy for the country and is not in the interest of our national defense or homeland security. Strategic rail is the only growth alternative for many cities like New York, Chicago, and Houston. More trucks are fighting words for communities in these cities. Also, going forward, no new highways are ever going to be built in Southern California but the truck traffic keeps growing in leaps and bounds. All it would take to provide the funding is 10% of all customs revenue set aside each year to finance most of the strategic rail alternatives in California, Texas, Illinois, and New York/New Jersey and the many smaller states the connect these corridors. Thirty percent of annual customs revenue would cover the needs of most of the United States over the next twenty years. This funding would solve the problem if combined with State and Local funding matches. Strategic rail is seen as a cleaner way, environmentally to protect our national defense and improve the quality of our lives at the same time.

A Cleaner Environment Means More Trains

A Federal strategic rail solution also is necessary since communities agree that more trucks are unacceptable, intimidate automobile drivers, and overload our highways. Clean freight or renewable freight is the coming of age for the rail system. Surprisingly, there has been more and more talk by local community leaders of stopping the growth of the Los Angeles and Long Beach Ports to reduce the demand and local impact of trucks. This would probably be unacceptable to the DoD but locals think that reducing port growth means fewer trucks and that fewer trucks means a better environment and quality of life. Unfortunately, the truck problem will only get worse before it gets better in large metropolitan areas like Chicago, Dallas, Los Angeles and New York/New Jersey. America's homeland security will almost certainly be impacted by the local attitudes if something isn't done soon about the problem of improving rail capacity and community mitigations.

To go one step further, the LAEDC Consulting Practice expects to see trucks completely banned through a ballot initiative on the freeways during certain hours of the day in the next few years. Pollution will be the spoken reason for the truck ban but quality of life will be the private reason everyone will support this type of initiative. LAEDC also believes that down the road the Clean Air Act has the power to ultimately trump the interstate commerce laws, railroads, and international trade going through our seaports and local communities, and the movement of DoD goods. Unless Federal funding is developed to assist huge basin Metropolitan Planning Organizations and major cities in funding mitigation projects outside of the port district and along rail corridors to reduce truck traffic, the problem of "not in my backyard" will impact the movement of goods and therefore the economy of every state in the country. 

Conclusions

The Southern California trade corridors, consisting of the freight rail lines, intermodal transfer facilities, and ports, are valuable national security assets.  The study analysis demonstrated that terrorist attacks including, a nuclear device or chemical/biological weapon detonated at a critical node would not only cause immediate damage, but could severely interrupt economic activity for months thereafter.  An attack of this kind would require immediate inspection of containers inside the port and at other points in the transportation system outside the port district. Major transshipment centers would soon become backed-up affecting ocean shipments worldwide.  There would be a similar effect no matter where such an event happened in the intermodal supply chain system, as the resulting "ripple effect" of precautionary procedures would spread upstream and downstream from the event location. Creating a funding mechanism that addresses these issues is a big challenge but necessary based on the impact of our analysis of the supply chain.

Mega Rail Project Funding

It seems only logical that mega rail projects should be funded, at least partially, by the Federal Homeland Security Act, a fee assessed at all ports of entry and collected by Customs, a container fee, a specific percentage of Federal customs revenue collected, funding via the State Department of Transportation, financing by the Metropolitan Planning Organizations, or all of the above. 

The reauthorization of the multi-year Transportation Equity Act of the 21st Century (TEA-21) is currently under review by both Houses of Congress and is a great opportunity to improve the movement of strategic goods that travel by rail.  This legislation should be viewed as an opportunity to fund strategic rail corridors and mega projects in conjunction with the needs of DoD and the Department of 

Homeland Security. 

Funding strategies for rail mega projects could include:

· Pilot programs for rail mega projects;

· Authorization for local jurisdictions to levy a fee to be collected by customs and used on corridors outside the port district;

· Tax-exempt bond financing of nationally significant rail projects;

· Authorization for local jurisdictions to levy additional gasoline taxes if approved by local voters;

· A separate title under Federal law for rail projects of national security, economic, or environmental significance;

· A specific percentage of customs revenue reinvested into mega rail projects of national security and economic significance.

The real secret to achieving the necessary solution is to identify a regional funding agency leader to team up the retailers, railroads, ports, unions, legislators, environmental groups, and economic developments organizations to solve the funding problem. This however may be easier said than done. Goods movement security is complicated and the concerted effort is just getting started.

Grade Separations and Rail Capacity Projects

The threat of terrorism against the strategic rail system is real and implementing mitigation measures will require collaboration between multiple stakeholders as well as a comprehensive threat and vulnerability assessment to determine exactly what gaps currently exist. These improvements to capacity, safety, and security need to have a funding and implementation roadmap for what is realistically possible and the industry and the community at large must support that plan. 

What is a grade separation? Grade separations are when a roadway or highway goes over or under a railroad track as an underpass or an overpass. Complete grade separation and additional rail capacity along rail trade corridors, according to our study of the problem, ultimately provides better movement of traffic, emergency response equipment and greatly improves the safety of the community and access to both sides of the tracks during an emergency. Grade separations along trade corridors also provide efficiency and safety that are at the heart of improving homeland security in our communities. Our experts also see the use of low-tech equipment like the strategic placement of windsocks to show wind direction in case of a chemical spill as important but pretty easy to implement in communities. 

We suggest that future strategic rail capacity increases, that are so important to homeland security, economy, and goods movement, will require total grade separation in certain parts of the county to keep communities supportive of domestic and international trade flows and improve community quality of life and homeland security. 

Container and Cargo Security

The Council on Foreign Relations (CFR) task force issued several recommendations to improve security of surface cargoes entering the U.S.  The goal was to identify appropriate security practices to govern the loading and movement of cargo throughout the supply chain.  Specifically, to ensure that an authorized packer of a container knows what is inside the container and can report those contents accurately; to ensure that the electronic documentation that relates to that container is complete, accurate and secure against interference; and to reduce the risk of a container being compromised in transit.  The report suggested that achieving those aims would require a number of actions and protocols, 

including:

· The establishment of a standard packing requirement for intermodal containers, similar to an ISO-9000 standard. 

· Maintaining secure loading docks at manufacturing plants and intermodal facilities that restrict access to only authorized individuals. 

· The use of theft-resistant and tamper-proof mechanical or electronic seals. 

· The use of sensors in containers to detect and alert against unauthorized entry.  

· Biometrically based identity cards for truck drivers that deliver and handle containers.  

· The use of radio-frequency identification tags (RFIDs) and global positioning devices on containers, truck cabs, railcars and other intermodal elements to monitor in-transit movement of containerized goods.  

· Identification and use of sensing equipment to track container movements.

· Effective communication of tracking information and other pertinent information to the appropriate regulatory or enforcement authorities within the jurisdictions through which the intermodal goods are moving.  

· An integrated approach to security covering the entire logistics and transportation network, rather than reacting to known vulnerabilities at individual ports of entry.  

· Security standards at intermodal loading facilities, including certification of compliance with the standards backed up by independent audits.  

· Improvement in the timing and accuracy of data about the contents, location, and accountability of container movements. 

The Council on Foreign Relations report says that vulnerability studies on the 50 largest U.S. ports are not expected to be completed for another five years, so the ocean transport industry and the transportation security authorities seem to be lacking a sense of urgency to address the vulnerabilities.

Because of the corridor’s value, but also because of its complexity, breadth and dispersal, it is important to consider integrated security options.  No single measure will secure the strategic trade corridors.   The suggestions are based on an integrated approach to security that seeks to take advantage of the capabilities of intelligence, and best security practices.  Intelligence and information sharing are an important component of an overall security approach that attempts to keep “one step ahead” of any would-be attacker.

National and State Actions

Security of the cargoes, personnel, ports and rails that serve the Los 

Angeles area should include considerations such as:

· Standardization of process and practices used by companies to secure their supply chains, both domestically and abroad.  Communication among shippers and cargo carriers should be on-going allowing for in-transit accountability and visibility.  

· Private companies, including those involved in international trade and domestic cargo transit, should assist law enforcement in intelligence collection and dissemination by ensuring transparency of operation and on-going communication. 

· Security should be incorporated in design and construction of transportation systems to discourage attack, reduce hiding places, eliminate hazardous materials that produce toxic fumes, and contribute to emergency response and orderly evacuation.
  

· Involve the public in a security role through signage and public announcements despite risk of provoking increased false alarms.

· Protection of point targets should include (if not included already), guards, remote sensors, and barriers, access restriction and inspections, and diversion of especially hazardous shipments. 

· To consider terrorist events, probability is not enough.  Interest and intent of would-be terrorists to hit port and rail in Los Angeles should be considered among the various groups entrusted with their security.

· Various technologies, from vehicle and cargo scanners, biometric cards, intelligence practices that include data mining for unusual activity, shipments singled out for scrutiny would be subject to a variety of non-destructive examinations, from reweighing, to vapor and radiation sampling, to radiographic imaging.  GPS use for cargo tracking, to metal detectors in passenger loading stations and weapons detection systems at dock, should be considered, always including the possibility that some of the intrusive systems will impede the flow of goods and people. 

· Develop critical asset folders for each part the infrastructure and share that information with local emergency responders.

· Ensure certification and recertification of all personnel.  

· Research is to be done with a systems-level approach that incorporates dual-use technologies, psychological studies targeting decision making and ability to identify dissonance, data mining, explosive detection systems, biometrics, chemical sensors, construction methods to harden targets, communications for deterrence and response. 

Local and Municipal Actions

Local and municipal governments play important roles in the homeland security and operation and maintenance of the trade corridor.  The ports, for example, are owned and operated at the city level.  Locals and municipal actions should:

· Identify whose response will be coordinated between agencies and who has jurisdiction of certain incidents.  Conflicting jurisdictional ambiguities during the preparedness stages is one way of minimizing vulnerabilities. 

· First responder training should be provided for those who are local and likely to respond to the Port of LA, Port of Long Beach, and Alameda Corridor East.

· Launching community awareness campaigns to help train the community. For example, the best time to stop a terrorist is when he is most vulnerable – and that’s during his target planning stages. If we succeed at deterrence with the community’s help, then we may never have to get to the “response” level.

· Establishing the criteria and method by which partnerships will be created and methods for sharing information. For example if the intelligence community is going to provide timely intelligence on imminent attacks – local, state, and Federal representatives need to be identified ahead of time and be cleared to receive some form of classified information.

· If the issue is what kind of materials are being transported through the communities - the productive approach gives information to local and municipal governments so they have time to prepare. This may give advantage to first responders in cities. At the same time early notice of a situation may allow people, and therefore terrorists, to know where dangerous materials are traveling.  The Federal Rail Administration (FRA) says get the info to people just as they need it, not in advance.  At the same time, we need to recognize that the Alameda Corridor East is one of the main arteries for moving goods to other parts of the country. 

Everyone needs emergency plans that are based on an analysis of what is moving through their community. This makes the plan an integral part of the national transportation infrastructure and federal funding should be made available for operational maintenance, security, and upgrades required to ensure homeland security. 

· An up to date threat assessment is needed in communities to determine what the most likely threats will be. It can tell where you are vulnerable and highlight threats you are likely to face. We can’t defend against everything but we can identify potential targets and rank them – much like a terrorist would. It is, for example, unlikely that terrorists will drive a truck laden with chemicals up to the front of city hall and release a chemical agent.  It is, however, possible that through terrorism or accident that a city will one day confront a substantial chemical spill.  Schools, businesses, etc., need specific response plans that are coordinated with the on scene commanders; that is, you evacuate if spill is type x, but remain indoors if spill type is y. 

From an organizational standpoint, corridors need a transportation security strategy that strongly considers the threat of terrorism as well as any other potential rail system threats.  Communities need to mirror or adopt the security measures and mindset that the federal government has had for years in its effort to protect national security and, on a smaller scale, use it as a roadmap for infrastructure protection. Most communities along the Alameda Corridor East rail corridor in Orange County have a disaster or emergency preparedness plan. But for those who may not, a master plan is needed for preparedness and response that integrates role players from federal, state, and local government as well as role players from private industry and community participants so that they are not being introduced to each other for the first time during a disaster.  Whether it’s terrorism, disgruntled employees, or a natural disaster, in order for organizations to effectively respond here are some mission critical factors. 

· Require written, well communicated, well rehearsed emergency/crisis/and business continuity plans

· Up to date memoranda of agreement with outside organizations – informal relationships are not 100% reliable when disasters occur.

· Established relationships with first responders, law enforcement, hospitals, fire departments, media, hazmat teams, and agencies who have a role in WMD response

· Reliable early warning mechanisms (wind socks for chemical attacks, sirens for special types of incidents)
· Well established intelligence capability
· Training and education on WMD threats; for example, knowing the differences between a biological and a chemical attack and understanding what to do when faced with such a threat. 
Closing Statement

The primary goal of this report was to determine if the OnTrac rail project in Placentia, California was a project of national security and economic significance. An additional objective was to also determine the threat and economic impact of terrorism to the Southern California east/west bound rail trade corridor system including the OnTrac rail project.
 
The findings indicated the threat of terrorism is a reality. The national security and economic impact of a terrorist attack or system disruption would be significant not just to California but the rest of the nation. The Alameda Corridor East and OnTrac are projects of national security and economic significance.
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