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Security Certification for Applications

Why Test Applications for Security?

Whatis f?
PLYNT - e Find and fix holes before attackers spot them. 75% of attacks are on the application
notes Gartner.
Plynt is the most e Assure your customers that your applications are thoroughly verified for security.
intense security testing e Ensure your applications meet security standards and regulations.
and certification for
applications

Why Plynt?

® The pioneer in Security Certification for applications

® The first Lifecycle Security program in the industry for continuous protection
OO + ® Not just scanning, but an intense testing technique refined over 500 tests.
Vv |n-|-e||| en-l- Tackle the top 2 concerns - violation of customer privacy and fraudulent
hec ks

Pricing

Protecting customer
identities and providing a APPLICATION PLYNT CERTIFYING NEW
safe transaction SIZE CERTIFICATION RELEASES

environment are the

topmost security 1 - 10 pages* USD 5000 USD 3000
concerns of Internet 11 - 30 pages* USD 10,000 USD 6000
merchants. 31 - 50 pages* USD 15,000 USD 9000
Plynt offer an on-demand 51 - 75 pages* usD 20,000 USD 12000

application security check
to address these top
concerns for the 1 million
plus merchants globally.

- Consider only the number of pages where user input is taken

The price includes the initial security test, and one confirmatory test after fixing the
holes. The Plynt Certificate is issued once holes are fixed and the application meets the
Plynt Certification Standard fully. In case further rounds of confirmatory tests are
Rajat Mohanty, required, they will be charged additionally. The above prices are for remote testing and
CEO, PlyntInc certification. Get a custom quote for onsite testing.
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Customer
Quote

“The sales cycle was easy,
their approach was sound
and they did a great job in
the execution of the tests.”

- Tony Rehmer, Franklin Covey

“(Plynt)... have done a very
professional and quality job
of security testing on one
of our main applications. I
have since recommended
them to many of my
contacts in the industry.”

- A business services
client
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% How Plynt Works

It's a 4-step process towards Plynt Certification:

You place an
order

¥

We test
& recommend fixes

¥

You make the fixes,
we retest

If the app passes the retest,
it gets the Plynt Certificate

It couldn’t be simpler. We've streamlined the process from ordering to testing to
certification to keep it simple and ensure the highest standards of security.

Place your order over Plynt.com, or call us at 1 (703) 871 3940. Choose the dates to
schedule the test, and provide us the application details. We study your app, develop
test cases and thoroughly verify your app against the Plynt Certification Standard. Our
report will describe the vulnerabilities and recommend possible fixes. Once you mitigate
the risks, we re-test the app. When all holes have been fixed, we issue the Plynt
certificate.

The Plynt certificate is issued to the specific version we test. When you upgrade your
application, ensure you have not introduced any holes - schedule a Plynt test and get
the new version certified.

The Plynt Tests

The Plynt Security Test has an extensive set of checks:

Authentication weaknesses v/ Violation of business rules
Stealing confidential data Fraudulent transactions
Encryption gotchas Session Management flaws

Input validation errors Unsafe settings

NN
L LKL

OS & Web server holes OWASP Top 10 Vulnerabilities
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The Plynt Benefits

(11
CUSTomer e Acquire the Plynt Certificate that demonstrates you meet the stringent Plynt
Quo’re Standardized Certification Criteria.

® Obtain test results within two weeks of starting the test

“(Plynt)... Provided cost-
effective security testing
service and exceeded
Medmarc's technical
expectations. Their
professionalism is
evidenced by their high"

® Get highest quality tests - benefit from our experience in over 500 tests

e Earn continuous protection — we test and certify the application for each release
through its entire lifecycle

e Gain the flexibility of testing your application onsite or remotely

- Richard Wilkins, Medmarc e Go beyond just automated scanning: intelligent penetration testers develop custom
Insurance test after studying your application.

“The deliverable was on WhO iS Plynt?

time, on budget and

g . 7
outstandineyietEEl Plynt is a Paladion enterprise. It leverages the proprietary technology built over 500+
- A healthcare client tests to offer unparalleled speed and intensity in security testing.
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Here are a few places you would have likely seen our work:

OWASP Application Security FAQ, the popular training manual for developers
Tutorials at RSA Conference 2006, SDWest 2005, ISACA Europe 2005

Know Your Enemy, 2nd edition from Addison Wesley, that we co-authored
Palisade, our journal on application security gets a new visitor every 5 minutes

‘ Contact Us

Plynt

12801 Worldgate Dr, Suite 500
Herndon, VA 20170, USA
Telephone: 1 (703) 871 3940
1 (866) 759-6824 (US Toll Free)

Email: sales@plynt.com
Website: www.plynt.com




	Page 1
	Page 2
	Page 3

