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HTML, Flash, Text and Image Security with Digital Rights Management

Protect your HTML files, E-Learning Courses, PDF documents, Images, Flash,
and Text files from unauthorized copying, printing and distribution. Control
how they are used, by whom, for how long and when.
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how long (days, months, years or forever). Diagram 1 : Document Rights

Revoke access to your information in real-time, even after
distribution. Maintain full control at all times.

Subscription Services

If you sell subscription services, LockLizard’s unique lﬂﬂkulam
concept of publications ensures minimum administration :
overheads and enables you to effortlessly manage your LockLizard Protecto

customer base. Whole bundles of documents, courses, and Publisher Account Administration
web sites can be managed in a single group. St cotamer scconat Biiblichor scdant Cockizara

g g . . . . Import customer accounts
When a subscription license expires your subscriber will Eesrdice e St Create customer account

have to renew it before they can continue using your
information. You therefore retain full control over your
information at every stage and ensure customers continue
to pay license fees when they are due.
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Easy to use

A simple to use GUI lets you choose the files you want to Oanrgess pblicans

. A ¥ LockLizard Partmer ueb sits
protect and apply usage rights to. A simple to use pre-
configured web-based administration system lets you
control customer access to your protected information.
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Diagram 2 : Web Administration System

Complete Information Security

Lizard Protector ensures the best security for your
information. Unlike weak and unmanageable password
mechanisms Lizard Protector uses public key technology
with strong AES 256 bit encryption and a real-time web
based licensing system.
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Benefits

Gain additional revenues. Customers now have to buy
whereas previously they may have obtained your content
for free.

Reach new markets. Sell products (e-learning courses,
manuals, etc.) that are accessible for a limited time period at
a lower cost, rather than being available forever, enabling
you to reach new markets that are price sensitive.

Reduce the cost of distributing confidential
information. This can now be done electronically now that
you are always in control of who can view your documents
and what they can do with them. Now you have the
convenience and cost savings of online business processes
with more secure and reliable electronic document exchange.

Ensure greater compliance with government privacy
regulations for electronically distributed information

Securely control information you publish on your
Intranet or Extranets. No more passwords to manage,
support, or that can be disclosed. Information can’'t be
copied and pasted, printed, or saved, and given to others.

Complete control over your IPR. Achieve full control over
how your information is used. Ensure your information is
not printed, copied, shared or modified without your
permission. Revoke information when you decide it should
no longer be available. Copyright and trade secrets are
always maintained.

Simple method for controlling access to and use of e-
learning courses, manuals, documents, flash files, and
commercial and confidential web pages

Features overview

Complete and secure control over information usage -
viewing, printing (+ no. of times), copying, saving, etc.

Works with HTML, HTM, SWF, GIF, JPG, PNG, TIF, TXT,
CSV files. Includes PDF and Word to HTML converters

Disables Windows print screen, copying, modifying,
printing and saving in unprotected mode by default

Expiry dates — prevent information from being viewed after
a specific date — ensures latest version is always in use

Customer expiry - you decide how long your customers
can view information that never expires

Instant user revocation - terminate your customers
access to information instantly

Offline / online access management - control how long a
customer can access your information offline

Real-time web based licensing control — issue and
manage customers, publications and products online

Transparent real-time web based customer authorization

Persistent end-to-end protection throughout your
information’s life-cycle

Complete control over information security inside or
outside the firewall, online and offline

Customisable access denied and expiry message text and
landing URLs, support email address and splash screen

5 minutes to set up - existing customer information can be
imported and no configuring of servers is required

Simple to protect information (just select the files you
want to protect in the Administrator GUI and apply usage
rights to them), simple to use, simple to administer

Complete integration with your e-commerce system

Completely managed system (fully hosted by us) or
hosted on your own server

No limit to the amount of information you protect or the
number of customers that subscribe to your service

FREE Viewer software (nothing for users to purchase)

Bullet proof protection - public key technology and US
Government strength encryption (AES 256 bit)

No passwords to send, manage, enter or forget or disclose
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