patientprivacyrights
July 7, 2006

The Honorable George W. Bush
President of the United States
The White House

1600 Pennsylvania, NW

Washington, DC 20500

Dear Mr. President,
We commend you on your vision for health information technology (HIT) and especially for your position on patient privacy.  We agree that the benefits HIT can bring are critical to our healthcare system:  improved patient care, substantial cost savings and the potential for critical life-saving research. 

However, without the ironclad assurance of patient privacy, these critical benefits will never occur.

As the Department of Health and Human Services reported several years ago, the entire health delivery system is premised upon the patient's willingness to disclose the most sensitive information about himself and his family to his practitioner.  If Americans do not trust that their sensitive, identifiable medical information will remain private, they will lie to their doctors, omit information, give inaccurate information, avoid healthcare, and avoid necessary tests
 making the data in these HIT networks faulty and of little value.

There are countless stories
 of people being harmed when others access their personal medical records. Americans are worried about keeping their jobs, being denied promotions, being kicked out of college, denied insurance, denied credit, and being charged more for a mortgage. Parents are concerned that their children may not get into schools, get their first job, or get their first homes if others see their medical records.

These are real concerns. Would Lou Gehrig be given a chance to play ball today if his genetic risk for ALS was in his medical records?

You stated that Americans should be asked for permission before their medical information can be seen and used
, saying “I just don't want somebody looking at my records unless I give them permission to do so.”

But there’s a problem:

1. Because HIPAA was changed from a “privacy rule” to a “disclosure rule” in 2002
, Americans are no longer asked permission before others can access their records. 

2. Congress is relying on HIPAA for privacy protections in the HIT legislation being proposed.

There is bipartisan support for legislation to protect Americans’ financial data, protect people from identity theft, and protect Veteran’s records. Our medical records contain similar personal information–our names, addresses, social security numbers, driver’s licenses, and other identifiers – plus sensitive medical information. But, Congress would not add privacy protections to HIT legislation.

Some say that it would be acceptable to pass HIT legislation now without adding privacy protections.  On the contrary:  not affirming patient privacy rights in HIT legislation is a prescription for disaster. Maintaining the status quo equals zero patient privacy.  

Others in Congress believe Americans must be forced into participating in HIT systems, saying that if people don't opt-in, there won't be enough data in the network to save lives and money. We believe the unintended consequence of forced participation will be inaccurate data, because Americans will act to protect their privacy.

Safeguards needed to insure the privacy of medical records in electronic systems are:

· Express recognition of the individual’s right to medical privacy

· Patient control over who can access their electronic medical records

· Ability for patients to opt-in and opt-out of electronic healthcare systems

· Ability for patients to segment sensitive information

· Essential protections including audit trails, breach notification and meaningful penalties for privacy violations

On May 22, 2006 you said your goal:  “. . . is for every American to have a electronic medical record . . . with a guarantee of privacy.”  Mr. President, please support the basic privacy principles outlined above and include them in your Statement of Administrative Position to Congress.”  

Adopting these principles and asking Congress to include all of them in any HIT legislation will insure that the American public will have confidence in the health system, and insure their full participation. Asking permission is not an obstacle – it is the only way to build an effective electronic health system. 

Sincerely,

Deborah C. Peel, MD

Chairman

Patient Privacy Rights Foundation
cc:  U.S. Congress






� California HealthCare Foundation, National Consumer Health Privacy Survey, 2005. This national consumer survey reveals Americans' attitudes and concerns about health privacy and confidentiality in the wake of implementation of federal privacy protections (HIPAA).


� See attachment:  “Medical Privacy Abuse Stories”


� See attachment:  President Bush quotes on medical privacy in electronic medical records.


� See attachment “The Loss of Medical Privacy” for key HIPAA language eliminating consent.
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