
 
 

 

 

 

  

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Citadel the appliance from SpamExile, that provides 
you and your business with the solution for all your 
Email requirements, converging Email technology with 
the unique SpamExile service. 
 
 SpamExile supersedes all current technologies and is 
revolutionising the Anti-Spam industry. It stops spam 
at its true source, stopping spammers from sending 
spam in the first place! 
 

Giving you a return in investment measured in 
weeks not years! 

Citadel is not a filter!  It is unique! 

 Providing the following Email features: 
 

• SMTP/POP3/IMAP  

• Supports unlimited accounts  

• Supports SMTP authentication 

• It is fully functional server: it relays the 
messages directly to Mail exchangers, 
bypassing your ISP 

• Has built-in web interface, which allows users 
to check mail using any web browser from 
anywhere in the World  

• Has password protected Administration mode 

• Supports auto responders 

• Unlimited message size  

• Has built-in web server. It means, the server 
can be accessed from anywhere in the World, 
using any Web browser  

• Administrator can control the server, and do 
the maintenance of users  

• Users can access their accounts: read and 
send email, change their own settings 

• Web interface can be customized 

• Supports IMAP 

• Has true support of multiple domains - you can 
create accounts with the same name, which 
belong to different domains 

• Supports mobile technology ( WAP interface)  

 

There are many solutions available that filter spam but 
these just encourage and increase the volume of spam 
being sent out. Spammers get paid on each email sent 
even if the email is filtered and deleted they still 
receive payment. If their generated sales ratio’s 
decrease the amount of spam sent out is increased, so 
as long as filters continue to be used the spammers 
get wealthier and the volume of spam will continue to 
increase. 

 
Citadel has a clear competitive advantage: 
 

• Reduces Overheads 

• Saves Network Capacity 

• Cuts Hardware Requirements 

• Cuts Software Requirements 

• Removes Filter Requirements 

• Increases Productivity 

• Saves Time 

• Reduces Corporate liability by blocking 
offensive and sexually explicit content  

• Community Technology 

Citadel dynamically builds its own server blacklists 
and checks unknown sources against RBL servers 
(Real-time Block Lists) on every external connection. 
Servers on this list that attempt to connect to any 
Citadel server are actively refused connection, as all 
Citadel users receive fully automated updates through 
our Star Topology network, the Community. 
 
The Citadel Community works as one unit every 
Citadel appliance becomes apart of the Community 
each appliance reporting new spam sources to the 
Community (all Citadel appliances). 

 
Citadel offers fully flexible rule setting as well as 
content filters for added security and compliance with 
ISP social responsibility policies. All content filtering is 
carried out at MIME level to prevent Spammers using 
MIME encoding to fool standard text filters.  This is 
technical, what it means to the layman are “we stop 
porn, racism and other offensive material from being 
received”. 

You Receive 100% of your legitimate email! 

 

Citadel the New and Unique Office Appliance from Spam Exile 
 

The E-mail System for Small to Medium Enterprises 



 
 

 

 

 

  

 

 

  

 

 

Citadel provides the following features: 

 
• Known good domain list 

• Known bad domain list 

• Known good email address 

• Known bad email address 

• Known ISP Domain List 

• Known ISP IP numbers 

• Xmailer Detection 

• Dictionary Attack 

• Phishing attacks  

• Spamvertised Detection 

• Temporary Block Spamvertised Webservers 

• Permanent Block Spamvertised Webservers 

• Automatic Spammer Domain Learning 

• Automatic Spammer IP address Learning 

• ADSL/DSL IP block against Trojan 

• Blocked IP's List 

• Ignored IP List 

• Drop IP List 

• Blocked File Extensions 

• Blocked TLD Extensions 

• CC/BCC Count 

• Ignore CC/BCC Count based on domain/email address 

• Email Body Remark Count 

• Hidden URL Detection 

• Body Context Matching Filter 

• HTML format checking 

• RBL Lookup 

• RBL content lookup 

• Sent Email against IP 

• Returned email against IP 

• Deleted Email against IP 

• Logging and analyze 

• Domain Routing Rules 

• Email Routing Rules 

• Base64 decoding 

• Blank File Name Detection 

• Mac/Apple/Lotus Notes email aware 

• Virus Checking 

• Store and forward to external mail server 

• Pop3/imap 

• Web mail 

• External secure email on port 587 

• SMTP/POP3/IMAP  

• Supports unlimited accounts  

• Supports SMTP authentication 

• It’s a fully functional server: it relays the messages directly 
to Mail exchangers, bypassing your ISP 

• Has built-in web interface, which allows users to check 
mail using any web browser from anywhere in the World  

• Has password protected Administration mode 
 
 

 

• Unlimited message size 

• Has built-in web server. It means, the server can be 
accessed from anywhere in the World, using any Web 
browser 

• Administrator can control the server, and do the 
maintenance of users 

• Users can access their accounts: read and send email, 
change their own settings 

• Web interface can be customized 

• Supports IMAP 

• Has true support of multiple domains - you can create 
accounts with the same name, which belong to different 
domains 

• Supports mobile technology WAP interface 

• Community server technology 

 
 
 
 
 

 
 
 
 
 
 
 
 
 

 

Citadel by SpamExile  

The E-mail System for Small to Medium Enterprise 

SpamExile Ltd 

Trent House, University Way, 

Cranfield Technology Park, 

Bedfordshire, MK43 0AN 

Tel: 08707403979  

Fax: 08707403980 

Email: Sales@spamexile.com 


