THE MATT BANDY STORY
Executive Summary

By Jonathan Bernstein

[This is a synopsis of a much-longer story which appears elsewhere on this website.]

Your home computer could, as you’re reading this, contain child pornography or other illegal material placed there by criminals who have turned your computer into a “zombie” which they control at their whim.  And under the laws of many states, and federal legislation being pushed hard in Congress, you could go to jail for what is found on your computer, even if you didn’t put it there.

The reason I know that our home computers are all at high risk is a kid named Matt Bandy.  A kid accused of a horrible crime he didn’t commit, and which he didn’t have to tell you about at all.
Here’s a very short outline of what happened:

· On December 16, 2004, Police raided the Phoenix-area home of The Bandy Family (Dr. Greg, Jeanne and then 16-year-old Matt Bandy, plus his younger sister).  Squeaky clean, completely middle class family with no criminal record whatsoever.
· Police claimed someone from that address uploaded child porn to a Yahoo Group.  Matt ruefully admitted he had joined a different Yahoo Group to view (gasp) Playboy-like adult images.  To the family’s shock and dismay, police claimed to find evidence of the child porn uploads on the Bandy’s computer, but Matt steadfastly denied ever even having seen such images.   Police confiscated the computer and left.  The Bandys hired attorney Ed Novak.

· In April 2005, at an evidentiary hearing, police admitted that investigators could not tell who was on the computer at the time the pictures were uploaded.

· Computer sat in police evidence locker until June 2005, when an investigator reviewed the hard drive and CD-ROMs taken from the house and found illegal images on one CD and on the hard drive, but uploaded using a name similar to but different than the one Matt Bandy used.  Police did not determine if the hard drive had viruses on it and appeared to be ignorant of how computers could be controlled remotely by others if compromised by a Trojan horse virus and used for criminal purposes – like storing pornography.
· Matt Bandy was indicted on November 9, 2005, on nine counts of class 2 felonies – i.e., possession of nine child pornography images.  Class 2 is just one level below murder.  Matt entered a not-guilty plea on December 2 and had to wear an electronic ankle bracelet thereafter.
· In February 2006 Matt voluntarily underwent and passed his first psychosexual evaluation and polygraph exam, ruling him out (as far as the examiners were concerned) as a suspect.

· Then, in March 2006, the prosecution started to relay plea offers, while fighting off the defense’s requests to see the evidence, i.e., copies of the confiscated computer hard drive and disks.  Initial plea offers were ludicrously tough, involving hard time in prison and lifetime status as a sex offender. 
· Finally, in May 2006, after the defense won the right to see the evidence after a “battle” at the Arizona Supreme Court, independent forensic examiner Tami Loehrs reviewed the drive and CD’s and found:
· There were more than 200 viruses on the hard drive

· The anti-virus software had been disabled

· There was no firewall

· A number of the viruses would allow a criminal to remotely control the computer

· There was no way to tell who was using the computer at any given time, since there was only one user name for login

· One of the viruses even renamed hundreds of files, making it very difficult to track activity

· There were a number of suspicious “executable” (program) files that started running during the time period when the child pornography images were allegedly transmitted

· In August 2006, in response to family desire to “go public” on the case, Ed Novak contacted me.  I asked him if Matt could pass a polygraph exam and found he already had, plus the psych eval.  I recommended that he undergo another one, to validate the first, and another psych eval, and that his parents go through the same process.  They agreed.
· All three Bandys, in October 2006, went through and passed – with flying colors – a polygraph exam by one of the country’s top examiners, Dr. David Raskin, and a psychosexual evaluation by Dr. Judith Becker of the University of Arizona, who concluded, in effect, that none of them were the type to commit such a crime.

· I concurrently did research to confirm my suspicion that The Bandys’ computer had been taken over by a criminal using one or more “backdoor” viruses to allow him access, to include interviewing experts who attested to how easy it was to accomplish this – and, even, to burn an image onto a read/write CD-ROM such as the one named by the police as having contraband on it, because that CD sat in the computer CPU much of the time.  The primary reason the criminals could do this is the shocking vulnerability of the Microsoft Windows operating system.  However, part of the problem is how little Yahoo, MSN and AOL (whose service The Bandys were using) do to REALLY protect average, “non-techie” computer users like most families, despite how many millions those same companies spend to promote how safe they are.
· My crisis management team started to assemble the information necessary to launch a nationwide PR campaign on The Bandys’ behalf.  Along the way, I virtually “tripped across” an ABC producer looking for sources on a similar-sounding story and we connected right away, with ABC’s 20/20 committing to report on The Bandys exclusively in return for our holding up on our publicity until they’d aired the show.
· Ed Novak took the evidence I’d collected to a “higher up” in the Maricopa County Attorney’s office and suddenly they started making sweeter plea offers, although they would not drop the case.  Ultimately, Matt Bandy was faced with the choice of “copping to something” or facing a risk that a non-technology-oriented Maricopa County jury might not understand the evidence -- with even ONE GUILTY COUNT automatically resulting in a mandatory 10 years in jail.
· On November 22, 2006, the day before Thanksgiving, Matt formally appeared before a judge and acknowledged that he showed Playboy-like images (not online – an actual magazine) to his friends at school, several times, pleading guilty to three class 6 undesignated offenses – neither felonies nor misdemeanors until the end of probation and most likely to end up as misdemeanors.  You’ll want to read the full version of the story to see the family’s reasoning in even accepting this plea.  Matt was sentenced to 18 months probation, initially with horrendous sex offender terms that were overturned a few weeks later, while ABC’s 20/20 was at the Bandy home filming their special segment on this case.

· Matt is stuck with this plea, unless by some miracle someone can introduce new evidence, which would probably require a lot more cooperation from the prosecution than has been seen to date.  The Arizona governor has no power to pardon.  The family has been almost ruined, financially, with this case costing them more than $250,000 to date.  The law protects the prosecution from being sued.

· The 20/20 segment aired on January 12, 2007, and The Bandy’s are hoping:

· that every computer user in the world comes to realize how easy it is for their computers to get turned into a “Zombie” and compromised for criminal purposes;
· that the laws in the U.S. on the subject of child pornography get modified to allow for the possibility that mere possession does NOT automatically mean that the possessor is guilty of any crime; 
· that one or more of the leading Internet companies join with The Bandys to become part of the solution instead of continuing to be part of the problem; and,
· that, perhaps, some sort of foundation or other not-for-profit can be created to achieve all of the above.
If you want the whole story, please start here and, of course, feel free to browse this site and give us your feedback via the Contact Us form.
