Survey of University Network and Data Integrity Practices
Please provide a full and complete written response to each of the following questions that relate to the network and data integrity policies of your institution, as such policies existed on April 26, 2007.  If your institution modified any of these policies after this date, then please describe how the policies have been changed.  Your written response is requested NLT May 31, 2007 and should be directed to: 

House Committee on the Judiciary 
Subcommittee on Courts, the Internet and Intellectual Property
Attn: Shanna Winters and David Whitney

B-352 Rayburn House Office Building

Washington, D.C. 20515

I.
Education: Communicating the Importance of University “Acceptable Use” Policies
1. Does your institution have an “acceptable use” policy that includes an unambiguous prohibition against illegal peer-to-peer file trafficking
 of copyrighted works through the use of campus computer and networking systems?  
2. If you answered “yes” to (1) above:

a. Please provide a copy of your institution’s acceptable use policy and describe the means by which it is communicated and reinforced to members of the university community.  Please also note when the present policy was adopted as well as describe the manner in which your institution ensures that the policy is kept current with technological developments (i.e. is there a defined procedure in place to conduct regular reviews or are changes made on an ad hoc basis?). 
b. Does your institution’s acceptable use policy clearly state the consequences for violations, i.e. the range of penalties available for using university resources to download, upload, or traffic in illegal files? 

c. Which, if any, of the following practices does your institution employ to ensure authorized users of your computer and network resources are made aware of your institution’s policies regarding illegal file-trafficking?:

i. Publish a website that describes the acceptable use of your institution’s computer systems and networks.  If “yes”, please provide a screen shot;

ii. Require authorized users to acknowledge and agree to the policy before being permitted access to your institution’s computer and network resources.  If “yes”, please provide a screen shot;

iii. Send general email reminders to authorized users reminding them of the priority your institution places on respecting copyrighted works and educating them on your acceptable use policy.  If “yes”, please provide a screen shot;

iv. Send individual notices to authorized users alerting them that they may be in danger of violating the acceptable use policy and describing the penalties that could apply if they proceed.  If “yes”, please provide a copy; 

v. Communicate the acceptable use policy and possible consequences for violations to matriculating students during orientation.  Please provide copies of any written materials distributed as well as a copy of any “slide” used in audio-video presentations;
vi. Reinforce the acceptable use policy through ongoing dialogue and meetings with groups that represent faculty, staff and students.  Please describe the frequency of these meetings, identify the university official who typically leads such  discussions, and provide copies of any documents or materials that are routinely distributed; 
vii. Articulate the acceptable use policy through the use of advertising, announcements, and/or articles published in student newspapers or other widely-read student publications.  Please provide a copy of any such materials published during the 2006-07 school year; 

viii. Place posters and or distribute handouts or flyers in prominent places on or around campus.  If “yes”, please provide copies.
3. If you answered “no” to (1) above, please explain why your institution has not decided to adopt an acceptable use policy and widely communicate it to members of your university community?  Also, please reconcile your decision not to promulgate an acceptable use policy with statements from national higher education association officials to Congress that finding a means to effectively combat the unacceptable use of computer and networking resources to commit copyright theft represents an urgent priority for university and college administrators.
II.
Enforcement: Meaningful Implementation of University Anti-Piracy Policies

1. Please describe, in detail, your institution’s formal policy or procedure for processing and responding to notices of infringement received from copyright holders?  If the policy is written, please provide a copy of the policy or procedure to the Subcommittee.  If your institution lacks a formal written policy, then who at your university is charged with responsibility for receiving such notices and what steps are they expected and held accountable for taking upon receipt of such a notice?  

2. Recently, one university “spokesman” was reported as stating that a notice of infringement received from a copyright owner “is asking us to pursue an investigation and as the service provider we don’t see that as our role.”
  Do you and your institution agree with this statement?  If “yes”, why? Please fully explain your response.     

3. Beginning with the 2002-2003 academic year and for each school year thereafter, please identify the number of student violations of your institution’s acceptable use policies that involved illegal downloading, uploading, or file trafficking of copyrighted material?  Please also note the number of works whose copyrights were infringed.   
4. Of the number of illegal file-trafficking violations discovered, how many were brought to your institution’s attention through a notice provided by a copyright holder? 
5. Did your institution acquire knowledge of violations through any means other than by relying upon the receipt of notifications sent by copyright holders?  If “yes”, how many violations were attributable to these alternative methods of discovery?  Please describe any independent measures your institution takes to discover violations and preserve the integrity of your computer and network resources as well as respect for your institution’s acceptable use policy.

6. Does your institution monitor the use of its computer systems and networks for any of the following activities that may serve as possible indicators of infringing activity:
a. Use of common file-trafficking software?  

b. Amount and percentage of overall system bandwidth consumed by file-trafficking activities?  If “yes”, what is the typical percentage of your system’s bandwidth consumed by such activities?

c. Ports accessed?

d. Requests to access IP addresses known to be associated with illegal file-trafficking?

e. Bandwidth consumption by individual users?

f. Amount of time spent connected to university networks?

7. Describe your institution’s procedures for ensuring that known violators of your acceptable use policies are deterred from committing future violations.  What methods does your institution employ to keep track of violations and deter recidivism? Do you keep records?  If “yes”, for how long do you retain such records?  If “no”, then why do you not maintain such records?  

8. What techniques does your institution employ after being informed of a suspected violation of your acceptable use policy?  Does your institution:

a. Initiate an investigation?  If “yes”, please describe the steps taken in pursuing a typical investigation.  

b. Identify the violator?  

c. Issue a warning to the violator?  If “yes”, please provide a copy of such warning.

d. Reduce bandwidth available to the violator?  If “yes”, please describe how, for how long, and in how many instances your institution has instituted this practice.

e. Require removal of file trafficking software from the violator’s computer?  If “yes”, how is this accomplished?  In how many instances has this been required?

f. Require removal of any illegal copyrighted files?  If “yes”, how is this accomplished?  In how many instances has this been required? 

g. Ban, curtail or suspend computer or network access privileges?  If “yes”, in how many instances have violators had their computer or network access privileges banned, curtailed or suspended?  For how long were these privileges banned, curtailed or suspended?
h. Assess fines or require restitution of funds?  If “yes”, in how many instances have violators been assessed fines or been required to pay restitution?  What are the amounts of the individual fines and restitution that have been assessed?  In total, how much has been collected?

i. Refer violating students to university judicial processes?  If “yes”, how many students have been so referred?  How many students have been adjudged to have violated university “authorized use” policies and what have been the consequences prescribed?
j. Place violating students on probation?  If “yes”, how many violators have been placed on probation?  What length of time did they serve on probation?

k. Suspend violating students?  If “yes”, how many violators have been suspended?  Were violators suspended from the school or merely suspended from certain activities?  What length of time did they serve on suspension?  

l. Expel violating students?  If “yes”, how many violators were expelled?

m. Make note of honor code violations or copyright infringement violations on academic reports or transcripts that may be provided, upon student assent, to graduate schools or potential employers?

9. Does your institution retain records that enable the identification of specific users of computer and network resources who may be the subject of a notice of infringement from a copyright holder?  For how long are these “user logs” maintained?  What factors were considered in making the decision to retain such “user logs” and in determining how long to retain such records?  Is the lack of such records or a limited retention time a practical impediment to the effective identification of violators of your institution’s acceptable use policies?   
III. 
Technology: Leveraging Piracy Countermeasures to Reduce Exposure and 

Prevent Misuse of University Computing and Network Resources
1. To mitigate the use of your institution’s computer network for illegal file trafficking in copyrighted works, does your institution place individual bandwidth limitations on all users, or on selected groups of users?  If your answer is “yes”:

a. Does your institution use bandwidth limitations at all times, i.e. 24/7, or only during certain periods during the day?
b. Please describe the bandwidth-shaping technology used.  

2. Does your institution limit inbound connections to student computers connected to the campus computer network?

3. Does your institution block, restrict, impede or otherwise seek to limit student access to websites known to distribute file-trafficking software?  If not, why not?

4. Does your institution block, restrict, impede or otherwise seek to limit student use, through the campus computer networks, of any file-trafficking software?  If “yes”, please describe the methods used and identify the technology employed.  If not, why not?

5. Does your institution use any filtering technology to prevent the illegal transmission of copyrighted material through campus computer networks?  If “yes”, please describe the methods used and identify the technology employed.  If not, why not?

6. Does your institution limit the number or types of open ports available to student users of the campus computer network?  If “yes”, please describe the methods used and identify the technology employed.  
7. Has your institution ever utilized any of the technologies described above?  If “yes”, and a decision has been made to no longer employ these technologies, why was such use discontinued?  If your institution has never employed any of the above referenced technologies, then what factors account for that determination?

IV. 
Legal Alternatives: Promoting Legitimate Services as Alternative Sources for Copyrighted Materials
1. Does your institution encourage students to use legitimate online services, such as Ruckus, iTunes, CinemaNow, Unbox, Rhapsody, or MovieLink, to access copyrighted material?  If “yes”, please specify which services your institution promotes.

2. If you answered “yes” to (1) above, does your institution:

a. Use websites to direct users to these services?

b. Offer free advertising to one or more services?

c. Offer certificates for free downloads from, or subscriptions to, one or more services?

d. Offer discounts on monthly use of one or more services?

e. Offer collective or site licensing of one or more services?

f. Offer free access to one or more services, or parts of those services?

g. Provide information on one or more services in student enrollment materials or during back-to-school events?

3. What are your institution’s policies regarding access and availability of cable or satellite television programming in university residences?  Specifically, does your institution provide free or subsidized cable or satellite television programming to resident students?  If “yes”, how much does this service cost on an annual basis?  What is the source of funding for this service?
� For purposes of this questionnaire, “illegal peer-to-peer file trafficking” means the illegal reproduction or distribution of copyrighted works through the use of peer-to-peer software applications, such as DirectConnect, BearShare, LimeWire, BitTorrent, Morpheus, and KaZaA.


� Quote attributed to Purdue “spokesman” Steve Tally in February 21, 2007 AP article entitled, “Music Companies Targeting Colleges”, written by Ted Bridis.  
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