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Clouseau® Fact Sheet

OVERVIEW

The single greatest adversary of our global digital copyrighted content industries is Internet-based peer-to-peer (P2P) piracy.  The enormity of the threat is staggering.  Every day, 420 million searches for free, pirated music are conducted on P2P networks around the world.  According to the IFPI, an umbrella organization representing the international recording industry, an estimated 20 billion songs were illegally swapped or downloaded in 2005 alone.  Illegal music downloads jumped 47 percent between 2005 and 2006, according to the NPD Group, a market research firm.  Movie piracy causes a total lost output for U.S. industries of $20.5 billion per year, thwarts the creation of about 140,000 jobs and accounts for more than $800 million in lost tax revenue (Institute for Policy Innovation, 2006). 

These losses--financial, economic, and social--can never be recouped.  Asset values are devalued.  Thousands of families suffer from pirate-caused unemployment.  Moreover, this economic decay results in further worsening our international balance of payments.  Of course, the copyrighted content industries have used their best efforts to stem the human and financial damage, but all of their efforts, be they technological or legal, have failed, been superseded, or ignored.  The current situation will only get worse.

CORE TECHNOLOGIES

Today there is Clouseau®--the world’s first and only truly effective Internet Piracy Prevention (IPP) solution.  Clouseau® alone never invades user privacy, prohibits all illegal P2P traffic, while allowing the passage of legal BitTorrent P2P and all other Internet transmissions.  Clouseau® enables all global copyrighted content industries to use the Internet for the first time as a safe, viable mass distribution channel.

There is no other technology that will both never violate user privacy and consistently block illegal P2P protocols and functionality, and there is no other technology that makes the Internet a legitimate business model for the mass distribution of digital music, movies, television, and software.

Achieving this breakthrough combination of never invading user privacy and illegal P2P traffic prohibition required a new paradigm in system architecture encapsulating the total functionality of many advanced technologies on a chip, and deploying multi/hyper processing architecture created specifically for network operations, resulting in far higher, scalable processing capacity than the network bandwidth it services.  These breakthrough core technologies address and solve every single weakness inherent in all previous attempts. 

The technologies developed by SafeMedia Corporation embody the following: 

· Adaptive fingerprinting and DNA markers: The SafeMedia IPP library of all P2P clients and protocols is the world’s largest and most current library of fingerprints and DNA markers and is updated every 3 hours.  Clouseau looks for fingerprints and DNA markers in outgoing and incoming packets and, depending upon identity strength, employs three levels of analysis.  In the few cases where fingerprints alone are insufficient, Clouseau actually combines DNA marker evidence from multiple packets using stored evidence history. 

· Adaptive network patterns: Not all protocols can easily be identified with a single set of packets.  As such, Clouseau is set to monitor packet flows and adapt its filtering technique on the basis of what it has already seen and what it sees now. This extensible system utilizes a technique called experience libraries (see the following).  Clouseau looks for patterns of certain identifiable characteristics of network events and determines if the packets are legal or illegal.  Illegal packets are dropped and legal packets continue on their way. 

· Experience libraries: P2P clients and protocols are modified and improved on a continuous basis.  The process of adapting to these changes and being constantly dynamically updated with the latest knowledge of such clients/protocols is the responsibility of the experience libraries.  SafeMedia’s experience libraries are knowledge-based and created from the actual operations of the clients and include specific fingerprints/DNA markers in addition to the adaptive network patterns. 

· Remote update and self-healing: All maintenance and defense actions-updates, integrity checks, sanity validations, system housekeeping, and self-defense are remotely performed through SafeMedia’s (Akamaized) servers with no delay in network operation. 

TECHNOLOGY EFFECTIVENESS

In general, effective detection and interdiction of illegal P2P Internet traffic requires five key elements and Clouseau is world-class with each one: 

· No Invasion of User Privacy: Clouseau detection does not invade user privacy, never captures or records user IDs, does not decrypt any traffic, and allows the execution of all current security techniques (Tunneling, SSH etc.).  Clouseau never opens packets to determine file legality or illegality.  That determination is based solely upon what type of transmission it is-never its content.    

· Accuracy: Clouseau is fully effective at forensically discriminating between legal and illegal P2P traffic with no false positives (i.e., identifying another protocol as the targeted protocol) whether encrypted or not.  It  prohibits sending and receiving all illegal P2P files, and prevents the flow of copyrighted digital files from legal Internet services, DVDs and CDs to P2P networks where they are totally accessible to millions of users to pirate.

· Scalability: With little or no latency and nearly perfect accuracy, Clouseau operates at network speed processing large traffic volumes on the order of several hundred thousands to several million connections at a time (depending on model) with minimal computation expense.  

· Robustness: The P2P community is constantly devising new strategies to cloak their activities including launching new protocols, double and triple-layered encryptions, and frequently changing servers.  SafeMedia vigilantly monitors all these rapidly changing characteristics.  Clouseau is provided with a remotely secure update every three hours ensuring its constant ability to meet these dynamic challenges.

· Network Appliance Advantages: In addition to the above, Clouseau also provides some unique improvements to the appliance model:

· Lights-Out Management – Clouseau has been designed as a zero-maintenance appliance from the perspective of the customer.  All updates are done automatically and do not require operator/administrative intervention.

· Network Invisibility – Clouseau operates in a stealth mode when performing P2P filtering.  This allows the appliance to be completely invisible to attacks that may be launched on the device.  

· Resilient and Self-healing – In the event of physical attack or hardware or software failure, numerous internal fault-tolerant, self-protection measures are in place to protect the device from undesirable changes affecting the functionality of the appliance.  Should deprecation of the module or corruption of a file system be discovered, Clouseau will self-heal by automatically restoring corrupted files.  Clouseau reboots in the event of power loss (in approximately 45 seconds) to ensure system and network security and functionality.  Thus using a combination of resilient operations, self-healing techniques and built-in fail-safes, Clouseau is able to protect itself from multiple types of attacks that may be imposed on it.

· Plug and Play – Clouseau is very easy to install and requires no changes to existing network topology.

detection and interdiction WITHOUT PRIVACY INVASION-THE PROCESS

As stated above, Clouseau detection does not invade user privacy, never captures or records user IDs, does not decrypt any traffic, and allows the execution of all current security techniques (Tunneling, SSH etc.).  Clouseau never opens packets to determine file legality or illegality.  That determination is based solely upon what type of transmission it is--never its content.

The Clouseau Process

1. Clouseau Is A Bridge

Clouseau is a bridge on an Internet network subnet.  Like a bridge, information passes over or transfers in both directions.  Clouseau looks at each transmission.

2. P2P or Not P2P Classification

Clouseau determines if the transmission is a P2P transmission or is not a P2P transmission.

3. Non-P2P Released 

If the transmission is not a P2P transmission (e.g. HTTP, HTTPS, client/server, email, VoIP, tunneling, etc.), Clouseau ignores it.  All non-P2P transmissions are passed along to their destinations. 

4. Clouseau Is Only Interested In P2P

At this point, only P2P transmissions are left.

5. BitTorrent or Not BitTorrent Classification

The P2P transmission is inspected to determine if it is BitTorrent or not.

6. Not BitTorrent-Dropped

If the P2P transmission is not BitTorrent, it is dropped.

7. Legal or Illegal BitTorrent Classification

If the P2P transmission is BitTorrent, then Clouseau determines if it is legal BitTorrent or illegal BitTorrent.  

8. Legal BitTorrent Released

All legal BitTorrent is passed along.

9. Illegal BitTorrent-Dropped

All illegal BitTorrent is dropped.

[image: image1.jpg]Clouseau” Classification FlowChart

Accept
New
Incoming
Traffic

v

Clouseau Performs|
Traffic
Classification

ion-P2P (Email,
VolP, etc)
Traffic Releast

P2P Traffic?

Non-BitTorrent f
Traffic. Delete [€— EXTonst
Traffic?

Traffic

Legal
BitTorrent
Traffic
Released

llegal BitToment
Traffic. Delete [ No Sl Yes.
Traffic '





10. Transmission Disposition

Based upon detection, Clouseau takes one of four actions with every transmission:

· All non-BitTorrent P2P is dropped. 

· All illegal BitTorrent P2P is dropped. 

· All legal BitTorrent is passed along. 

· All non-P2P is passed along. 

Clouseau Connectivity

Clouseau is designed to connect to any subnet no matter how it is configured.  Clouseau supports wired or wireless, fiber or gigabit subnets. 

Residential connectivity: Fig 1 depicts the connectivity of Clouseau in a home environment.  Wire and wireless connections are available.  The wireless access point is attached to Clouseau to enable Clouseau’s wireless functionality.  Internet connection to Clouseau is attached to the wireless modem.
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Figure 1: Residential Home DSL/Cable Modem Layout

Small/medium networks: Characterized as DSL/T1/DS3 with up to 100 users.  In Fig. 3, Clouseau is placed on each individual subnet.  P2P is localized to each department.  A high availability topology is also available.
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Figure 2: Small Business Layout
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Figure 3: Medium Business Layout

Large networks connectivity: Characterized by many interconnects, many departments, many operating units and large numbers of users.  Connectivity is shown in Fig 4 and High Availability mode is shown in Fig 5.
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Figure 4: University Campus with Multiple Clouseau Units
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Figure 5: University Campus with Centralized Clouseau in HA Mode

CLOUSEAU MODELS 

Clouseau is available at three different price and performance levels to accommodate the widest variety of customer bandwidth-level needs. 
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· Clouseau 10: The Clouseau entry-level system is appropriate for low-bandwidth applications with 100Mbit (10/100 Ethernet) networks.  It uses a basic configuration on integrated, highly efficient hardware, delivering solid performance at an aggressive low price. 

· Clouseau 500: Mid-level system appropriate for use in small to medium size organizations and institutions.  The 500 model handles 1-2 Gigabit (10/100/1000) Ethernet lines.  It uses multi-core with hardware accelerated inspection and I/O to deliver high throughput and low latency. 

· Clouseau 1000: High-level system engineered for use in large organizations and institutions such as universities and large corporations where 10 Gigabit network throughputs are required.  It uses more on-chip cores and co-processor acceleration blocks and will easily meet this high performance mark. 

CLOUSEAU BENEFITS

Clouseau benefits are far ranging and will positively affect not only the creators of copyright protected material, but also the US economy and all those who use the Internet-whether it is for commerce, education, or personal activities.

For producers and distributors of copyright protected digital content

· Clouseau will finally provide the same level of protection from Internet theft that every other industry enjoys today.

· Restore and preserve the asset value of digital copyrighted materials.

· Record labels and motion picture companies will have control over all aspects of Internet marketing and sales business.

· The Internet will be a safe and viable mass distribution channel for digital copyrighted materials.  E-commerce will be a full-fledged source of high margin incremental profits, and will generate growth for all digital content industries.

For creators of digital content

· The musicians, singers, and songwriters; actors and screenwriters; software developers and authors will get the royalties and fees they have earned.  Virtually all depend on these royalties and fees to make a living.

· Moreover, especially in the music area, Clouseau will help protect the reputations of all those who make music from the often inferior quality of illegal P2P content.

For professional organizations

· With higher sales and profitability, many more song and movie projects will get done.

· More projects means requiring more of the services of all the various professional organizations.  The US movie industry alone employs 750,000 people ranging from stuntmen, to makeup artists, to grips and flower arrangers.

For businesses

· Clouseau’s benefits extend to businesses of all sizes up to and including the Fortune 500.  By preventing illegal P2P activity, Clouseau will insure that businesses and all employees are 24/7/365 compliant with all Federal and State anti-piracy statutes and copyright protection laws.

· Network capacity will be fully available for business critical missions rather than misappropriated for P2P-related activities.

· Employee productivity will increase and ROI will rise.

· In addition, Clouseau will protect business users from potential P2P associated massive disruptions or losses to their digital assets.

For schools and universities

· Clouseau’s benefits to schools and universities will be substantial.  By recapturing network capacity (estimated at as high as 70%-80%) that is now unavailable due to P2P network traffic, institutions can forego expensive system expansions.

· Schools and universities could refocus on education rather than spending thousands of hours and millions of dollars addressing abuses of computer systems, inadvertent virus infections, and the inability of the system to accomplish critical educational missions.  

· Schools would stop receiving warnings and threats of legal action issued by the RIAA because they would be in 24/7/365 compliance with all copyright laws.

· Importantly, Clouseau compliance is user-friendly rather than threatening, total rather than hit and miss, never inhibits academic freedom, and encourages a respect for the intellectual property rights of others.

For individuals and families

· Clouseau is the most effective, efficient, and economical solution to protect individuals and families from the risks of illegal file sharing.  

· It will protect the system from security attacks often associated with P2P transmissions.

· Clouseau will prevent exposure to offensive content.

· Clouseau, by ensuring 24/7/365 compliance with all copyright laws, will eliminate the possibility of financial and emotional damage due to legal action arising from copyright law violations.  

· Finally, Clouseau will restore the respect for the property of others that illegal P2P has so weakened. 

For the economy

· Clouseau will protect the value of the single largest source of US foreign exchange.

· Clouseau will help protect Core Copyright industries contributing an estimated 6% of US gross domestic product and totaling $626 billion a year (2005, Copyright Industries in the U.S. Economy: The 2006 Report, produced by Economists Incorporated for the International Intellectual Property Alliance).

· Clouseau will help copyright industries continue their annual employment growth rate of 3.19% per year-- more than double the rate achieved by the economy as a whole.

However evaluated, whether by performance, preservation, and creation of digital copyright assets value, US economic impact, or its benefits to universities and businesses, and families and individuals, Clouseau IPP is the only, best-of-breed Internet Piracy Prevention technology.
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