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Real-time Security Intelligence
to Manage Operational Risk

RFA Defender is an integrated data protection solution and is the first line of defense that
goes beyond attack signatures for detecting and blocking malicious executables. This
powerful, comprehensive solution includes four key elements for ensuring network security
that can be applied separately or collectively based on client need.

Sentinel — Managed Security Service
Proactively Combating Security Threats & Meeting Compliance Auditing Requirements

Sentinel automatically collects and correlates event data from a variety of heterogeneous
multi-vendor network devices and systems including routers, switches, firewalls, VPN,
IDS/IPS systems, proxy servers, antivirus, SPAM and spyware systems, content filtering
web security appliances, Windows, Unix and Linux servers and work stations. This
information helps eliminate false positives, identifies security breaches and corporate
violations, and improves overall security operations.

Guardian — Data Leak Prevention

Comprehensive Protection: Data, Ports, Channels, and Networks

Guardian prevents leakage of sensitive information and data with a unique approach that
combines endpoint-based enforcement with highly accurate fingerprinting called
Data DNA™.

FireEye — Intrusion Detection

Stops Crimeware in its Tracks

Crimeware and malicious attacks are identified and eradicated

from the network and across the enterprise. FireEye’s advanced technology is the only
solution available today

that protects the network against crimeware and botnet threats that have evaded antivirus
and other traditional security technologies.

Mail Sentry — E-mail Security

Stops Threats Not Detected by Traditional Security Solutions

Mail Sentry provides proactive e-mail protection that detects zero-day threats, targeted
attacks, first-instance malware variants and blended threats that are not detected by
traditional security solutions.
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To learn more about RFA, and the
Defender Solution, contact us today.
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Your Trusted Advisor
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Features & Benefits

Sentinel —

Managed Security Service

B Intrusion and rule-based
reporting

B Automated report generation
and distribution

B Automated log archiving
for compliance and forensic
analysis

B Compliance monitoring

B Activity investigation

Guardian -

Data Leak Prevention

B Most comprehensive
protection offering
network-wide management
of operational risk

B Preemptive action against
network threats provided by
RFA’s 24/7 NOC

B Real-time enforcement,
even offline

B Protects intellectual property

m Complies with privacy
regulations

B Protects against identity theft

FireEye —

Intrusion Detection

B Protection against crimeware,
botnets, hackers, and malware

B Low false positives, highest
accuracy

Mail Sentry —

E-mail Security

B Observes the actual behavior
of suspect messages in a safe
virtual environment

B Provides protection from day-
zero threats, targeted attacks
and first-instance malware

B Provides two layers of
anti-spam filtering

B Lists unknown threats blocked
before pattern-file availability




