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Operation Target Machine Remarks
son :10.5.6.101

Login CORP_PROD1 Failed login to CORP_PROD1

Interactive Login CORP_PROD1 Logged in to server

Create Object CORP_DC1 Created user cn=PClinton, ou=Users

Add Member to Group CORP_DC1 Added Member user cn=PClinton, ou=Users to global security group
Enterprise Admins

Change Password Policy CORP_DC1 Set Minimum password length from “7 characters” to “3 characters”
for Group Policy “CORP_ACCOUNTING”

Delete Object CORP_DC1 Deleted Global Group cn=0ffshore Developers, ou=Groups

10.5.6.155

File Modify HOU_FINANCE Modiied File E:\HCCT\Financials\mtd_sales.xls

USB: File Create WS_GEvans Create File J:\Personal\customer contacts.xls

File Delete HOU_FINANCE Deleted File E:\Accounting\Human Resources\HR Policy.doc

Clear, Concise, Actionable Intelligence

For over 20 years, Blue Lance has automated the process of IT Security Compliance by
monitoring and auditing user and administrative activity to quickly discover insider threats
for markets, such as, banking and finance; health care; local, state and federal govern-
ment; and publicly traded companies.

Designed to improve the internal security posture and adherence to regulatory compli-
ance, LT Auditor+ 9 for Windows, armed with real-time alerts, leads to early discovery
and resolution of suspicious insider actions. Centrally managed auditing solutions offered
by Blue Lance are cost-effective and enterprise-capable.

LT Auditor+ 9 for Windows transforms complex raw data from logs, file systems, portable
storage systems and directory services into clear, concise, actionable intelligence. LT
Auditor+ 9 for Windows ensures enterprise-wide IT security auditing for corporate risk-

reduction and compliance with regulatory requirements such as Sarbanes-Oxley (SOX);
FDIC/OCC; HIPAA; FISMA; and GLBA.

Blue Lance offers real-time security monitoring and compliance solutions designed to
protect and assist organizations with:

Threat and vulnerability management;

Accountability and transparency;

Change management;

Privacy of information;

Confidentiality of intellectual property; and

Integrity and availability of data.
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Compliance in a Click Ongoing Support

The LT Auditor+ 9 for Windows family of products reduces the security compliance ad-
ministrative workload by streamlining the auditing process with:

« granular real-time alerting;

* centralized management;

*  built-in fault tolerance and load balancing;

* automated deployment of organizational audit policies;

« data retention capability to meet compliance needs; and

« fully automated alerting and reporting system featuring drill-down
management reports.

The four complimentary monitoring solutions include:

LT Auditor+ 9 for Windows Server comprehensively monitors and audits sensi-
tive files and folders, user authentications and native Windows event logs.

LT Auditor+ 9 for Active Directory delivers a robust change management audit-
ing system to monitor and report approved and unapproved changes to the Active
Directory infrastructure.

LT Auditor+ 9 for Group Policy extends the change management auditing role
to Microsoft's Group Policy Objects and provides a fully detailed view of all critical
policy configuration changes.

LT Auditor+ 9 for Workstations enables system administrators to monitor and
audit all USB portable storage devices, track the installation of unauthorized ap-
plications and movement of sensitive files to workstations or laptops from network
servers.

Blue Lance seamlessly integrates these products with the powerful LT Auditor+
Reporting Console to provide organizations with the who, what, when and where for all
monitored activity.

In 1985 Blue Lance opened its doors and launched an industry—the IT security auditing
industry. Partnering with Novell, Blue Lance developed the first totally secure, server-
based audit trail technology. Now, with trillions of dollars in assets protected, Blue Lance
provides mature, stable solutions that satisfy organizational compliance needs.

Blue Lance ensures its clients have access
to the resources required for installation,
configuration and support of their deploy-
ment. Certified support specialists are
available 24 hours a day, 365 days a year.

“I have seldom worked with
a vendor this dedicated to
supporting its customers.”

Miquel R.

Fortune 500 Financial Institution In addition, Blue Lance offers further

personalized services to maximize your LT

Auditor+ investment including:
“Your company offers, by

far, the best customer and ) fc‘,’r?;ﬂﬁ;agm” and deployment
techn!cal support I’ve ever . Education: and
experlenced - . Managed services.

Bob S.

State Government Agency

Get Started Now

LT Auditor+ 9 for Windows is configurable to fit seamlessly into any organization—from
the largest to the smallest. LT Auditor+ 9 for Windows delivers comprehensive, flexible
and reliable auditing solutions for Active Directory, Group Policy Objects, Windows Serv-
ers, workstations, laptops and USB portable storage devices.

To order LT Auditor+ 9 for Windows, call 1-800-856-2583 or visit www.bluelance.com for
more information.
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