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System Requirements

System Requirements for Installed Applications:

e Operating System Requirements:
o Microsoft Windows Server 2003
o Microsoft Windows Server 2003 x64
o Microsoft Windows Server 2008
o Microsoft Windows Server 2008 x64

o Microsoft .Net Framework v2.0.50727 (x86) or Microsoft .Net Framework v2.0.50727 (x64)
Must be Installed Before Installation of Application Components

The following requirements apply to specific application components:

o Web Portal Application
o Microsoft Internet Information Server (11S) 6.0 or above Must Be Installed

e Master Service Application

o Active Directory domain member server located on the same subnet or SITE as your
primary (FSMO) DCs. Direct installation on a domain controller is possible but
strongly not recommended.

o A domain\user account with Domain Admin or Enterprise Administrator permissions,
or other appropriate delegated rights with read/write permissions on user objects
within your licensed domain or organizational unit.

o This domain\user account will be used to run the Master Service.

Installation Options (Single Tier or Two Tier)

Password Reset PRO can be installed in two configurations:

Single Tier / Standalone (All on One Server)

Both the Web Portal application and Master Service application are installed and run on the
same physical or virtual domain member server. This server MUST be a member of the
domain you have licensed! Choose this option if you are limited on physical server hardware,
are not overly concerned with external security, or will not publish external (internet) user
access to the Web Portal.

Two Tier / High Security (Requires Two Separate Servers)

The Web Portal application (Front End) and Master Service application (Back End) are
installed on separate physical or virtual servers. The Web Portal server may reside in a DMZ
or other extranet that is firewalled from the internal domain (LAN). The Web Portal server
does not need to be a member of the domain and can be a simple workgroup server. The
Master Service server must be installed on an Active Directory domain member server
located on the same subnet or SITE as your primary (FSMO) DCs. The Web Portal server
and the Master Service server will communicate to each other over a single port published
through your firewall. Communication between servers is RSA secured and Blowfish
encrypted.

**This is the RECOMMENDED installation if you will allow public (internet) user access to the
self-service Web Portal.


http://www.microsoft.com/downloads/details.aspx?FamilyID=0856eacb-4362-4b0d-8edd-aab15c5e04f5&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?familyid=B44A0000-ACF8-4FA1-AFFB-40E78D788B00&displaylang=en

Installation Prerequisites

Follow the instructions below to install Password Reset PRO in a standalone “Single Tier” (Single
Server) configuration or distributed “Two Tier” (Two Server) configuration (Preferred).

Single-Tier Installation (Install everything on one server)

Prerequisites

You will need the following before proceeding with installation:
1. A physical or virtual server running a supported Windows Server operating system and is a
domain member-server (installation on domain controller not recommended).
2. Microsoft .Net v2.0.50727 installed
3. Microsoft Internet Information Server (11S) 6.0 or above installed

Two-Tier Installation (Install on Separate Servers)

Prerequisites - Master Service Installation Server

You will need the following before proceeding:
1. A physical or virtual server running a supported Windows Server operating system and is a
domain member-server (installation on domain controller not recommended).
2. Microsoft .Net v2.0.50727 installed

Prerequisites - Web Portal Installation Server

You will need the following before proceeding:

1. A physical or virtual server running a supported Windows Server operating system. The
Web Portal server may reside in a DMZ or other extranet that is firewalled from the internal
domain (LAN). The Web Portal server does not need to be a member of the domain and can
be a simple workgroup server.

2. Microsoft .Net v2.0.50727 installed

3. Microsoft Internet Information Server (lIS) 6.0 or above installed

Prerequisites — Network / Firewall

1. Allow a single port to communicate between Web Portal Server and Master Service server
through your firewall. The default port is 5000, however you may change this in the
application configuration settings. Server to server communication is RSA secured and
Blowfish encrypted.

2. Configuring external / public Web Portal access: Please refer to the Advanced Configuration
section located at the end of this guide.

Next page, begin installation of Password Reset PRO



Password Reset PRO Installation Steps
Run the Password Reset PRO installation setup program:

1. Welcome Screen — click next.

i-'.%“ Password Reset PRO Setup

Welcome to the Password
Reset PRO Setup Wizard

Setup Wizard,

The Setup Wizard will install Password Resst PRO on your
computer. Click "Mext” to continue or "Cancel” to exit the

= Back

Cancel |

2. Read the entire license agreement and choose accept to continue

fi Password Reset PRO Setup

End-User License Agreement

Please read the following license agreement carefully

SYSOP TOOLS - END USER LICENSE AGREEMENT (EULA)

READ THE TERMS OF THIS LICENSE AGEEEMENT (THE
"AGREEMENT") CAREFULLY BEFORE INSTALLING THE
SOFTWARE (TOGETHER WITH, WHERE APFPLICABLE.
ASSOCIATED DATABASES, DATA SERVICES AND CERTAIM
ADDITIOMNAL SOFTWARE FUNCTIOMALITY, COLLECTIVELY THE
"SOFTWARE").

THE | ICEMSE GRAMTED TOL YO IM THIS AGREFMERT ARFE
™ I accept the terms in the License Agreement

¥ I do not accept the terms in the License Agreement

E

SysOp Tools
< Back Mexh =
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3. Installation choices:

a. Choose “Single-Server Full Installation” to install the Web Portal and the Master
Service on the same server.

b. Choose “Install Internal Service Only” to install the Master Service on an internal
domain member server. Select this option if you will install the Web Portal on a
different server.

c. Choose “Install User Web Portal Only” to install the Web Portal only. Choose this
option if you will install the Master Service on a different server.

i Password Reset PRO Setup X

Installation Type

Select the installation type or components that will be installed on this server,

Install User Web Portal Only (Front

sers will connect to this server for the Web Poltal. This server
is public facing and may be located in a DMZ, (Workgroup server
is Ok, IIS 67 required)

Agent. This server is secure and talks to my 4
directly, (Domain member server is required

Single-Server Full Installation

Install the front-end Web Portal back-end Dowain Agent on this
server, This server is secure and talks to my Agtive Directory
directly. {Domain member server and IIS 6/2fequired)

< Back |

SysOp Tools

Continued on next page...



4. Accept default installation paths for the Web Portal (IIS site) and Configuration Tool:

i Password Reset PRO Setup x|

Select Portal Installation Folder
This is the folder where Password Resst PRO Web Portal will be installed,

To install in this folder, didk "Mext”, Tao install to a different folder, enter it below or didk
"Browse",

Web Portal Installation Path:

IC: ‘Program Files'SyeCp Tools\Password Reset PRO\Password Reset Browse...

Configuration Tool Installation Path:
IC: ‘Program Files'SysOp Tools\Password Reset PROYConfiguration Tt Browse...

SysOp Tools
< Back

Cancel |

5. Accept the default installation path for the Master Service:

il Password Reset PRO Setup x|

Select Master Service Installation Folder
This is the folder where Password Reset PRO Master Service will be installed,

To install in this folder, dick "Mext”. To install to a different folder, enter it below or dick
"Browse",

Master Service Installation Path:

C:'\Program Files'SysCp Tools\Password Reset PRO\Service, Browse...
SysOp Tools
< Back Cancel |

Continued on next page...



6. Choose Install to begin the installation:

i Password Reset PRO Setup x|

Ready to Install
The Setup Wizard is ready to begin the Password Reset PRO installation

Click "Install” to begin the installation. If vou want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

SysOp Tools

Cancel |

7. Please wait while the installation completes:

il Password Reset PRO Setup x|

Installing Password Reset PRD

Please wait while the Setup Wizard installs Password Reset PR, This may take
zeveral minutes,

Status: Copying new files
|

SysOp Tools

< Bach MeExh =

Continued on next page..



8. Finish the installation and launch the Web Portal Configuration Utility and Master Service
Configuration Utility.

i':_??l Password Reset PRO Setup x|

Completing the Password
Reset PRO Setup Wizard

Click the "Finish” button to exit the Setup Wizard,

W Launch Password Reset PRO Configuration Utlity

W Launch Web Configuration Utlity

Installation Complete!

Next section: Configuring Password Reset PRO...



Password Reset PRO Configuration

Master Service Configuration Settings

1. Configure the Master Service FIRST.

Open the Master Service Configuration Utility.
a. Enter your license keys under “Add License Key”.

b. Web Portal Deny List. Enter accounts you want to exclude from accessing the Web
Portal. We STRONGLY recommend adding all “well known” accounts such as
“Guest” and “Administrator”, and other sensitive user accounts. As a security feature
of our software, all non-password-expiring user accounts and “System” accounts are
denied Web Portal login access.

c. Refresh User Accounts: Password Reset PRO refreshes its list of Active Directory
users every 5 hours by default. You can change this interval or click “refresh now” to
do an immediate update. If you just created several new user accounts and want
them to use the Web Portal immediately, click “refresh now” to update Password
Reset PRO.

Master Service Configuration Screen
5 Password Reset PRO Master Configuration _ |EI|5|
| Metwork and Service Settings I Profile Securty Settings I Web Portal Settings I Report and Email Settings I About I

— License | — Help for This Tab
Licensze Key: I Add Key License Keys =
Copy / Paste your license key into the “Add License
Key® field, then click “Add Key®. You must have a

Domain | Users | Bwpirtion Date | | valid license key for Password Reset PRO to
function in your demain. Make sure to paste the
entire key string otherwise you will receive a
license key error. You can remove a license key by
clicking the red X to the right of an added licenze
key.

Licensed User Accounts Cache

Checks Active Directory for current list of domain

uzer accounts. Use the *Refresh” setting to tell

Password Reset PRO how often to update its list of
. - I,. 3 cached domain user accounts. **Mewly created

Refresh User Accourts Every: IE hof2 =gm Ml demain user accounts will not be able to access the

Web Portal until the User Cache has been updated.
\ Click “Refresh Mow™ to immediatety update the

éeb Portal Dery List / cache.

ﬂ VWeb Portal Deny List

Click the “Browse” button to select domain user

accounts that will be denied access to the web

ﬂ portal. Typically, vou will want to deny sensitive
domain user accounts within the \Buittin OU of

Select Users | (Active Directory. *®At very least, vou should deny
access to the *Administrater” and *Guest” domain LI

r— Licensed User Accounts Cache

2ave L

Changes Cloge |

Continued on next page...
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2. Set the IP address of your Web Portal server and select TCP communication port.

Web Portal IP Address:
a. Single Tier (single server) installation: Enter 127.0.0.1 (localhost) as the IP address of
the Web Portal.

b. Two Tier (separate server) installation: Enter the IP address of the server on which
you installed the Web Portal application.

Tip* If you want to allow access to the Master Service from multiple Web Portal servers,
you can enter the additional external server’s IP addresses separated by a semicolon (;).
This is great for failover or capacity planning.

Service Port:

a. Select the TCP network port to be used for connecting the Master Service server to
the Web Portal Server. You MUST allow this port access through your firewall if the
servers are separated by the firewall. Change the port number as needed.

b. For Single-Tier installations with both Web Portal and Master Service on the same
server, it is OK to leave the port setting as-is.

Master Service Configuration:
=

5 I Profile Securty Settings I Web Portal Settings I Report and Email Settings I About I

mcﬂon r— Help for This Tab
Web Portal IP Address: |1 27.0.01 / Vieb Portal Connection

|»

Web Portal IP Address: Specify the IP address of

vour Web Pertal server. For single-tier installations

— Master Service Corfigurati with the Web Portal and Internal Master Service
installed on =ame =erver, use 127.0.0.1. For two-
Service Port: IECCC 3: tier installations with the Veb Portal installed on a
physically separate server from the Internal Master
Service Status: Stopped Refresh | Service, enter the IP of the Web Portal server. **If

thiz field iz not =et properly, the Web Portal will fail

Service Credertials: LocalSystem Service must use a domain‘wuser to connect to the Internal Master Service.

account with domain administrator rights

Master Service Configuration
Service FPort: Used for secure communication

Servi X - . : between the Web Portal server and the internal
ervice Configuration: Open Windows Services | \aster Service server. Choose any unused
network port between 1025 and 56658, *If your
Web Portal server is located in an external DMZ
zone or on a different network subnet than the
Master Service server, you may need to adjust
firewall rules to allow bi-directional port traffic.
Service Port connection iz RSA secured and
communication iz Blow fish encrypted.

Startup Mode: Manual

Service Cortrol: Start Service |

Service Stsfws: Operational state of the Internal
IMaster Service. Use controls to start / stop the

IMaster Service. If the =ervice iz stopped, users will
not be able to access the Web Portal. il

Continued on next page...
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Configure the Installed Windows Service:

The installed service is extremely important to configure correctly. If you do not grant the
service appropriate domain permissions or start the service, users will not be able to log in to
the Web Portal and will not be able to create a Portal Logon Identity.

Security Note: The service account credentials and password used by Password Reset PRO
are ONLY stored natively by Windows, nowhere else! This ensures native Windows security
remains intact when installing our software.

a. Click ‘Open Windows Services’ button. The Windows Services snap-in opens.

b. Find ‘Password Reset PRO Master Service’ and choose properties.

c. Inthe ‘Log On’ tab of the service properties, set the ‘Log on as’ to a valid domain\user
account that has Domain Admin or Enterprise Admin rights, or delegated permissions
to modify user objects including password change, password reset, account unlock,
and write properties.

d. Click Apply, then start or restart the service for the settings to take effect.

e. Make sure the Startup Mode is set to “Automatic”

Tech Note: When a user creates a Portal Logon Identity in the Web Portal, their identity
information is written to an existing attribute within their Active Directory user account. This
identity information allows a domain user to access the Web Portal when their password is
expired or when their account is locked out. Therefore, it is imperative for the service to have
permissions to write the identity information to the AD user object.

Master Service Configuration:

 Services Password Reset PRO Master Service Propetties {Local Compute.. !
File  Action Wiew Help -
General Log On | Fecaovemn | Dependencies |
= |m PR @2E|r s 0=
Log on as: =
% Services (Local) Marme / | De -
Mebwark Provisioning Service Mz " Local Spstem account
%NT LM Security Support Provider Pri = Bllow service tainteract with deskbop
%F‘assword Reset PRC Master Service Th ; o D e
%Performance Logs and Alerts CC ' This account I BMAIRLaMAINAdMI 4|E[DW$E"'
%PluQ and Play En Fazzword: I.o.oo.ooooooooo
%Portable Media Serial Number Service Re -
%Print Spooler Mz Confirm pagsword: I.o.oo.ooooooooo
% Protected Storage Pri
Remote Access Auto Connection Manager  De . . . o
%Remote Access Connection Manager s m You can enable or dizable this service for the hardware profiles listed below:
<
&8 Remate Administration Service Fri Hardware Profile | Sewics |
%Remote Desktop Help Session Manager Mz Profile 1 Enabled
%Remote Packet Capture Protocol w.0{ex... Al
i %Remote Procedure Call (RPC) e
1 %Remote Procedure Call {RPC) Locator En
% Remoke Registry En
%Remote Server Manager Mz .
! 8 Rremovable Storage Mz Enable | Dizable |
! %Resultant Set of Palicy Praovider En
%Routing and Remote Access En
Extended #, Standard / 0k I Cancel | Apply | B

s

Continued on next page...
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Review the Profile Security options and make appropriate selections. These settings affect
Web Portal user ID profile setup and Web Portal login.

a. Domain Logon Security: “Max Failed Login Attempts” sets how many incorrect login
attempts a user is allowed before being denied further access to the Web Portal. A
user must close / re-open their browser to try again if they exceed the limit. We
recommend setting this limit to one less than your domain lockout policy. If your
domain lockout policy is set to 3 invalid attempts, set this value to 2.

b. Profile Security Word Settings: Sets a level of complexity for Web Portal users
creating or changing their Profile ID security word. By adding complexity, this keeps
users from using overly-simple words for their security word.

c. Min Length: Sets the minimum length of the security word. We recommend setting
this to the same length as your domain password policy setting.

d. Banned Words: Add words to the list that you do not want your users to use as part of
their security word. The default list of words includes words that may be easy to
guess when compared to the table of security images, and also includes the variable
“%username%” which excludes use of their domain user name. We recommend not
removing any of the default words.

Master Service Configuration:
5 Password Reset PRO Master Configuration o ] 4

License and Access Settings I Metwork and Service Settings | f Web Portal Settings | Report and Email Settings | About |

W — Help for This Tab
Max Failed Domain Login Attempts: |2 3: ) Domain Logon Security: -

Max Failed Domain Login Attempts: Sets the
maximum number of authentication attempts in the
\Web Portal when entering demain account / domain
pazsword combination. *Make sure this setting iz
1 less than your domain paszword lockout policy

Complexdty: ILeﬂem + Number = threghold! Example: Ifyuur.dumain lockout policy is
=et to 5 bad attempts, =et thiz to 4.
curity Word Min Length: E

— Profile Security Word Seti

Profile Security Word Settings:

Banned Words: teapot.island.shoe.boot.hlueman.home.heart.motorc;.-cle.Iemon.fish.;I Security Word Complexity: Sets the level of
flower people dinosaur rex,car,coffee pig pepper,castle mansion ra complexity reguired when a user types a
din.shopping cart butterfly ski snowboard boat pamat bird bamel wh memerable Security word during Profile Setup or
eel. usemame % Change Profile Login within the Web Portal. During

Profile Setup, a user will select a Security Image
and then type a memerable Security word.

LI Complexity requirements allow you to enforce an
extra level of gecurity if reguired.

Security Word Min Length: Sets the reguired
minimum length of the profile Security Word.

Banned Words: List of common words that cannot

be used at the beginning of a profile Security Word.
This list iz pre-populated with default “easy” words
that describe the portal Security Images, and does

not allow the users domain account name or first / LI

JdVE LNENgES Close |

Continued on next page...
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Customize messages that appear to users in the Web Portal.

a. Change the “Domain Password Requirement Text’ to match your internal domain
change password policy. Users will see this text when changing or resetting their
domain password in the Web Portal. We have provided example text here to help get
you started. This text should match your domain password policy settings.

b. Help Request Page: Within the Web Portal, users have an option to send a help
request email to an administrator or help desk. This message is displayed on the
“Help Request” page for the user. We have provided default text to get you started.

c. Contact Admin Page: If a Web Portal user is denied access or encounters an error,

they are diverted to a “Contact Admin” page to request help. This message is
displayed on the “Contact Admin” page for the user. We have provided default text to

get you started.

Tech Note: You can use basic HTML markup tags to improve the looks of the web
portal messages. Do not include scripts or image tags as they will not work.

Master Service Configuration:

5 Password Reset PRO Master Configuration

License and Access Settings I Metwork and Service Settings I Profile Security Settings

I [ 3

Report and Email Settings | About |

Wmu@s allowed)
Domain Password Requirement Text: \

(Chioosing a new domain passward: Your password must bg at least § characters long and contain at least
1 capital letter and one number or non4etter character. Algh, your password cannot contain any part of
vour user name or last five passwords. Example passwerfs which meet this criteria are "P@sswird”,

2u", "MydOgSplt", or "W 33kend". Makei#fln, think of something memarable and personable.

Help Request Page:

<b>Welcome to the help request page.</b=<br />Using the contact form below, you can send a =
message to T support staff and request assistance with any issues you may be encourtering with your

domain user accourt, password or web portal. Your domain account information will be sent with the
request automatically, if you would like to be contacted at a specific email address or phone number

please include that information in the provided areas below. You will receive a response to your help

=

Cortact Admin Page:

<b>Welcome to the contact admin page. </b=<br />Llsing the contact form below, you can send a =
message to IT support staff and request assistance with any issues you may be encountering with your

domain user accourt, password or web portal. Your domain account information will be sent with the
request sutomatically, f you would like to be contacted at 2 specific email address or phone number
please include that information in the provided areas below. You will receive a response to your help

-

|

— Help for This Tab

|Header and Footer Settings

Header: Enter the url of an image that you would
like to use as the Web Portal banner for all pages.
Image dimensiens cannot be larger than $0px high
by E00px wide. If no image iz epecified the default
“Password Reset PRO" banner will be used.
Example: <img

src=http:/fcompany. comfimages/companybanner.pn
g width="420px" height="80px" /=

| v

Footer: You may enter footer text for the VWeb
Portal. For example, links to your company’s privacy
policy or other information. Images are not allowed
in the footer, only text and hyperlinks.

Web Portal Messages

Domain Pesaword Requirement Text: Inform users
of your domain’s paszword change complexity
reguirementz. They wil 2ee this text when
changing or resetting their domain password within
the VWeb Portal. We have provided default text to
help get yvou started.

Help Reguest Page: Specify a message to users
wiho want to submit a help reguest. Users will see
this message when they arrive at the “Submit Help
Reguest® page within the Web Portal.

Continued on next page...
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6. Select the log file path, SMTP server and admin email settings.

a.

Choose a local SMTP relay server for sending administrator alerts and daily summary
report emails. Make sure your Exchange server virtual SMTP relay is set to allow
connection and relay from the IP of the Master Service server.

** If you do not set up email connectivity to your relay server correctly, you will not
receive any emails or reports from Password Reset PRO!

Send Immediate Emails to: Add an email address for receiving “immediate alerts”
such as account unlock events and system errors. Immediate alerts are sent in real-
time as they happen and should be sent to an IT Administrator.

Send Help Request emails to: Add an email address for receiving user help requests
from the Web Portal. You may want these emails to go to your helpdesk group or
ticketing system.

Send Daily Reports to: Add an email address for receiving the Daily Summary Report
email. This report contains a summary of all Web Portal events for the last 24hr
period. Typically this email should go to an helpdesk group or UT administrator group
for daily review.

Audit Reports: Export a list of all active password expiring user accounts that do not
have a logon profile established on the Web Portal. The user's name, domain
account and email address are exported to an XML-based Excel spreadsheet (Excel
2003 or later required) for easy review. Extract the email addresses from the exported
data and send a reminder email to your users, encouraging them to create a profile
on the Web portal.

Tech Note - Disabling Emails: If you leave an email address field blank, the feature
will be disabled. Testing email delivery: Use the “Test” button to test and verify email
connectivity. You should receive a test email to the specific address.

Master Service Configuration:
8 Password Reset PRO Master Configuration M= 3

Licenze and Access Settings I Metwork and Service Settings I Prafile Securty Settings I ‘wieh Portal Seftings  Feport and Email Settings I About I

Report Log Location: IC:\F‘rogram Filez"Syps0p Tools\Pazsword Reset PROYL ogs Browize.. | — Help for Thiz Tab

— M ail Canfi ki Email Configuration
SMTP Sener: Password Reset PRO sends "real
TP Server: I1 32188110 Test | time" messane alerts and a daily activity summary

Send Immediate Emailz to: Iadmln@yourdomaln.com Test ey e el s e eme o [P eiliiess @
—_— . ; " )
e Mo - Tl your internsl mail relay server. *If vou are using
Send Help Request Emails to: Ihelpdesk@yourdom ‘com sl erssart Brisheres, meke e yay s ey
and "Connection" settings on the Exchange Yirtusal

|»

report to you via email.

r— iy Summary Repart Settings
Report Subject Line: IPassword Reset PRO Djily Summary for Zdomain’ SErVEr.

Send Daily Reports to: Iadmin@yourdomain. Test | Send Immediate Emails to: Enter the email address
of the person or group that should receive
"Immediate” real-time alerts from the Wieh Portal.

SMTP server to allowe SMTR relay from the [P
aodress of this server. Also, make sure any anti-
=patn fitters are set to "white list" email from this

This includes system error alerts, unlock domain

— Audit Reports "Test" button to check deliverability of the email
. ) . address entered. A test email wil be sent to the
Licensed Users Without a ‘Web Portal Profile: E xport | specified email address.

account events, and (Scott what elze?). *ze the

Send Help Request Emalis to: Erter the email
scdress of the person or group that should receive
Helh Request and Contact Ldmin emailz from the
Wb Portal. The Help Request and Contact Sdmin

emailz include user account data, message from LI

Save Changes Close |
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Web Portal Configuration Settings

7. Open the Web Portal Configuration Utility. Begin by entering the Master Service Server IP

address.

Master Service Server IP Address:
a. For Single Tier (all on same server) installation, enter 127.0.0.1 (localhost).

b. For Two Tier (separate server) installation, enter the IP address of the server where
you installed the Master Service.

c. Service Port: Set the Service Port to the same port you specified in the Master
Service Configuration.

d. Use the “Test” button to test the connection and ensure it is working properly.

e. IS Web Server Status: Shows you the current state and settings of the Web Portal on
your server. These settings can be changed through the 1IS manager.

Tech Note: If the port number does not match in the Master Service configuration and
the Web Portal configuration settings, the connection will fail. If you have a firewall or
router between the Web Portal Server and the Master Service Server, make sure you
allow bi-directional port traffic for this port between the two servers.

Web Portal Configuration Settings

8 Password Reset PRO Web Portal Settings
Metwark and Server Settings | ‘wieh Portal Settings I About I

IS[E B3

btEster Service Conhection

Master Service Server |P Address:

Service Port of Master Service Server:

[1z7.001

I 5000 3:

Test |

115 Web Server Status
115 Website Mame:

Launch Portal:

115 Metwork Bindings

S5L Enabled:

115 Application Pool:

Pazzword Reset Proweb Portal (Running)]

hittpe A flocalhost: 3080

IP Address I F'ortl Haost Header |
All Unassigned 8080
Mo

DefaultéppFool

Refresh |

—Help

Master Service Connection

Master Service Senver 1P Address: Specify the P
address of your Master Service server. For single-tier
inztallations where you have installed the YWk Portal
and the Master Service onthe same server, use
127.0.01 &= the IP. For two-tier installstions where the
ek Portal is installed on & physically separste server
from the Master Service server, enter the P of the
Master Service server.

*If the IP address iz not set properly, the Wk Portal
will fail to connect to the {ternal Master Service.

Service Port of Master Service Server: Used for
secure communication between the YWeh Portal server
and the internal Master Service server. Enter the
Service Port number that you specified inthe Master
Service configuration settings.

**f wour Yeb Portal server iz located in an external
D7 zone or on & different netvork subnet than the
laster Service server, you may need to adjust fireweall
rules to allovw bi-directional port traffic.

**f the Service Port iz not set properly, the VWeh Portal
will fail to connect to the internal Master Service.

Save Changes Close

Continued on next page...
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8. Brand your Web Portal! You may optionally change the Web Portal page title, image
header and add footer text / hyperlinks. Max header image size is 800px by 150px.

Web Portal Configuration Settings
Ik

Network and Server Settings About I

Web Portal Settings |

< eb Portal Title Bar Text N — Help

Title Texd: Paseford Reset PRO Identity Management Portal Header / Footer

Header Imags: Specifies a custom banner image to
use on Web Portal pages. Use the “File = Browse™

—Header and Fi ings button to choose an image stored on your computer
. s " . (jpg, gif, png, bmp formats only). The image will ke
eader Image (HTML for Header e -max 800w x 150h - jpg. .off. png. bmp): e e e
<img src="images/sysop+oolspwrbanpertransparent .gf "> application install directory. Alternatively, vou can use

an external url of an image hosted on another server.
**Image cannot be wider than 800px or taller than
150px.

Footer: You can provide text and links in the VWeb
Browse... | Portal bottom footer area. For example, links to your

company’s privacy or use pelicy. Only text, hyperlinks

/){_\ and basic HTML style tags are allowed, no images or
scripts. Any URL links specified in the footer will open

\/ in a new browser window when clicked.
N
Web Portal Title Bar Text

Title Text: Enter the title text that you would like to
appear in the top bar of the Web Portal uger's client

browser.
Save Changes | Close
& Password Reset PRO Identity Management Portal - Wind cuseesrressmmmers Browser Tltle (= ===
Text Area
@u - |i§ https://webportal.yourcompany.net/ - J L =
W hﬁ Password Reset PRO Identity Management Portal ]_l CEL M v = v b Page v () Tools v
@ SysopTOOIS Password Reset PRO
Header
Image Area
Enter your Domain Username:
’ oo
Footer Text &
Link Area
\
() sysOpToos s ~ i
4 | [ | 2
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Configuration of your Password Reset PRO Installation should now be complete!

Testing the Web Portal

By default, the installation configured your Password Reset PRO web portal to use port
8080. You can change the port settings in the 1IS manager. We strongly urge only allowing
SSL connections and port 443 for external (internet) user access.

1. Log on to the server where you installed the Web Portal application. Open your
browser and type http://localhost:8080 . The Web Portal will take about 30 seconds to
“‘compile” the ASP.NET code and then display the main logon page. The “compile”
time occurs the very first time you load the portal. Users accessing the Web Portal will
not experience this delay after the 1%-time compile.

2. Try accessing the web potal from another server or workstation on the LAN by typing:
http://www.YourServerName.com:8080. If the page displays, this means you have
everything operational now.

3. Log on to the portal with an active password expiring user account and set up an ID
profile. Log off the Web Portal and then log back on with your new Profile ID.

This will give you an understanding for how the process works and what your users

will see.

& Password Reset PRO Identity Management Portal - Windows Internet Explorer [ ===
@ - |U https://webportal yourcompany.net/ - | +3 | X | | Live Search 2 -
'i':? ahe | & Password Reset PRO Identity Management Portal | | & Fﬁ ~ = v |-k Page v () Tools =

® SYSOPTools Password Reset PRO
Log on and
try it out!
\
Enter your Domain Username:
(D SysOpTols’ e i
4 1 r
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http://localhost:8080/
http://www.yourservername.com:8080/

Post Installation Security Enhancements

Follow the optional Post Installation Steps to further configure your Web Portal installation
and strengthen security.

By now your Password Reset PRO Self Service Portal is operational. If you plan on making
the Web Portal publically accessible to your remote users via the internet, we urge you to
strongly consider the following steps for strengthening perimeter security:

o Configure IIS and the Web Portal with a public IP and only allow Port 443
o Allow SSL connections only to the Web Portal (disable Port 80 access)
e |Install a trusted SSL certificate from a Certificate Authority such as Verisign

Advanced Network Configuration & Firewall Settings

Password Reset PRO may be used in a high security environment by placing the Web Portal
application on a separate non-domain server in a DMZ or extranet, physically separated from
your domain / intranet (LAN) by a firewall. Install the Master Service application on a
domain member server located inside the internal network (LAN) within the same subnet or
SITE container as your primary Active Directory Domain Controllers.

Firewall configuration
Firewall rules should be configured as follows for a Two Tier (Separate Server) Installation:

Web Portal Server Traffic (Extranet or DMZ)

Description In/Outbound  Protocol Port

External user HTTP/S | Inbound TCP 443 (or other port specified in your IIS
connectivity from configuration as needed)

Internet

Internal connectivity Outbound TCP 5000 or alternate port configured in the
to / from Master Master Service Configuration (Network
Service server and Service Settings tab)

Master Service Server Traffic (Intranet or LAN)

Description In/Outbound  Protocol Port

Internal connectivity Inbound TCP 5000 (default) or other port configured in

to / from Web Portal the Master Service Configuration >
Network and Service Settings tab

Internal connectivity Outbound TCP Full LAN / domain connectivity

to Active Directory

Domain Controller
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First Time Installing IS on Server 20037 You may need to enable
ASP.NET in lIS

Enable ASP.Net in IIS (Windows Server 2003 only — Server 2008 Skip This Step)

If you have not already configured your IIS server to run ASP.Net applications, perform the
following step to enable ASP.NET in IIS. Note that this is not required if you are running
Windows Server 2008:

1. Install ASP.NET by opening a Command Prompt and running the following command:
C:\Windows\Microsoft. NET\Framework\v2.0.50727>aspnet_regiis.exe —i
Command Prompt

C2~WINDOWS*“Microsoft _.NET“Framework 2 @ _ 58727 azpnet_regiis.exe —i
Start installing ASP_MET <2_@8.58727>.

Finizhed installing ASP.MET (2.8.58727).

C 2~ WINDOWS“Microsof t _.NET“Framework-u2 @.58727>_

2. Enable the ASP.Net Web Service Extension by opening IIS Manager and choosing
Web Service Extensions, selecting ASP.Net v2.0.50727 and clicking ‘Allow’.

h Internet Information Services (I15) Manager

‘:ﬂ Eile  Action Wew Window Help

& Bm| R R 2|

i”'_ Inkernet Information Services - Wehb Service Extensions
=, WEBTEST (local computer)

+_J Application Pools | ‘#eb Service Extension | Status |

=) Web Sites & Al Unknown CGI Extensions Prohibited

T g Default tireb Site Al & Al Unknown ISAPT Exkensions Prohibited

] Passu\!ord Reset_Pro Web Partal —_— [®] Active Server Pages Prohibited

) Web Service Extensions A5P.NET vZ2,0,50727 Prahibited

Froperties %] Internet Data Cannector Prohibited

- [#] Server Side Includes Prohibited

[#] webDay Prohibited

Tasks

i Add 5 new Web service extension...

& allow all web service extensions For
specific application...

I protibit all web service extensions

@ Qpen Help
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Reference Links for IIS and SSL Configuration

The below resource links are provided for your convenience. Please be advised these links
are outside of the control of SysOp Tools, Inc. SysOp Tools takes no responsibility for the
accuracy, completeness, availability or content of information obtained through the below
resource links.

If you find yourself stuck on the installation / setup of Password Reset PRO, please contact
our Support Team through the “Contact Us” page on our website located at:
http://www.sysoptools.com . We’ll do our best to help!

Enabling SSL.:

Set up SSL Protocol in Server 2003 11S6
http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/Library/11S/56bdf977-
14f8-4867-9¢c51-34c346d48b04.mspx?mfr=true

Set up SSL Protocol in Server 2008 11S7
http://learn.iis.net/page.aspx/144/how-to-setup-ssl-on-iis-7/
http://learn.iis.net/page.aspx/378/configuring-ssl-in-iis-manager/ (Video Tutorial)
*Disable port 80 to ensure only secure connections to the web portal

Installing SSL Certificates:

Install Certificate Authority SSL Cert in Server 2003 11S6
http://www.verisign.ch/support/ssi-certificate-support/page ch en dev020193.html

Install Certificate Authority SSL Cert in Server 2008 [IS7
https://knowledge.verisign.com/support/ssl-certificates-
support/index?page=content&id=s09071

Enabling or Re-Registering ASP.NET in IIS:

Enable ASP.NET 2.0 Protocol in Server 2003 11S6
aspx pages not displaying? Make sure you have enabled the .aspx protocol.
http://msdn.microsoft.com/en-us/library/aa560277.aspx

Enable ASP.NET 2.0 in Server 2008 |IS7

In order to enable .aspx pages to be served under 1IS7, you must install ASP.NET 2.0
through the Windows setup interface available from the Control Panel > Programs applet.
This will create the appropriate handler mappings you need at the global IIS level to serve
your .aspx pages and other asp.net content.

Re-Registering ASP.NET in IIS

Sometimes you may need to re-register ASP.NET 2.0 with 11S6 or 11S7 in order for IIS to see
the available 2.0 .NET version.

This can happen if you installed ASP.NET 2.0 before installing 11S6 or 11S7.

Register ASP.NET 2.0 in Server 2003 11S6 or Server 2008 1I1S7

Open a command prompt and run

"C:\Windows\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe -i -enable".

Open IIS manager again and .NET 2.0 should now be a selectable option for the web
application.

Make sure to enable ASP.NET as an allowed protocol.

<< End of Installation Guide >>
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http://www.sysoptools.com/
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