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Introduction and Applicability  

1. This Statement provides guidance on the factors an independent auditor should consider when auditing 

the financial statements of an entity that uses a service organization to process certain transactions. This Statement 

also provides guidance for independent auditors who issue reports on the processing of transactions by a service 

organization for use by other auditors. 

2. For purposes of this Statement, the following definitions apply: 
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Å User organizationðThe entity that has engaged a service organization and whose financial statements are 

being audited 

Å User auditorðThe auditor who reports on the financial statements of the user organization 

Å Service organizationðThe entity (or segment of an entity) that provides services to the user organization 

Å Service auditorðThe auditor who reports on the processing of transactions by a service organization 

Å Report on policies and procedures placed in operationðA service auditorôs report on a service 

organizationôs description of its control structure policies and procedures that may be relevant to a user 

organizationôs internal control structure, on whether such policies and procedures were suitably designed to 

achieve specified control objectives, and on whether they had been placed in operation as of a specific date 

Å Report on policies and procedures placed in operation and tests of operating effectivenessðA service 

auditorôs report on a service organizationôs description of its control structure policies and procedures that 

may be relevant to a user organizationôs internal control structure,
1
 on whether such policies and procedures 

were suitably designed to achieve specified control objectives, on whether they had been placed in operation 

as of a specific date, and on whether the policies and procedures that were tested were operating with 

sufficient effectiveness to provide reasonable, but not absolute, assurance that the related control objectives 

were achieved during the period specified 

3. The guidance in this Statement is applicable to the audit of the financial statements of an entity that 

obtains either or both of the following services from another organization: 

Å Executing transactions and maintaining the related accountability 

Å Recording transactions and processing related data 

Service organizations that provide such services include, for example, bank trust departments that invest and hold 

assets for employee benefit plans or for others, mortgage bankers that service mortgages for others, and electronic 

data processing (EDP) service centers that process transactions and related data for others. The guidance in this 

Statement may also be relevant to situations in which an organization develops, provides, and maintains the 

software used by client organizations. The provisions of this Statement are not intended to apply to situations in 

which the services provided are limited to executing client organization transactions that are specifically 

authorized by the client, such as the processing of checking account transactions by a bank or the execution of 

securities transactions by a broker. This Statement also is not intended to apply to the audit of transactions arising 

from financial interests in partnerships, corporations, and joint ventures, such as working interests in oil and gas 

ventures, when proprietary interests are accounted for and reported to interest holders. 

4. This Statement is organized into the following sections: 

a. The user auditorôs consideration of the effect of the service organization on the internal control structure of 

the user organization and the availability of evidence toð 

Å Obtain the necessary understanding of the user organizationôs internal control structure to plan the 

audit 

Å Assess control risk at the user organization 

Å Perform substantive procedures 

b. Considerations in using a service auditorôs report 

c. Responsibilities of service auditors 

 



The User Auditorôs Consideration of the Effect 

of the Service Organization on the Internal 

Control Structure of the User Organization 

and the Availability of Audit Evidence 

5. The user auditor should consider the discussion in paragraphs 6 through 21 when planning and 

performing the audit of an entity that uses a service organization to process its transactions. 

The Effect of a Service Organization on a User 

Organizationôs Internal Control Structure 

6. When a user organization uses a service organization, transactions that affect the user organizationôs 

financial statements are subjected to policies and procedures that are, at least in part, physically and operationally 

separate from the user organization. The relationship of the policies and procedures of the service organization to 

those of the user organization depends primarily on the nature of the services provided by the service 

organization. For example, when those services are limited to recording user transactions and processing the 

related data, and the user organization retains responsibility for authorizing transactions and maintaining the 

related accountability, there is a high degree of interaction between the policies and procedures at the service 

organization and those at the user organization. In these circumstances, it may be possible for the user 

organization to implement effective internal control structure policies and procedures for those transactions. When 

the service organization executes the user organizationôs transactions and maintains the related accountability, 

there is a lower degree of interaction and it may not be practicable for the user organization to implement 

effective internal control structure policies and procedures for those transactions. The degree of interaction, as 

well as the nature and materiality of the transactions processed by the service organization, are the most important 

factors in determining the significance of the service organizationôs policies and procedures to the user 

organizationôs internal control structure. 

Planning the Audit 

7. SAS No. 55, Consideration of the Internal Control Structure in a Financial Statement Audit (AICPA, 

Professional Standards, vol. 1, AU sec. 319), states that an auditor should obtain a sufficient understanding of 

each of the three elements of the entityôs internal control structure to plan the audit. This understanding should 

include knowledge about the design of relevant policies, procedures, and records and whether they have been 

placed in operation by the entity. In planning the audit, such knowledge should be used toð 

Å Identify types of potential misstatements. 

Å Consider factors that affect the risk of material misstatement. 

Å Design substantive tests. 

8. If an entity uses a service organization, certain policies, procedures, and records of the service 

organization may be relevant to the user organizationôs ability to record, process, summarize, and report financial 

data consistent with the assertions embodied in the entityôs financial statements. In determining the significance 

of these policies, procedures, and records to planning the audit, the user auditor should consider factors such asð 

Å The significance of the financial statement assertions that are affected by the policies and procedures of the 

service organization. 

Å The inherent risk associated with the assertions affected by the policies and procedures of the service 

organization. 



Å The nature of the services provided by the service organization and whether they are highly standardized and 

used extensively by many user organizations or unique and used only by a few. 

Å The extent to which the user organizationôs internal control structure policies and procedures interact with 

the policies and procedures of the service organization. 

Å The user organizationôs internal control structure policies and procedures that are applied to the transactions 

affected by the service organizationôs activities. 

Å The terms of the contract between the user organization and the service organization (for example, their 

respective responsibilities and the extent of the service organizationôs discretion to initiate transactions). 

Å The service organizationôs capabilities, including itsð 

 ðRecord of performance. 

 ðInsurance coverage. 

 ðFinancial stability. 

Å The user auditorôs prior experience with the service organization. 

Å The extent of auditable data in the user organizationôs possession. 

Å The existence of specific regulatory requirements that may dictate the application of audit procedures 

beyond those required to comply with generally accepted auditing standards. 

9. The user auditor should also consider the available information about the service organizationôs policies 

and procedures, including (a) the information in the user organizationôs possession, such as user manuals, system 

overviews, and technical manuals, and (b) the existence of reports on the service organizationôs policies and 

procedures, such as reports by service auditors, internal auditors (the user organizationôs or the service 

organizationôs), or regulatory authorities. 

10. After considering the above factors and evaluating the available information, the user auditor may 

conclude that he or she has the means to obtain a sufficient understanding of the internal control structure to plan 

the audit. If the user auditor concludes that information is not available to obtain a sufficient understanding to plan 

the audit, he or she may consider contacting the service organization, through the user organization, to obtain 

specific information or request that a service auditor be engaged to perform procedures that will supply the 

necessary information, or the user auditor may visit the service organization and perform such procedures. If the 

user auditor is unable to obtain sufficient evidence to achieve his or her audit objectives, the user auditor should 

qualify his or her opinion or disclaim an opinion on the financial statements because of a scope limitation. 

Assessing Control Risk at the User Organization 

11. After obtaining an understanding of the internal control structure, the user auditor assesses control risk 

for the assertions embodied in the account balances and classes of transactions, including those that are affected 

by the activities of the service organization. In doing so, the user auditor may identify certain internal control 

structure policies and procedures that, if effective, would permit the user auditor to assess control risk below the 

maximum for particular assertions. Such policies and procedures may be applied at either the user organization or 

the service organization. The user auditor may conclude that it would be efficient to obtain evidential matter about 

the operating effectiveness of these policies and procedures to provide a basis for assessing control risk below the 

maximum. 

12. A service auditorôs report on policies and procedures placed in operation at the service organization 

should be helpful in providing a sufficient understanding to plan the audit of the user organization. Such a report, 

however, is not intended to provide any evidence of the operating effectiveness of the relevant policies and 



procedures that would allow the user auditor to reduce the assessed level of control risk below the maximum. 

Such evidential matter should be derived from one or more of the following: 

a. Tests of the user organizationôs controls over the activities of the service organization (for example, the user 

auditor may test the user organizationôs independent reperformance of selected items processed by an EDP 

service center or test the user organizationôs reconciliation of output reports with source documents) 

b. A service auditorôs report on policies and procedures placed in operation and tests of operating 

effectiveness, or a report on the application of agreed-upon procedures that describes relevant tests of 

controls 

c. Appropriate tests of controls performed by the user auditor at the service organization 

13. The user organization may establish effective controls over the service organizationôs activities that may 

be tested and that may enable the user auditor to reduce the assessed level of control risk below the maximum for 

some or all of the related assertions. If a user organization, for example, uses an EDP service center to process 

payroll transactions, the user organization may establish internal control structure policies and procedures over 

input and output data to prevent or detect material misstatements. The user organization might reperform. the 

service organizationôs payroll calculations on a test basis. In this situation, the user auditor may perform tests of 

the user organizationôs controls over data processing that would provide a basis for assessing control risk below 

the maximum for the assertions related to payroll transactions. The user auditor may decide that obtaining 

evidence of the operating effectiveness of the service organizationôs policies and procedures, such as those over 

changes in payroll programs, is not necessary or efficient. 

14. The user auditor may find that internal control structure policies and procedures relevant to assessing 

control risk below the maximum for particular assertions are applied only at the service organization. If the user 

auditor plans to assess control risk below the maximum for those assertions, he or she should evaluate the 

operating effectiveness of those policies and procedures by obtaining a service auditorôs report that describes the 

results of the service auditorôs tests of those policies and procedures (that is, a report on policies and procedures 

placed in operation and tests of operating effectiveness, or an agreed-upon procedures report) or by performing 

tests of controls at the service organization, If the user auditor decides to use a service auditorôs report, the user 

auditor should consider the extent of the evidence provided by the report about the effectiveness of policies and 

procedures intended to prevent or detect material misstatements in the particular assertions. The user auditor 

remains responsible for evaluating the evidence presented by the service auditor and for determining its effect on 

the assessment of control risk at the user organization. 

15. The user auditorôs assessments of control risk regarding assertions about account balances or classes of 

transactions are based on the combined evidence provided by the service auditorôs report and the user auditorôs 

own procedures. In making these assessments, the user auditor should consider the nature, source, and 

interrelationships among the evidence, as well as the period covered by the tests of controls. The user auditor uses 

the assessed levels of control risk, as well as his or her understanding of the internal control structure, in 

determining the nature, timing, and extent of substantive tests for particular assertions. 

16. The guidance in SAS No. 55, paragraphs 46 through 55, regarding the auditorôs consideration of the 

sufficiency of evidential matter to support a specific assessed level of control risk is applicable to user auditors 

considering evidential matter provided by a service auditorôs report on policies and procedures placed in operation 

and tests of operating effectiveness. Because the report may be intended to satisfy the needs of several different 

user auditors, a user auditor should determine whether the specific tests of controls and results in the service 

auditorôs report are relevant to assertions that are significant in the user organizationôs financial statements. For 

those tests of controls and results that are relevant, a user auditor should consider whether the nature, timing, and 



extent of such tests of controls and results provide appropriate evidence about the effectiveness of the policy or 

procedure to support the user auditorôs desired assessed level of control risk. In evaluating these factors, user 

auditors should also keep in mind that, for certain assertions, the shorter the period covered by a specific test and 

the longer the time elapsed since the performance of the test, the less support for control risk reduction the test 

may provide. 

Audit E vidence From Substantive Audit Procedures 

Performed by Service Auditors 

17. Service auditors may be engaged to perform procedures that are substantive in nature for the benefit of 

user auditors. Such engagements may involve the performance, by the service auditor, of procedures agreed upon 

by the user organization and its auditor and by the service organization and its auditor. In addition, there may be 

requirements imposed by governmental authorities or through contractual arrangements whereby service auditors 

perform designated procedures that are substantive in nature. The results of the application of the required 

procedures to balances and transactions processed by the service organization may be used by user auditors as 

part of the evidence necessary to support their opinions. 

Considerations in Using a Service Auditorôs Report 

18. In considering whether the service auditorôs report is satisfactory for his or her purposes, the user 

auditor should make inquiries concerning the service auditorôs professional reputation. Appropriate sources of 

information concerning the professional reputation of the service auditor are discussed in SAS No. 1, Codification 

of Auditing Standards and Procedures (AICPA, Professional Standards, vol. 1, AU sec. 543, ñPart of Audit 

Performed by Other Independent Auditors,ò paragraph 10a). 

19. In considering whether the service auditorôs report is sufficient to meet his or her objectives, the user 

auditor should give consideration to the guidance in AU sec. 543.12. If the user auditor believes that the service 

auditorôs report may not be sufficient to meet his or her objectives, the user auditor may supplement his or her 

understanding of the service auditorôs procedures and conclusions by discussing with the service auditor the scope 

and results of the service auditorôs work. Also, if the user auditor believes it is necessary, he or she may contact 

the service organization, through the user organization, to request that the service auditor perform agreed-upon 

procedures at the service organization, or the user auditor may perform such procedures. 

20. When assessing a service organizationôs policies and procedures and how they interact with a user 

organizationôs internal control structure policies and procedures, the user auditor may become aware of the 

existence of reportable conditions. In such circumstances, the user auditor should consider the guidance provided 

in SAS No. 60, Communication of Internal Control Structure Related Matters Noted in an Audit (AICPA, 

Professional Standards, vol. 1, AU sec. 325). 

21. The user auditor should not make reference to the report of the service auditor as a basis, in part, for his 

or her own opinion on the user organizationôs financial statements. The service auditorôs report is used in the 

audit, but the service auditor is not responsible for examining any portion of the financial statements as of any 

specific date or for any specified period. Thus, there cannot be a division of responsibility for the audit of the 

financial statements. 

 

 



Responsibilities of Service Auditors 

22. The service auditor is responsible for the representations in his or her report and for exercising due care 

in the application of procedures that support those representations. Although a service auditorôs engagement 

differs from an audit of financial statements conducted in accordance with generally accepted auditing standards, 

it should be performed in accordance with the general standards and with the relevant fieldwork and reporting 

standards. Although the service auditor should be independent from the service organization, it is not necessary 

for the service auditor to be independent from each user organization. 

23. As a result of procedures performed at the service organization, the service auditor may become aware 

of illegal acts, irregularities, or uncorrected errors attributable to the service organizationôs management or 

employees that may affect one or more user organizations. The terms errors, irregularities, and illegal acts are 

defined in SAS No. 53, The Auditorôs Responsibility to Detect and Report Errors and Irregularities, and SAS No. 

54, Illegal Acts by Clients (AICPA, Professional Standards, vol. 1, AU secs. 316 and 317); the definitions therein 

are relevant to this section. When the service auditor becomes aware of such matters, he or she should determine 

from the appropriate level of management of the service organization whether this information has been 

communicated appropriately to affected user organizations, unless those matters are clearly inconsequential. If the 

management of the service organization has not communicated the information to affected user organizations and 

is unwilling to do so, the service auditor should inform the service organizationôs audit committee or others with 

equivalent authority or responsibility. if the audit committee does not respond appropriately to the service 

auditorôs communication, the service auditor should consider whether to resign from the engagement. The service 

auditor may wish to consult with his or her attorney in making this decision. 

24. The type of engagement to be performed and the related report to be prepared should be established by 

the service organization. However, when circumstances permit, discussions between the service organization and 

the user organizations are advisable to determine the type of report that will be most suitable for the user 

organizationsô needs. This Statement provides guidance on the two types of reports that may be issued: 

a. Reports on policies and procedures placed in operationðA service auditorôs report on a service 

organizationôs description of the policies and procedures that may be relevant to a user organizationôs 

internal control structure, on whether such policies and procedures were suitably designed to achieve 

specified control objectives, and on whether they had been placed in operation as of a specific date. Such 

reports may be useful in providing a user auditor with an understanding of the policies and procedures 

necessary to plan the audit and to design effective tests of controls and substantive tests at the user 

organization, but they are not intended to provide the user auditor with a basis for reducing his or her 

assessments of control risk below the maximum. 

b. Reports on policies and procedures placed in operation and tests of operating effectivenessðA service 

auditorôs report on a service organizationôs description of the policies and procedures that may be relevant to 

a user organizationôs internal control structure, on whether such policies and procedures were suitably 

designed to achieve specified control objectives, on whether they had been placed in operation as of a 

specific date, and on whether the policies and procedures that were tested were operating with sufficient 

effectiveness to provide reasonable, but not absolute, assurance that the related control objectives were 

achieved during the period specified. Such reports may be useful in providing the user auditor with an 

understanding of the policies and procedures necessary to plan the audit and may also provide the user 

auditor with a basis for reducing his or her assessments of control risk below the maximum. 

 



Reports on Policies and Procedures Placed in Operation 

25. The information necessary for a report on policies and procedures placed in operation ordinarily is 

obtained through discussions with appropriate service organization personnel and through reference to various 

forms of documentation, such as system flowcharts and narratives. 

26. After obtaining a description of the relevant policies and procedures, the service auditor should 

determine whether the description provides sufficient information for user auditors to obtain an understanding of 

those aspects of the service organizationôs policies and procedures that may be relevant to a user organizationôs 

internal control structure. The description should contain a discussion of the features of the service organizationôs 

policies and procedures that would have an effect on a user organizationôs internal control structure. Such features 

are relevant when they directly affect the service provided to the user organization. They may include features 

generally considered to be part of the control environment, specific activities that may represent a user 

organizationôs accounting system or a portion thereof, or specific policies and procedures designed to control such 

functions. Control environment elements may include hiring practices and the involvement of internal auditors. 

Accounting system elements would include the ways in which user transactions are initiated and processed. 

Control structure policies and procedures employed by a service organization, such as policies and procedures 

over the modification of computer programs, ordinarily are designed to meet specific control objectives. The 

specific control objectives of the service organization should be set forth in the service organizationôs description 

of policies and procedures. 

27. Evidence of whether policies and procedures have been placed in operation is ordinarily obtained 

through previous experience with the service organization and through procedures such as inquiry of appropriate 

management, supervisory, and staff personnel; inspection of service organization documents and records; and 

observation of service organization activities and operations. For the type of report described in paragraph 24a, 

these procedures need not be supplemented by tests of the operating effectiveness of the service organizationôs 

policies and procedures. 

28. Although a service auditorôs report on policies and procedures placed in operation is as of a specified 

date, the service auditor should inquire about changes in the service organizationôs policies and procedures that 

may have occurred before the beginning of fieldwork. If the service auditor believes that the changes would be 

considered significant by user organizations and their auditors, those changes should be included in the 

description of the service organizationôs policies and procedures. If the service auditor concludes that the changes 

would be considered significant by user organizations and their auditors and the changes are not included in the 

description of the service organizationôs policies and procedures, the service auditor should describe the changes 

in his or her report. Such changes might includeð 

Å Procedural changes made to accommodate provisions of a new FASB Statement of Financial Accounting 

Standards. 

Å Major changes in an application to permit on-line processing. 

Å Procedural changes to eliminate previously identified deficiencies. Changes that occurred more than twelve 

months before the date being reported on normally would not be considered significant, because they 

generally would not affect user auditorsô considerations. 

29. A service auditorôs report expressing an opinion on a description of policies and procedures placed in 

operation at a service organization should containð 

a. A specific reference to the applications, services, products, or other aspects of the service organization 

covered. 



b. A description of the scope and nature of the service auditorôs procedures. 

c. Identification of the party specifying the control objectives. 

d. An indication that the purpose of the service auditorôs engagement was to obtain reasonable assurance about 

whether (1) the service organizationôs description presents fairly, in all material respects, the aspects of the 

service organizationôs policies and procedures that may be relevant to a user organizationôs internal control 

structure, (2) the policies and procedures were suitably designed to achieve specified control objectives, and 

(3) such policies and procedures had been placed in operation as of a specific date. 

e. A disclaimer of opinion on the operating effectiveness of the policies and procedures. 

f. The service auditorôs opinion on whether the description presents fairly, in all material respects, the relevant 

aspects of the service organizationôs policies and procedures that had been placed in operation as of a 

specific date and whether, in the service auditorôs opinion, the policies and procedures were suitably 

designed to provide reasonable assurance that the specified control objectives would be achieved if those 

policies and procedures were complied with satisfactorily. 

g. A statement of the inherent limitations of the potential effectiveness of policies and procedures at the service 

organization and of the risk of projecting to future periods any evaluation of the description. 

h. Identification of the parties for whom the report is intended. 

30. If the service auditor believes that the description is inaccurate or insufficiently complete for user 

auditors, the service auditorôs report should so state and should contain sufficient detail to provide user auditors 

with an appropriate understanding. 

31. It may become evident to the service auditor, when considering the service organizationôs description of 

policies and procedures placed in operation, that the system was designed with the assumption that certain internal 

control structure policies and procedures would be implemented by the user organization. If the service auditor is 

aware of the need for such complementary user organization internal control structure policies and procedures, 

these should be delineated in the description of policies and procedures. If the application of internal control 

structure policies and procedures by user organizations is necessary to achieve the stated control objectives, the 

service auditorôs report should be modified to include the phrase ñand user organizations applied the internal 

control structure policies and procedures contemplated in the design of the Service Organizationôs policies and 

proceduresò following the words ñcomplied with satisfactorilyò in the scope and opinion paragraphs. 

32. The service auditor should consider conditions that come to his or her attention that, in the service 

auditorôs judgment, represent significant deficiencies in the design or operation of the service organizationôs 

policies and procedures that preclude the service auditor from obtaining reasonable assurance that specified 

control objectives would be achieved. The service auditor should also consider whether any other information, 

irrespective of specified control objectives, has come to his or her attention that causes him or her to conclude (a) 

that design deficiencies exist that could adversely affect the ability to record, process, summarize, or report 

financial data to user organizations without error, and (b) that user organizations would not generally be expected 

to have policies and procedures in place to mitigate such design deficiencies. 

33. The description of policies and procedures and control objectives required for these reports may be 

prepared by the service organization. If the service auditor prepares the description of policies and procedures and 

control objectives, the representations in the description remain the responsibility of the service organization. 

34. For the service auditor to express an opinion on whether the policies and procedures were suitably 

designed to achieve the specified control objectives, it is necessary thatð 



a. The service organization identify and appropriately describe such control objectives and the relevant policies 

and procedures. 

b. The service auditor consider the linkage of the policies and procedures to the stated control objectives. 

c. The service auditor obtain sufficient evidence to reach an opinion. 

35. The control objectives may be designated by the service organization or by outside parties such as 

regulatory authorities, a user group, or others. When the control objectives are not established by outside parties, 

the service auditor should be satisfied that the control objectives, as set forth by the service organization, are 

reasonable in the circumstances and consistent with the service organizationôs contractual obligations. 

36. The service auditorôs report should state whether the policies and procedures were suitably designed to 

achieve the specified control objectives. The report should not state whether they were suitably designed to 

achieve objectives beyond the specifically identified control objectives. 

37. The service auditorôs opinion on whether the policies and procedures were suitably designed to achieve 

the specified control objectives is not intended to provide evidence of operating effectiveness or to provide the 

user auditor with a basis for concluding that control risk may be assessed below the maximum. 

38. The following is a sample report on policies and procedures placed in operation at a service 

organization. The report should have, as an attachment, a description of the service organizationôs policies and 

procedures that may be relevant to a user organizationôs internal control structure. This report is illustrative only 

and should be modified as appropriate to suit the circumstances of individual engagements. 

To XYZ Service Organization: 

We have examined the accompanying description of the _________ application of XYZ Service 

Organization. Our examination included procedures to obtain reasonable assurance about whether (1) the 

accompanying description presents fairly, in all material respects, the aspects of XYZ Service 

Organizationôs policies and procedures that may be relevant to a user organizationôs internal control 

structure, (2) the control structure policies and procedures included in the description were suitably 

designed to achieve the control objectives specified in the description, if those policies and procedures were 

complied with satisfactorily,
2
 and (3) such policies and procedures had been placed in operation as of 

__________. The control objectives were specified by _____________. Our examination was performed in 

accordance with standards established by the American Institute of Certified Public Accountants and 

included those procedures we considered necessary in the circumstances to obtain a reasonable basis for 

rendering our opinion.____________ 

We did not perform procedures to determine the operating effectiveness of policies and procedures for any 

period. Accordingly, we express no opinion on the operating effectiveness of any aspects of XYZ Service 

Organizationôs policies and procedures, individually or in the aggregate. 

In our opinion, the accompanying description of the aforementioned application presents fairly, in all 

material respects, the relevant aspects of XYZ Service Organizationôs policies and procedures that had been 

placed in operation as of __________. Also, in our opinion, the policies and procedures, as described, are 

suitably designed to provide reasonable assurance that the specified control objectives would be achieved if 

the described policies and procedures were complied with satisfactorily. 

The description of policies and procedures at XYZ Service Organization is as of __________ and any 

projection of such information to the future is subject to the risk that, because of change, the description 

may no longer portray the system in existence. The potential effectiveness of specific policies and 

procedures at the Service Organization is subject to inherent limitations and, accordingly, errors or 

irregularities may occur and not be detected. Furthermore, the projection of any conclusions, based on our 

findings, to future periods is subject to the risk that changes may alter the validity of such conclusions. 

This report is intended solely for use by the management of XYZ Service Organization, its customers, and 

the independent auditors of its customers. 



39. If the service auditor concludes that the description is inaccurate or insufficiently complete for user 

auditors, the service auditor should so state in an explanatory paragraph preceding the opinion paragraph. An 

example of such an explanatory paragraph follows: 

The accompanying description states that XYZ Service Organization uses operator identification numbers 

and passwords to prevent unauthorized access to the system. Based on inquiries of staff personnel and 

inspections of activities, we determined that such procedures are employed in Applications A and B but are 

not required to access the system in Applications C and D. 

In addition, the first sentence of the opinion paragraph would be modified to read as follows: 

In our opinion, except for the matter referred to in the preceding paragraph, the accompanying description 

of the aforementioned application presents fairly, in all material respects, the relevant aspects of XYZ 

Service Organizationôs policies and procedures that had been placed in operation as of _________. 

40. If, after applying the criteria in paragraph 32, the service auditor concludes that there are significant 

deficiencies in the design or operation of the service organizationôs policies and procedures, the service auditor 

should report those conditions in an explanatory paragraph preceding the opinion paragraph. An example of an 

explanatory paragraph describing a significant deficiency in the design or operation of the service organizationôs 

policies and procedures follows: 

As discussed in the accompanying description, from time to time the Service Organization makes changes 

in application programs to correct deficiencies or to enhance capabilities. The procedures followed in 

determining whether to make changes, in designing the changes, and in implementing them do not include 

review and approval by authorized individuals who are independent from those involved in making the 

changes. There are also no specified requirements to test such changes or provide test results to an 

authorized reviewer prior to implementing the changes. 

In addition, the second sentence of the opinion paragraph would be modified to read as follows: 

Also in our opinion, except for the deficiency referred to in the preceding paragraph, the policies and 

procedures, as described, are suitably designed to provide reasonable assurance that the specified control 

objectives would be achieved if the described policies and procedures were complied with satisfactorily. 

Reports on Policies and Procedures Placed in 

Operation and Tests of Operating Effectiveness 

Paragraphs 41 through 56 repeat some of the information contained in paragraphs 25 through 40 to provide 

readers with a comprehensive, stand-alone presentation of the relevant considerations for each type of report. 

41. The information necessary for a report on policies and procedures placed in operation and tests of 

operating effectiveness ordinarily is obtained through discussions with appropriate service organization personnel, 

through reference to various forms of documentation, such as system flowcharts and narratives, and through the 

performance of tests of controls. Evidence of whether policies and procedures have been placed in operation is 

ordinarily obtained through previous experience with the service organization and through procedures such as 

inquiry of appropriate management, supervisory, and staff personnel; inspection of service organization 

documents and records; and observation of service organization activities and operations. The service auditor 

applies tests of controls to determine whether specified policies and procedures are operating with sufficient 

effectiveness to achieve specified control objectives. SAS No. 39, Audit Sampling (AICPA, Professional 

Standards, vol. 1, AU sec. 350), provides guidance on the application and evaluation of audit sampling in 

performing tests of controls. 

42. After obtaining a description of the relevant policies and procedures, the service auditor should 

determine whether the description provides sufficient information for user auditors to obtain an understanding of 

the aspects of the service organizationôs policies and procedures that may be relevant to a user organizationôs 



internal control structure. The description should contain a discussion of the features of the service organizationôs 

policies and procedures that would have an effect on a user organizationôs internal control structure. Such features 

are relevant when they directly affect the service provided to the user organization. They may include features 

generally considered to be part of the control environment, specific activities that may represent a user 

organizationôs accounting system or a portion thereof, or specific policies and procedures designed to control such 

functions. Control environment elements may include hiring practices and the involvement of internal auditors. 

Accounting system elements would include the ways in which user transactions are initiated and processed. 

Control structure policies and procedures employed by a service organization, such as policies and procedures 

over the modification of computer programs, ordinarily are designed to meet specific control objectives. The 

specific control objectives of the service organization should be set forth in the service organizationôs description 

of policies and procedures. 

43. The service auditor should inquire about changes in the service organizationôs policies and procedures 

that may have occurred before the beginning of fieldwork. If the service auditor believes the changes would be 

considered significant by user organizations and their auditors, those changes should be included in the 

description of the service organizationôs policies and procedures. If the service auditor concludes that the changes 

would be considered significant by user organizations and their auditors and the changes are not included in the 

description of the service organizationôs policies and procedures, the service auditor should describe the changes 

in his or her report. Such changes might includeð 

Å Procedural changes made to accommodate provisions of a new FASB Statement of Financial Accounting 

Standards. 

Å Major changes in an application to permit on-line processing. 

Å Procedural changes to eliminate previously identified deficiencies. 

Changes that occurred more than twelve months before the date being reported on normally would not be 

considered significant, because they generally would not affect user auditorsô considerations. 

44. A service auditorôs report expressing an opinion on a description of policies and procedures placed in 

operation at a service organization and tests of operating effectiveness should containð 

a. A specific reference to the applications, services, products, or other aspects of the service organization 

covered. 

b. A description of the scope and nature of the service auditorôs procedures. 

c. Identification of the party specifying the control objectives. 

d. An indication that the purpose of the service auditorôs engagement was to obtain reasonable assurance about 

whether (1) the service organizationôs description presents fairly, in all material respects, the aspects of the 

service organizationôs policies and procedures that may be relevant to a user organizationôs internal control 

structure, (3) the policies and procedures were suitably designed to achieve specified control objectives, and 

(3) such policies and procedures had been placed in operation as of a specific date. 

e. The service auditorôs opinion on whether the description presents fairly, in all material respects, the relevant 

aspects of the service organizationôs policies and procedures that had been placed in operation as of a 

specific date and whether, in the service auditorôs opinion, the policies and procedures were suitably 

designed to provide reasonable assurance that the specified control objectives would be achieved if those 

policies and procedures were complied with satisfactorily. 

f. A reference to a description of tests of specified service organization policies and procedures designed to 

obtain evidence about the operating effectiveness of those policies and procedures in achieving specified 



control objectives. The description should include the policies and procedures that were tested, the control 

objectives the policies and procedures were intended to achieve, the tests applied, and the results of the tests. 

The description should include an indication of the nature, timing, and extent of the tests, as well as 

sufficient detail to enable user auditors to determine the effect of such tests on user auditorsô assessments of 

control risk. To the extent that the service auditor identified causative factors for exceptions, determined the 

current status of corrective actions, or obtained other relevant qualitative information about exceptions 

noted, such information should be provided. 

g. A statement of the period covered by the service auditorôs report on the operating effectiveness of the 

specified policies and procedures. 

h. The service auditorôs opinion on whether the policies and procedures that were tested were operating with 

sufficient effectiveness to provide reasonable, but not absolute, assurance that the related control objectives 

were achieved during the period specified. 

i. When all of the control objectives listed in the description of policies and procedures placed in operation are 

not covered by tests of operating effectiveness, a statement that the service auditor does not express an 

opinion on control objectives not listed in the description of tests performed at the service organization. 

j. A statement that the relative effectiveness and significance of specific service organization policies and 

procedures and their effect on assessments of control risk at user organizations are dependent on their 

interaction with the policies, procedures, and other factors present at individual user organizations. 

k. A statement that the service auditor has performed no procedures to evaluate the effectiveness of policies 

and procedures at individual user organizations. 

l. A statement of the inherent limitations of the potential effectiveness of policies and procedures at the service 

organization and of the risk of projecting to the future any evaluation of the description or any conclusions 

about the effectiveness of policies and procedures in achieving control objectives. 

m. Identification of the parties for whom the report is intended. 

45. If the service auditor believes that the description is inaccurate or insufficiently complete for user 

auditors, the service auditorôs report should so state and should contain sufficient detail to provide user auditors 

with an appropriate understanding. 

46. It may become evident to the service auditor, when considering the service organizationôs description of 

policies and procedures placed in operation, that the system was designed with the assumption that certain internal 

control structure policies and procedures would be implemented by the user organization. If the service auditor is 

aware of the need for such complementary user organization internal control structure policies and procedures, 

these should be delineated in the description of policies and procedures. If the application of internal control 

structure policies and procedures by user organizations is necessary to achieve the stated control objectives, the 

service auditorôs report should be modified to include the phrase ñand user organizations applied the internal 

control structure policies and procedures contemplated in the design of the Service Organizationôs policies and 

proceduresò following the words ñcomplied with satisfactorilyò in the scope and opinion paragraphs. Similarly, if 

the operating effectiveness of policies and procedures at the service organization is dependent on the application 

of policies and procedures at user organizations, this should be delineated in the description of tests performed. 

47. The service auditor should consider conditions that come to his or her attention that, in the service 

auditorôs judgment, represent significant deficiencies in the design or operation of the service organizationôs 

policies and procedures that preclude the service auditor from obtaining reasonable assurance that specified 

control objectives would be achieved. The service auditor should also consider whether any other information, 

irrespective of specified control objectives, has come to his or her attention that causes him or her to conclude (a) 



that design deficiencies exist that could adversely affect the ability to record, process, summarize, or report 

financial data to user organizations without error, and (b) that user organizations would not generally be expected 

to have policies and procedures in place to mitigate such design deficiencies. 

48. The description of policies and procedures and control objectives required for these reports may be 

prepared by the service organization. If the service auditor prepares the description of policies and procedures and 

control objectives, the representations in the description remain the responsibility of the service organization. 

49. For the service auditor to express an opinion on whether the policies and procedures were suitably 

designed to achieve the specified control objectives, it is necessary thatð 

a. The service organization identify and appropriately describe such control objectives and the relevant policies 

and procedures. 

b. The service auditor consider the linkage of the policies and procedures to the stated control objectives. 

c. The service auditor obtain sufficient evidence to reach an opinion. 

50. The control objectives may be designated by the service organization or by outside parties such as 

regulatory authorities, a user group, or others. When the control objectives are not established by outside parties, 

the service auditor should be satisfied that the control objectives, as set forth by the service organization, are 

reasonable in the circumstances and consistent with the service organizationôs contractual obligations. 

51. The service auditorôs report should state whether the policies and procedures were suitably designed to 

achieve the specified control objectives. The report should not state whether they were suitably designed to 

achieve objectives beyond the specifically identified control objectives. 

52. The service auditorôs opinion on whether the policies and procedures were suitably designed to achieve 

the specified control objectives is not intended to provide evidence of operating effectiveness or to provide the 

user auditor with a basis for concluding that control risk may be assessed below the maximum. Evidence that may 

enable the user auditor to conclude that control risk may be assessed below the maximum may be obtained from 

the results of specific tests of operating effectiveness. 

53. The management of the service organization specifies whether all or selected applications and control 

objectives will be covered by the tests of operating effectiveness. The service auditor determines which policies 

and procedures are, in his or her judgment, necessary to achieve the control objectives specified by management. 

The service auditor then determines the nature, timing, and extent of the tests of controls needed to evaluate 

operating effectiveness. Testing should be applied to policies and procedures in effect throughout the period 

covered by the report. To be useful to user auditors, the report should ordinarily cover a minimum reporting 

period of six months. 

54. The following is a sample report on policies and procedures placed in operation at a service organization 

and tests of operating effectiveness. It should be assumed that the report has two attachments: (a) a description of 

the service organizationôs policies and procedures that may be relevant to a user organizationôs internal control 

structure and (b) a description of policies and procedures for which tests of operating effectiveness were 

performed, the control objectives the policies and procedures were intended to achieve, the tests applied, and the 

results of those tests. This report is illustrative only and should be modified as appropriate to suit the 

circumstances of individual engagements. 

To XYZ Service Organization: 

We have examined the accompanying description of the _____________ application of XYZ Service 

Organization. Our examination included procedures to obtain reasonable assurance about whether (1) the 

accompanying description presents fairly, in all material respects, the aspects of XYZ Service 



Organizationôs policies and procedures that may be relevant to a user organizationôs internal control 

structure, (2) the control structure policies and procedures included in the description were suitably 

designed to achieve the control objectives specified in the description, if those policies and procedures were 

complied with satisfactorily,
3
 and (3) such policies and procedures had been placed in operation as of 

__________. The control objectives were specified by __________. Our examination was performed in 

accordance with standards established by the American Institute of Certified Public Accountants and 

included those procedures we considered necessary in the circumstances to obtain a reasonable basis for 

rendering our opinion. 

In our opinion, the accompanying description of the aforementioned application presents fairly, in all 

material respects, the relevant aspects of XYZ Service Organizationôs policies and procedures that had been 

placed in operation as of __________. Also, in our opinion, the policies and procedures, as described, are 

suitably designed to provide reasonable assurance that the specified control objectives would be achieved if 

the described policies and procedures were complied with satisfactorily. 

In addition to the procedures we considered necessary to render our opinion as expressed in the previous 

paragraph, we applied tests to specific policies and procedures, listed in Schedule X, to obtain evidence 

about their effectiveness in meeting the control objectives, described in Schedule X, during the period from 

__________ to __________. The specific policies and procedures and the nature, timing, extent, and results 

of the tests are listed in Schedule X. This information has been provided to user organizations of XYZ 

Service Organization and to their auditors to be taken into consideration, along with information about the 

internal control structure at user organizations, when making assessments of control risk for user 

organizations. In our opinion the policies and procedures that were tested, as described in Schedule X, were 

operating with sufficient effectiveness to provide reasonable, but not absolute, assurance that the control 

objectives specified in Schedule X were achieved during the period from __________ to __________. 

[However, the scope of our engagement did not include tests to determine whether control objectives not 

listed in Schedule X were achieved; accordingly, we express no opinion on the achievement of control 

objectives not included in Schedule X.]
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The relative effectiveness and significance of specific policies and procedures at XYZ Service Organization 

and their effect on assessments of control risk at user organizations are dependent on their interaction with 

the policies, procedures, and other factors present at individual user organizations. We have performed no 

procedures to evaluate the effectiveness of policies and procedures at individual user organizations. 

The description of policies and procedures at XYZ Service Organization is as of ____________, and 

information about tests of the operating effectiveness of specified policies and procedures covers the period 

from __________ to __________. Any projection of such information to the future is subject to the risk 

that, because of change, the description may no longer portray the system in existence. The potential 

effectiveness of specified policies and procedures at the Service Organization is subject to inherent 

limitations and, accordingly, errors or irregularities may occur and not be detected. Furthermore, the 

projection of any conclusions, based on our findings, to future periods is subject to the risk that changes 

may alter the validity of such conclusions. 

This report is intended solely for use by the management of XYZ Service Organization, its customers, and 

the independent auditors of its customers. 

55. If the service auditor concludes that the description is inaccurate or insufficiently complete for user 

auditors, the service auditor should so state in an explanatory paragraph preceding the opinion paragraph. An 

example of such an explanatory paragraph follows: 

The accompanying description states that XYZ Service Organization uses operator identification numbers 

and passwords to prevent unauthorized access to the system. Based on inquiries of staff personnel and 

inspection of activities, we determined that such procedures are employed in Applications A and B but are 

not required to access the system in Applications C and D. 

In addition, the first sentence of the opinion paragraph would be modified to read as follows: 

In our opinion, except for the matter referred to in the preceding paragraph, the accompanying description 

of the aforementioned application presents fairly, in all material respects, the relevant aspects of XYZ 

Service Organizationôs policies and procedures that had been placed in operation as of ____________. 




