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Introduction and Applicability

1. This Statement provides guidance on the factors an independetar &lndiuld consider when auditing
the financial statements of an entity that uses a service organization to process certain transactions. This Statemer
also provides guidance for independent auditors who issue reports on the processing of transactengdey
organization for use by other auditors.

2. For purposes of this Statement, the following definitions apply:



™

User organizatiod The entity that has engaged a service organization and whose financial statements are
being audited

User audito Theauditor who reports on the financial statements of the user organization
Service organizatiah The entity (or segment of an entity) that provides services to the user organization
Service auditad The auditor who reports on the processing of transachgra service organization

To To o o

Report on policies and procedures placed in operétiégn ser vi ce audi tor 6s r e
organi zationds description of its control struct
or gani z at i anmobssructure, brewheatherlsucle policies and procedures were suitably designed to
achieve specified control objectives, and on whether they had been placed in operation as of a specific date

A Report on policies and procedures placed in operation ani$ tfsoperating effectivengss\ service
auditordéds report on a service organizationbés des
may be relevant to a user o pngwheathersach poliestasd pioveds e r n a |
were suitably designed to achieve specified control objectives, on whether they had been placed in operation
as of a specific date, and on whether the policies and procedures that were tested were operating with
sufficient effectiveness to provide smmable, but not absolute, assurance that the related control objectives

were achieved during the period specified

3. The guidance in this Statement is applicable to the audit of the financial statements of an entity that
obtains either or both of the following services from another organization:

A Executing transactions and maintaining the related accountability
A Recoding transactions and processing related data

Service organizations that provide such services include, for example, bank trust departments that invest and hold
assets for employee benefit plans or for others, mortgage bankers that service mortgalgessf@nak electronic

data processing (EDP) service centers that process transactions and related data for others. The guidance in thi
Statement may also be relevant to situations in which an organization develops, provides, and maintains the
software usedby client organizations. The provisions of this Statement are not intended to apply to situations in
which the services provided are limited to executing client organization transactions that are specifically
authorized by the client, such as the processif checking account transactions by a bank or the execution of
securities transactions by a broker. This Statement also is not intended to apply to the audit of transactions arising
from financial interests in partnerships, corporations, and joint kes)tgauch as working interests in oil and gas
ventures, when proprietary interests are accounted for and reported to interest holders.

4. This Statement is organized into the following sections:

a The wuser auditor &ds c o0n sicecmaniaatian omthe anfernal domtrol stfudtueeoft o
the user organization and the availability of evidenée to

A Obtain the necessary wunderstanding of the wuser
audit

A Assess control risk at the useganization

A Perform substantive procedures
b. Considerations in using a service auditorés repor
c. Responsibilities of service auditors



The User Auditordés Consideration of the
of the Service Organization on the Internal

Control Structure of the User Organization

and the Availability of Audit Evidence

5. The user auditor should consider the discussion in paragraphs 6 through 21 when planning and
performing the audit of an entity that uses a service organization to process its transactions.

The Effect of a Service Organization on a User
Organi zationds Internal Control Structure

6. When a user organi zation uses a service organi
financial statements are subjected to policies and proceduresdhat least in part, physically and operationally
separate from the user organization. The relationship of the policies and procedures of the service organization to
those of the user organization depends primarily on the nature of the services pihoyided service
organization. For example, when those services are limited to recording user transactions and processing the
related data, and the user organization retains responsibility for authorizing transactions and maintaining the
related accountabili, there is a high degree of interaction between the policies and procedures at the service
organization and those at the user organization. In these circumstances, it may be possible for the user
organization to implement effective internal control dinoe policies and procedures for those transactions. When
the service organization executes the wuser organiz
there is a lower degree of interaction and it may not be practicable for the uarizatign to implement
effective internal control structure policies and procedures for those transactions. The degree of interaction, as
well as the nature and materiality of the transactions processed by the service organization, are the most important
factors in determining the significance of the se
organi zationds internal control structure.

Planning the Audit

7. SAS No. 55,Consideration of the Internal Control Structure in a Financial Statement AAHRPA,
Professional Standardwol. 1, AU sec. 319), states that an auditor should obtain a sufficient understanding of
each of the t hr eeinterhalecontrol stracture fo planhihe auvelin This undérssanding should
include knowledge about the design of relevant policies, procedures, and records and whether they have been
placed in operation by the entity. In planning the audit, such knowledgidf®used ©®

A Identify types of potential misstatements.
A Consider factors that affect the risk of material misstatement.
A Design substantive tests.
8. If an entity uses a service organization, certain policies, procedures, and records of the service
organi zation may be relevant to the user organizati.i

data consistent with the assertions ethboe d i n t he entityds financi al st a
of these policies, procedures, and records to planning the audit, the user auditor should consider factdrs such as

A The significance of the financial statement assertions thatffaeted by the policies and procedures of the
service organization.

A The inherent risk associated with the assertions affected by the policies and procedures of the service
organization.



A The nature of the services provided by the service organizaiawhether they are highly standardized and
used extensively by many user organizations or unique and used only by a few.

A The extent to which the user organizationés inte
the policies and proderes of the service organization.

A The user organizationds internal control structur
affected by the service organizationbs activities

A The terms of the contract between the user organizatial the service organization (for example, their
respective responsibilities and the extent of t he

A  The service organizatdonds capabilities, includir
0 Record of performance.
0 Insurancecoverage.
0 Financial stability.

A The user auditordés prior experience with the ser.\v
A The extent of auditable data in the user organi za
A The existence of specific regulatory requirements that may dictate the appliotaudit procedures

beyond those required to comply with generally accepted auditing standards.

9.The user auditor should also consider the avail
and procedures, including)(the informationint he wuser organizationbés possess
overviews, and technical manuals, amj ( t he exi stence of reports on the
procedures, such as reports by service auditors, internal auditors (the useli argat i on o6 s or t
organi zationds), or regulatory authorities.

10. After considering the above factors and evaluating the available information, the user auditor may
conclude that he or she has the means to obtain a sufficient understanding of the internal control structure to plan
the audit. If the user auditor conclisdihat information is not available to obtain a sufficient understanding to plan
the audit, he or she may consider contacting the service organization, through the user organization, to obtain
specific information or request that a service auditor be engagy perform procedures that will supply the
necessary information, or the user auditor may visit the service organization and perform such procedures. If the
user auditor is unable to obtain sufficient evidence to achieve his or her audit objectivsgrthaditor should
qualify his or her opinion or disclaim an opinion on the financial statements because of a scope limitation.

Assessing Control Risk at the User Organization

11. After obtaining an understanding of the internal control structure, #reauslitor assesses control risk
for the assertions embodied in the account balances and classes of transactions, including those that are affecte
by the activities of the service organization. In doing so, the user auditor may identify certain indetral c
structure policies and procedures that, if effective, would permit the user auditor to assess control risk below the
maximum for particular assertions. Such policies and procedures may be applied at either the user organization or
the service orgamation. The user auditor may conclude that it would be efficient to obtain evidential matter about
the operating effectiveness of these policies and procedures to provide a basis for assessing control risk below the
maximum.

12.A servi ce aandolities andl procedarpsopltaded in operation at the service organization
should be helpful in providing a sufficient understanding to plan the audit of the user organization. Such a report,
however, is not intended to provide any evidence of the opegraffiectiveness of the relevant policies and



procedures that would allow the user auditor to reduce the assessed level of control risk below the maximum.
Such evidential matter should be derived from one or more of the following:

a. Testsoftheuserorgarz ati onés controls over the activities
audi tor may test the user organizationds indepen
service center or test toficutpulreports withisayraendocamaentsd) on ds r €

b. A service audi tor 6s report on policies and pro
effectiveness, or a report on the application of agtgmxh procedures that describes relevant tests of
controls

c. Appropriate tests of controls performed by the user auditor at the service organization

13.The user organization may establish effective ¢
be tested and that may enable the user auditor toedtie assessed level of control risk below the maximum for
some or all of the related assertions. If a user organization, for example, uses an EDP service center to proces:
payroll transactions, the user organization may establish internal control trpoticies and procedures over
input and output data to prevent or detect material misstatements. The user organization might reperform. the
service organizationds payrol/l cal cul ations oa a t ¢
the user organizationb6s controls over data processi
the maximum for the assertions related to payroll transactions. The user auditor may decide that obtaining
evidence of the operating effte¢ veness of the service organizationodos
changes in payroll programs, is not necessary or efficient.

14. The user auditor may find that internal control structure policies and procedures relevant to assessing
control risk below the maximum for particular assertions are applied only at the service organization. If the user
auditor plans to assess control risglow the maximum for those assertions, he or she should evaluate the
operating effectiveness of those policies and pr oce
results of the service audiadsd@hatdssa reperson polices and phoceduees p o |
placed in operation and tests of operating effectiveness, or an -ageegrocedures report) or by performing
tests of controls at the service organization, If the user auditor decides to use a servicecaudd s r epor t ,
auditor should consider the extent of the evidence provided by the report about the effectiveness of policies and
procedures intended to prevent or detect material misstatements in the particular assertions. The user auditor
remainsresponsible for evaluating the evidence presented by the service auditor and for determining its effect on
the assessment of control risk at the user organization.

15The user auditorbés assessments of control ri sk
transactions are based on the combined evidence pr
own procedures. In making these asses#s, the user auditor should consider the nature, source, and
interrelationships among the evidence, as well as the period covered by the tests of controls. The user auditor use:
the assessed levels of control risk, as well as his or her understandihg witernal control structure, in
determining the nature, timing, and extent of substantive tests for particular assertions.

16. The guidance in SAS No. 55, paragraphs 46 thro
sufficiency of evidential matter to support a specific assessed level of control risk is applicable to user auditors
considering evidential matter providedy a ser vi ce awuditord6s report on po
and tests of operating effectiveness. Because the report may be intended to satisfy the needs of several differen
user auditors, a user auditor should determine whether thdisgests of controls and results in the service
auditordéds report are relevant to assertions that a
those tests of controls and results that are relevant, a user auditor should conghuar tiwaenature, timing, and



extent of such tests of controls and results provide appropriate evidence about the effectiveness of the policy or
procedure to support the user auditorbés desirred as
auditors should also keep in mind that, for certain assertions, the shorter the period covered by a specific test and
the longer the time elapsed since the performance of the test, the less support for control risk reduction the test
may provide.

Audit Evidence From Substantive Audit Procedures
Performed by Service Auditors

17. Service auditors may be engaged to perform procedures that are substantive in nature for the benefit of
user auditors. Such engagements may involve the performance, by the @etiice of procedures agreed upon
by the user organization and its auditor and by the service organization and its auditor. In addition, there may be
requirements imposed by governmental authorities or through contractual arrangements whereby seéovice audi
perform designated procedures that are substantive in nature. The results of the application of the required
procedures to balances and transactions processed by the service organization may be used by user auditors :
part of the evidence necessamystipport their opinions.

Considerations in Using a Service Audito
18.1 n considering whether the service auditords r

audi tor should make inquiries aloeputagon. mMpprogriatd Jowgcessoe r v i

information concerning the professional reputation of the service auditor are discussed in SASdAddichtion

of Auditing Standards and ProcedurgSICPA, Professional Standargds v ol . 1, AU setc. 54

Performed by Other I ndependent Auditors, o paragraph

191 n considering whether the service auditorodos r
auditor should give consideration to the guidance in AU sec. 543.12. If the user auditor believes that the service
auditor ds r epoienttomeetyhis order obfeetives thd dseér auditor may supplement his or her
understanding of the service auditorbds procedures a
and results of the ser vi oddorlzeleds it i®nedssarywlerokshe may cenbact 1 |
the service organization, through the user organization, to request that the service auditor perforapagreed
procedures at the service organization, or the user auditor may perform such procedures.

20When assessing a service organizationés polici
organi zationds internal contr ol structure policies
existence of reportable conditions. In suaicuumstances, the user auditor should consider the guidance provided
in SAS No. 60,Communication of Internal Control Structure Related Matters Noted in an AMHXPA,
Professional Standardsol. 1, AU sec. 325).

21. The user auditor should not makeerefnce to the report of the service auditor as a basis, in part, for his
or her own opinion on the wuser organizationébés fina
audit, but the service auditor is not responsible for examining anipaf the financial statements as of any
specific date or for any specified period. Thus, there cannot be a division of responsibility for the audit of the
financial statements.



Responsibilities of Service Auditors

22. The service auditor is responsible for the representations in his or her report and for exercising due care
in the application of procedures that support thoce
differs from an audit of financial gEments conducted in accordance with generally accepted auditing standards,
it should be performed in accordance with the general standards and with the relevant fieldwork and reporting
standards. Although the service auditor should be independent fragerthiee organization, it is not necessary
for the service auditor to be independent from each user organization.

23. As a result of procedures performed at the service organization, the service auditor may become aware

of il l egal acts, irregularities, or uncorrected el
employees that may affect one or morerusmganizations. The termesrors, irregularities, andillegal actsare
definedin SASNo.53The Auditordéds Responsibility tagqanB8AS&c.t an

54, lllegal Acts by Client$AICPA, Professional Standardsol. 1, AU ®cs. 316 and 317); the definitions therein

are relevant to this section. When the service auditor becomes aware of such matters, he or she should determin
from the appropriate level of management of the service organization whether this informationefas be
communicated appropriately to affected user organizations, unless those matters are clearly inconsequential. If the
management of the service organization has not communicated the information to affected user organizations and
isunwillingtodo so,the er vi ce auditor should inform the servic
equivalent authority or responsibility. if the audit committee does not respond appropriately to the service
auditords communi cat i on, erwhetberte esign frome¢he engadement The sehviceu | d
auditor may wish to consult with his or her attorney in making this decision.

24. The type of engagement to be performed and the related report to be prepared should be established by
the service orgamation. However, when circumstances permit, discussions between the service organization and
the user organizations are advisable to determine the type of report that will be most suitable for the user
organi zations®é needs. TohihestwoSypes bfeepretnthat npay e issuedle s gui d a

a. Reports on policies and procedures placed in operétién s er vi c e auditords re
organizationd6s description of the policies and |
intemal control structure, on whether such policies and procedures were suitably designed to achieve
specified control objectives, and on whether they had been placed in operation as of a specific date. Such
reports may be useful in providing a user auditathvéin understanding of the policies and procedures
necessary to plan the audit and to design effective tests of controls and substantive tests at the user
organization, but they are not intended to provide the user auditor with a basis for reducindndris or
assessments of control risk below the maximum.

b. Reports on policies and procedures placed in operation and tests of operating effedivierssyice
auditords report on a service organi zat irtevadtso de s
a user organi zationés internal control structur e
designed to achieve specified control objectives, on whether they had been placed in operation as of a
specific date, and on whether theipi@ls and procedures that were tested were operating with sufficient
effectiveness to provide reasonable, but not absolute, assurance that the related control objectives were
achieved during the period specified. Such reports may be useful in providingaheuditor with an
understanding of the policies and procedures necessary to plan the audit and may also provide the user

auditor with a basis for reducing his or her assessments of control risk below the maximum.



Reports on Policies and Procedures Pt&d in Operation

25. The information necessary for a report on policies and procedures placed in operation ordinarily is
obtained through discussions with appropriate service organization personnel and through reference to various
forms of documentationush as system flowcharts and narratives.

26. After obtaining a description of the relevant policies and procedures, the service auditor should
determine whether the description provides sufficient information for user auditors to obtain an understanding of
those aspects of the service organizationds polici
internal contr ol structure. The description should
policies and proceduréesh at woul d have an effect on a user organ
are relevant when they directly affect the service provided to the user organization. They may include features
generally considered to be part of the control iremment, specific activities that may represent a user
organi zationds accounting system or a portion there
functions. Control environment elements may include hiring practices and the meoivef internal auditors.
Accounting system elements would include the ways in which user transactions are initiated and processed.
Control structure policies and procedures employed by a service organization, such as policies and procedures
over the modication of computer programs, ordinarily are designed to meet specific control objectives. The
specific control objectives of the service organi ze
of policies and procedures.

27. Evidence 6 whether policies and procedures have been placed in operation is ordinarily obtained
through previous experience with the service organization and through procedures such as inquiry of appropriate
management, supervisory, and staff personnel; inspeofi@ervice organization documents and records; and
observation of service organization activities and operations. For the type of report described in paragraph 24
these procedures need not be supplemented by tests of the operating effectivenesg of theese or gani z
policies and procedures.

28 Al t hough a service auditordéds report on policie:
dat e, the service auditor should inquire edresuhtt c ha
may have occurred before the beginning of fieldwork. If the service auditor believes that the changes would be
considered significant by user organizations and their auditors, those changes should be included in the
description of the serviceogani zati onds policies and procedur es. [
would be considered significant by user organizations and their auditors and the changes are not included in the
description of the s erproceduees, the spiviceiaazddot shauld describe thé dhangee s
in his or her report. Such changes might inctude

A Procedural changes made to accommodate provisions of a new FASB Statement of Financial Accounting
Standards.

A Major changes in an applicatiém permit online processing.

™

Procedural changes to eliminate previously identified deficiencies. Changes that occurred more than twelve
months before the date being reported on normally would not be considered significant, because they
generallywouldont affect wuser auditorsd considerations.

29.A service auditordés report expressing an opinic«
operation at a service organization should coftain

a. A specific reference to the applications, servicasdpcts, or other aspects of the service organization
covered.
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A description of the scope and nature of the seryv
Identification of the party specifying the control objectives.

An indication that the purpose oftheservicee di t or 6 s engagement was to obt
whether (1) the service organizationbs descripti
service organizationds policies aannd zpartoicoenddusr eisn ttel
structure, (2) the policies and procedures were suitably designed to achieve specified control objectives, and
(3) such policies and procedures had been placed in operation as of a specific date.

e. Adisclaimer of opinion onhie operating effectiveness of the policies and procedures.

ff. The service auditordés opinion on whether the des:«
aspects of the service organi zat i odnirbagperagonlad af a e s ¢
specific date and whether, in the service audit
designed to provide reasonable assurance that the specified control objectives would be achieved if those
policies and proceduregere complied with satisfactorily.

g. A statement of the inherent limitations of the potential effectiveness of policies and procedures at the service
organization and of the risk of projecting to future periods any evaluation of the description.

h. Identffication of the parties for whom the report is intended.

30. If the service auditor believes that the description is inaccurate or insufficiently complete for user
auditors, the service auditor 6s r epotoprovidehusen duditors o s |
with an appropriate understanding.

31.1 t may become evident to the service auditor, W
policies and procedures placed in operation, that the system was designed withniipti@ssiiat certain internal
control structure policies and procedures would be implemented by the user organization. If the service auditor is
aware of the need for such complementary user organization internal control structure policies and procedures,
these should be delineated in the description of policies and procedures. If the application of internal control
structure policies and procedures by user organizations is necessary to achieve the stated control objectives, the
service audiltdbribe megiofritedhoba include the phrase i
control structure policies and procedures contempl .
procedureso foll owing t he iwtherschpe afidomgnop paiagragphswi t h s at i

32. The service auditor should consider conditions that come to his or her attention that, in the service
auditordéds judgment , represent significant deficien
policies and procedures that preclude #eevice auditor from obtaining reasonable assurance that specified
control objectives would be achieved. The service auditor should also consider whether any other information,
irrespective of specified control objectives, has come to his or her attdmiocauses him or her to concludg (
that design deficiencies exist that could adversely affect the ability to record, process, summarize, or report
financial data to user organizations without error, ddHhat user organizations would not generakyexpected
to have policies and procedures in place to mitigate such design deficiencies.

33. The description of policies and procedures and control objectives required for these reports may be
prepared by the service organization. If the service augliggrares the description of policies and procedures and
control objectives, the representations in the description remain the responsibility of the service organization.

34. For the service auditor to express an opinion on whether the policies and pescedue suitably
designed to achieve the specified control objectives, it is necessdry that



a. The service organization identify and appropriately describe such control objectives and the relevant policies
and procedures.

b. The service auditor considdret linkage of the policies and procedures to the stated control objectives.
c. The service auditor obtain sufficient evidence to reach an opinion.

35. The control objectives may be designated by the service organization or by outside parties such as
regulatory authorities, a user group, or others. When the control objectives are not established by outside parties,
the service auditor should be satisfigt the control objectives, as set forth by the service organization, are
reasonable in the circumstances and consistent with

36.The service auditorodés report durepweleduitably designedvoh et I
achieve the specified control objectives. The report should not state whether they were suitably designed to
achieve objectives beyond the specifically identified control objectives.

37..The service aud ihéerthe golciesapdiprdedures were suitalbly designed to achieve
the specified control objectives is not intended to provide evidence of operating effectiveness or to provide the
user auditor with a basis for concluding that control risk may be assedeadthe maximum.

38. The following is a sample report on policies and procedures placed in operation at a service
organi zati on. The report should have, as an attach
procedures that may be relevantto a userorganit ondés i nter nal contr ol struct
and should be modified as appropriate to suit the circumstances of individual engagements.

To XYZ Service Organization:

We have examined the accompanying description of the icatippl of XYZ Service
Organization. Our examination included procedures to obtain reasonable assurance about whether (1) the
accompanying description presents fairly, in all material respects, the aspects of XYZ Service
Organi zationbés pebki dihad awvad fPpreocreeduevant to a wuser (
structure, (2) the control structure policies and procedures included in the description were suitably
designed to achieve the control objectives specified in the description, if thasegalid procedures were
complied with satisfactoril§,and (3) such policies and procedures had been placed in operation as of

. The control objectives were specified by . Our examination was performed in
accordance with standardstablished by the American Institute of Certified Public Accountants and
included those procedures we considered necessary in the circumstances to obtain a reasonable basis for
rendering our opinion.

We did not perform procedures to determine tperating effectiveness of policies and procedures for any
period. Accordingly, we express no opinion on the operating effectiveness of any aspects of XYZ Service

Organizationbés policies and procedures, individually
In our opinion,the accompanying description of the aforementioned application presents fairly, in all

materi al respects, the relevant aspects of XYZ Servic
placed in operation as of . Also, in our opinioa policies and procedures, as described, are

suitably designed to provide reasonable assurance that the specified control objectives would be achieved if
the described policies and procedures were complied with satisfactorily.

The description of policieand procedures at XYZ Service Organization is as of and any
projection of such information to the future is subject to the risk that, because of change, the description
may no longer portray the system in existence. The potential effectivehegsedafic policies and
procedures at the Service Organization is subject to inherent limitations and, accordingly, errors or
irregularities may occur and not be detected. Furthermore, the projection of any conclusions, based on our
findings, to future peods is subject to the risk that changes may alter the validity of such conclusions.

This report is intended solely for use by the management of XYZ Service Organization, its customers, and
the independent auditors of its customers.



39. If the service audor concludes that the description is inaccurate or insufficiently complete for user
auditors, the service auditor should so state in an explanatory paragraph preceding the opinion paragraph. An
example of such an explanatory paragraph follows:

The accompaying description states that XYZ Service Organization uses operator identification numbers
and passwords to prevent unauthorized access to the system. Based on inquiries of staff personnel and

inspections of activities, we determined that such proceduesesmployed in Applications A and B but are
not required to access the system in Applications C and D.

In addition, the first sentence of the opinion paragraph would be modified to read as follows:

In our opinion, except for the matter referred to in pheceding paragraph, the accompanying description
of the aforementioned application presents fairly, in all material respects, the relevant aspects of XYZ
Service Organizationés policies and procedures that

40. If, after applying the criteria in paragraph 32, the service auditor concludes that there are significant
deficiencies in the design or operation of the ser
should report those conditions &am explanatory paragraph preceding the opinion paragraph. An example of an
explanatory paragraph describing a significant defi
policies and procedures follows:

As discussed in the accompanyitgscription, from time to time the Service Organization makes changes
in application programs to correct deficiencies or to enhance capabilities. The procedures followed in
determining whether to make changes, in designing the changes, and in impletfemtirdp not include
review and approval by authorized individuals who are independent from those involved in making the

changes. There are also no specified requirements to test such changes or provide test results to an
authorized reviewer prior to implenting the changes.

In addition, the second sentence of the opinion paragraph would be modified to read as follows:

Also in our opinion, except for the deficiency referred to in the preceding paragraph, the policies and
procedures, as described, are siytatesigned to provide reasonable assurance that the specified control
objectives would be achieved if the described policies and procedures were complied with satisfactorily.

Reports on Policies and Procedures Placed in
Operation and Tests of Operating Efectiveness

Paragraphs 41 through 56 repeat some of the information contained in paragraphs 25 through 40 to provide
readers with a comprehensive, staaidne presentation of the relevant considerations for each type of report.

41. The information necessary for a report on policies and procedures placed in operation and tests of
operating effectiveness ordinarily is obtained through discussions with appropriate service organization personnel,
through reference to various forms ofcdmentation, such as system flowcharts and narratives, and through the
performance of tests of controls. Evidence of whether policies and procedures have been placed in operation is
ordinarily obtained through previous experience with the service orgamizatd through procedures such as
inquiry of appropriate management, supervisory, and staff personnel; inspection of service organization
documents and records; and observation of service organization activities and operations. The service auditor
appliestests of controls to determine whether specified policies and procedures are operating with sufficient
effectiveness to achieve specified control objectives. SAS No.AB8jt Sampling(AICPA, Professional
Standards vol. 1, AU sec. 350), provides guidanon the application and evaluation of audit sampling in
performing tests of controls.

42. After obtaining a description of the relevant policies and procedures, the service auditor should
determine whether the description provides sufficient information for user auditors to obtain an understanding of
the aspects of thelsergescandrgaoiceauresods hpt may b



internal contr ol structure. The description should
policies and procedures that would have an effect on auserorgagizatb s i nt er n al control
are relevant when they directly affect the service provided to the user organization. They may include features
generally considered to be part of the control environment, specific activities that may rme@esser
organizationd6s accounting system or a portion there
functions. Control environment elements may include hiring practices and the involvement of internal auditors.
Accounting system lements would include the ways in which user transactions are initiated and processed.
Control structure policies and procedures employed by a service organization, such as policies and procedures
over the modification of computer programs, ordinarily designed to meet specific control objectives. The
specific control objectives of the service organi zas
of policies and procedures.

43. The service auditor should inquire about changes irstker vi ce or gani zati onbds p
that may have occurred before the beginning of fieldwork. If the service auditor believes the changes would be
considered significant by user organizations and their auditors, those changes should be inclinded

description of the service organizationdés policies
would be considered significant by user organizations and their auditors and the changes are not included in the
description ofths er vi ce organi zationébés policies and procedu

in his or her report. Such changes might incéude

A Procedural changes made to accommodate provisions of a new FASB Statement of Financial Accounting
Standards.

A Major changes in an application to permitlore processing.
A Procedural changes to eliminate previously identified deficiencies.

Changes that occurred more than twelve months before the date being reported on normally would not be
considered signifent , because they generally would not affec

4. A service auditords report expressing an opini
operation at a service organization and tests of operating effectivaesd contai@

a. A specific reference to the applications, services, products, or other aspects of the service organization
covered.

b. A description of the scope and nature of the seryv
c. Identification of the party specifyindp¢ control objectives.

An indication that the purpose of the service auc
whet her (1) the service organizationds descripti
servicew gani zationbés policies and procedures that ma

structure, (3) the policies and procedures were suitably designed to achieve specified control objectives, and
(3) such policies and procedures had beaoqa in operation as of a specific date.

e. The service auditords opinion on whether the desc
aspects of the service organizationds pol ofai es
speci fic dat e and whet her , i n t he service audi t
designed to provide reasonable assurance that the specified control objectives would be achieved if those
policies and procedures were complied veittisfactorily.

f. A reference to a description of tests of specified service organization policies and procedures designed to
obtain evidence about the operating effectiveness of those policies and procedures in achieving specified



control objectives. Té description should include the policies and procedures that were tested, the control
objectives the policies and procedures were intended to achieve, the tests applied, and the results of the tests
The description should include an indication of theurgttiming, and extent of the tests, as well as
sufficient detail to enable user auditors to det
control risk. To the extent that the service auditor identified causative factors for emsggétermined the

current status of corrective actions, or obtained other relevant qualitative information about exceptions
noted, such information should be provided.

g A statement of the period cover ed bffectiveriess ofsther vi ¢
specified policies and procedures.

h. The service auditorés opinion on whether the pol
sufficient effectiveness to provide reasonable, but not absolute, assurance that theaetetedbjectives
were achieved during the period specified.

i.  When all of the control objectives listed in the description of policies and procedures placed in operation are
not covered by tests of operating effectiveness, a statement that the seditoe does not express an
opinion on control objectives not listed in the description of tests performed at the service organization.

j. A statement that the relative effectiveness and significance of specific service organization policies and
proceduresand their effect on assessments of control risk at user organizations are dependent on their
interaction with the policies, procedures, and other factors present at individual user organizations.

k. A statement that the service auditor has performed ocefdures to evaluate the effectiveness of policies
and procedures at individual user organizations.

I. A statement of the inherent limitations of the potential effectiveness of policies and procedures at the service
organization and of the risk of projamji to the future any evaluation of the description or any conclusions
about the effectiveness of policies and procedures in achieving control objectives.

m. Identification of the parties for whom the report is intended.

45, If the service auditor believethat the description is inaccurate or insufficiently complete for user
auditors, the service auditorés report should so si
with an appropriate understanding.

46. It may become evidenttotlseer vi ce auditor, when considering t
policies and procedures placed in operation, that the system was designed with the assumption that certain interna
control structure policies and procedures would be implementdaebuser organization. If the service auditor is
aware of the need for such complementary user organization internal control structure policies and procedures,
these should be delineated in the description of policies and procedures. If the applicattemal control
structure policies and procedures by user organizations is necessary to achieve the stated control objectives, the

service auditords report should be modified to inc
controlstuct ure policies and procedures contempl ated in
procedureso following the words fAcomplied with sati

the operating effectiveness of policiesdgprocedures at the service organization is dependent on the application
of policies and procedures at user organizations, this should be delineated in the description of tests performed.

47. The service auditor should consider conditions that come torhier attention that, in the service
auditordéds judgment , represent significant deficien
policies and procedures that preclude the service auditor from obtaining reasonable assurance tbdt specif
control objectives would be achieved. The service auditor should also consider whether any other information,
irrespective of specified control objectives, has come to his or her attention that causes him or her to epnclude (



that design deficienciesxist that could adversely affect the ability to record, process, summarize, or report
financial data to user organizations without error, ddhat user organizations would not generally be expected
to have policies and procedures in place to mitigatd design deficiencies.

48. The description of policies and procedures and control objectives required for these reports may be
prepared by the service organization. If the service auditor prepares the description of policies and procedures and
control objectives, the representaidn the description remain the responsibility of the service organization.

49. For the service auditor to express an opinion on whether the policies and procedures were suitably
designed to achieve the specified control objectives, it is necessdry that

a. The service organization identify and appropriately describe such control objectives and the relevant policies
and procedures.

b. The service auditor consider the linkage of the policies and procedures to the stated control objectives.
c. The service autbr obtain sufficient evidence to reach an opinion.

50. The control objectives may be designated by the service organization or by outside parties such as
regulatory authorities, a user group, or others. When the control objectives are not established by outside parties,
the service auditor should be satisfigdt the control objectives, as set forth by the service organization, are
reasonable in the circumstances and consistent with

A

5. The service auditorbés report durepweleduitably designedwoh et I
achieve the specified control objectives. The report should not state whether they were suitably designed to
achieve objectives beyond the specifically identified control objectives.

52.The servi ce aud iherthe golciescapdiprodedures were suitallg designed to achieve
the specified control objectives is not intended to provide evidence of operating effectiveness or to provide the
user auditor with a basis for concluding that control risk may be assedsadthe maximum. Evidence that may
enable the user auditor to conclude that control risk may be assessed below the maximum may be obtained from
the results of specific tests of operating effectiveness.

53. The management of the service organization specifies whether all or selected applications and control
objectives will be covered by the tests of operating effectiveness. The service auditor determines which policies
and procedures are, in his or her judgiy necessary to achieve the control objectives specified by management.
The service auditor then determines the nature, timing, and extent of the tests of controls needed to evaluate
operating effectiveness. Testing should be applied to policies anddpres in effect throughout the period
covered by the report. To be useful to user auditors, the report should ordinarily cover a minimum reporting
period of six months.

54. The following is a sample report on policies and procedures placed in operation at a service organization
and tests of operating effectiveness. It should be assumed that the report has two attachraatdsciiption of
the service oirggsandredhtprondeasd prods ct hat may be rel evarl
structure and ki) a description of policies and procedures for which tests of operating effectiveness were
performed, the control objectives the policies and proceduresimtereled to achieve, the tests applied, and the
results of those tests. This report is illustrative only and should be modified as appropriate to suit the
circumstances of individual engagements.

To XYZ Service Organization:

We have examined the accompamyidescription of the application of XYZ Service
Organization. Our examination included procedures to obtain reasonable assurance about whether (1) the
accompanying description presents fairly, in all material respects, the aspects of XVige Ser




Organizationés policies and procedures that may be
structure, (2) the control structure policies and procedures included in the description were suitably
designed to achieve the control objectiveHjal in the description, if those policies and procedures were
complied with satisfactorilj,and (3) such policies and procedures had been placed in operation as of

. The control objectives were specified by . Our examination feamqrkin
accordance with standards established by the American Institute of Certified Public Accountants and
included those procedures we considered necessary in the circumstances to obtain a reasonable basis for
rendering our opinion.

In our opinion, theaccompanying description of the aforementioned application presents fairly, in all
material respects, the relevant aspects of XYZ Servic
placed in operation as of . Also, in our opinionptilieies and procedures, as described, are

suitably designed to provide reasonable assurance that the specified control objectives would be achieved if

the described policies and procedures were complied with satisfactorily.

In addition to the proceduresewconsidered necessary to render our opinion as expressed in the previous
paragraph, we applied tests to specific policies and procedures, listed in Schedule X, to obtain evidence
about their effectiveness in meeting the control objectives, describetiédBe X, during the period from

to . The specific policies and procedures and the nature, timing, extent, and results
of the tests are listed in Schedule X. This information has been provided to user organizations of XYZ
Service Orgaization and to their auditors to be taken into consideration, along with information about the
internal control structure at user organizations, when making assessments of control risk for user
organizations. In our opinion the policies and proceduresibi tested, as described in Schedule X, were
operating with sufficient effectiveness to provide reasonable, but not absolute, assurance that the control
objectives specified in Schedule X were achieved during the period from to
[However, the scope of our engagement did not include tests to determine whether control objectives not
listed in Schedule X were achieved; accordingly, we express no opinion on the achievement of control
objectives not included in Schedule X.]

The relativeeffectiveness and significance of specific policies and procedures at XYZ Service Organization
and their effect on assessments of control risk at user organizations are dependent on their interaction with
the policies, procedures, and other factors preseintdividual user organizations. We have performed no
procedures to evaluate the effectiveness of policies and procedures at individual user organizations.

The description of policies and procedures at XYZ Service Organization is as of , and
information about tests of the operating effectiveness of specified policies and procedures covers the period
from to . Any projection of such information to the future is subject to the risk
that, because of change, the descriptiory ma longer portray the system in existence. The potential
effectiveness of specified policies and procedures at the Service Organization is subject to inherent
limitations and, accordingly, errors or irregularities may occur and not be detected. Furthetimso
projection of any conclusions, based on our findings, to future periods is subject to the risk that changes
may alter the validity of such conclusions.

This report is intended solely for use by the management of XYZ Service Organization, itsecastomd
the independent auditors of its customers.

55. If the service auditor concludes that the description is inaccurate or insufficiently complete for user
auditors, the service auditor should so state in an explanatory paragraph preceding thepami@ph. An
example of such an explanatory paragraph follows:

The accompanying description states that XYZ Service Organization uses operator identification numbers
and passwords to prevent unauthorized access to the system. Based on inquiries efsstarfiepand

inspection of activities, we determined that such procedures are employed in Applications A and B but are
not required to access the system in Applications C and D.

In addition, the first sentence of the opinion paragraph would be modifreddas follows:

In our opinion, except for the matter referred to in the preceding paragraph, the accompanying description
of the aforementioned application presents fairly, in all material respects, the relevant aspects of XYZ
Servi ce Or g aesiam arocedorasGhat haddéen placed in operation as of






