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Identity Solutions For You
Introduction
I1S4U is an Identity and Access Management competence center within the Cronos Group. We are a growing group focusing on IAM and security. This
includes Identity and Access management, SSO, compliance (SIEM) and penetration testing. We are vendor independent. All IS4U employees hold
relevant security certificates (CISSP, CEH, Comptia Security+, ITIL, product certificates). Knowledge of the domain, underlying principles and standards
allow them to solve all possible problems and allow them to quickly assimilate new evolutions and products in this market.

What do we do?

* Pre-project analysis, Penetration testing:

Is there an IAM/SIEM need, and if so, what is the best fit for the problems at hand. The analysis can range from a high level security governance analysis
to low-level penetration testing.

e  Streamline IAM/SIEM efforts:
If an IAM/SIEM project is at risk or is running into problems, IS4U can evaluate the current efforts en give recommendations to get the project back on
track. This way we can protect and reuse made investments as much as possible.

* R&D:
1S4U can do research into IAM and Security standards (f.i. to IAM-enable in house developed products).

* 1AM, SIEM projects:
1S4U has the needed skills and resources to perform IAM/SIEM projects from A to Z. Not only has IS4U the knowledge to implement the solutions, during
implementation we can take advantage of specific knowledge on targeted systems for integration from within the Cronos Group.

¢ Development of new standards
1S4U is an Oasis member and member of the IDTrust Member Section and helps in developing new standards. This also enables us to keep our clients up
to date on new evolutions.

* Federation specialists

I1S4U has several Federation specialists that keep track of all the existing standards for federation (f.i. through continuous contacts with Oasis). To be able
to establish federation, thorough knowledge of the standards is the first pre-requisite. Knowledge of Federation tools used by the federating parties is the
second. 1S4U specialists hold knowledge on Microsoft ADFS(2), CA, IBM, Oracle, SUN, Novell, OpenSSO (=SUN), Shibboleth and Ping federation solutions.

Some references:

* FODFIN: The Belgian Federal Ministry of Finance, hired us for translating their identity management processes into workflow definitions. Moreover,
we implemented a test framework allowing improved change management processes.

* Eurocontrol: Implementation of an IAM solution. I1S4U is also responsible for 3th line support.

¢ Ministry of the Flemish Community: 1S4U was subcontracted by SUN for designing the second phase of the MVG’s identity management solution,
enabling delegated management of their user community. We then implemented the design and handed over the solution to their IT services
provider

* EC: Analysis of business processes to determine the exact IAM needs.

* AGFA Healthcare: Analysis of security standards as mentioned in the IHE standard. Implementation of a POC for a healthcare exchange platform

* FOD Mobiliteit: integration of elD in the online examination application.

¢ AXA: Product evaluation for a 3th party tool for user management.

* AGIV: feasibility study for federation services for an eGovernment solution.

¢ VLM: Implement use of VO-IDM and VO-ACM solution made available by the Flemish Government for VLM’s portal solution

* AZ Nikolaas: Identity Management solution

* OLVZ Aalst: SSO implementation

* Veolia: Penetration testing

* Wit-Gele Kruis West Vlaanderen: SIM implementation

¢ PSA/HNN: SIM implementation

* AW Europe: SIM implementation

* Fedict: POC on SSO between all different government agencies (federation between different IdP’s en SP’s implementing different brands of software)

* AZ Monica: Identity Management — SSO (zero touch provisioning) implementation

* UZA: Identity Management — SSO (zero touch provisioning) POC

* Ministry of Foreign Affairs: Access Management study

* Bank De Groof: Security Advise

¢ FN: Access Management Training

* Belgacom: Federation Training

* TeleAtlas: Security Advise: build a Strategic Security Plan

¢ EPT Luxembourg: SIM and Identity Management solution

¢ Unicredit Luxembourg: SIM solution

* Philips: SIM Oplossing

* VDAB: IAM Oplossing

¢ AZ St Lucas Brugge: Identity en Access Assurance
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