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Thank you for purchasing the HIPAA Security Assessment ToolKit™. Included in this ZIP file are the following:

Document Name
Start Here_ReadMe

File Name
1. StartHere_ReadMe.txt

Description
Legal Disclaimer and Copyright License

How to Use the HIPAA
Security Assessment ToolKit™

2. How to Use the HIPAA Security
Assessment ToolKit.pdf

This document is intended to help you get
started as productively as possible with the
HSA ToolKit™.

HIPAA Security Assessment
ToolKit™ Contents

3. CONTENTS OF HIPAA SECURITY
ASSESSMENT TOOLKIT.pdf

This document. A listing of all documents
within this HIPAA Security Assessment (HSA)
ToolKit™

HIPAA Security — HITECH
Compliance Roadmap™

4. HIPAASecurityComplianceRoadmap.pdf

High-level schematic providing overview of
key steps in HIPAA Compliance program;
highlights how HIPAA Security Assessment
ToolKit™ assists

HIPAA — HITECH Security Rule
FAQs

5. HIPAA - HITECH Security Rule FAQ_v5.pdf

A White Paper for Health Care Professionals
in FAQ format. Preparing for the HIPAA
Security Rule Again... now, with Teeth from
ARRA and the HITECH Act!

HIPAA Primer

6. IronMountain_HIPAA Primer_FINAL.pdf

Iron Mountain HIPAA Primer — What You
Should Know About the New Regulations

'HIPAA Secu rity Assessment
(HSA) Excel Program™

7. HITECHSecurityAdvisors_HIPAA Security
Assessment Tool_v3.0L.xls

Comprehensive HIPAA Security Assessment

Tool, including:

e Complete HIPAA Security Law and
Assessment Worksheets

e Instructions

e Glossary of Terms

e Security Policies Checklist

e References and Resources

Preliminary Remediation Plan
Candidate ltems template

HHS Notice of Public
Rulemaking — July 14,2010

8. PRP_Candidate Items_template.doc

Modifications to the HIPAA Privacy Security and
Enforcement Rules under HITECH.pdf

A table formatted Word document that can
be used to record items that are candidates
for faster, immediate action.

Additional Resources

Proposed changes to Privacy, Security and
Enforcement Rules

HIPAA Compliance Review
Analysis And Summary of
Results

2009_CMS_HIPAA_Compliance-
Review_Analysis_and_Summary.pdf

Findings and Lessons-learned from 2009 CMS'
HIPAA Compliance Review Analysis And
Summary of Results

Guidance on Risk Analysis

OCR_Risk-Analysis_Final_guidance.pdf

Office of Civil Rights (OCR) HIPAA Security
Standards July 8, 2010 Final Guidance on Risk
Analysis

Security Standards for the Small
Provider

smallprovider.pdf

Centers for Medicare & Medicaid Services (CMS)
Security Standards: Implementation for the Small
Provider

NIST Special Publication 800-66
Revision 1

NIST_SP-800-66-Revision1.pdf

An Introductory Resource Guide for
Implementing The HIPAA Security Final Rule
from the National Institute of Standards and
Technology

HIPAA Security Final Rule

HIPAA Security_Final_Rule.pdf

Complete copy of HIPAA Security Final Rule (45
CFR Parts 160, 162, and 164)
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This following Legal Disclaimer and Copyright License apply to all documents contained within
this HIPAA Security Assessment ToolKit™ product offering (the “Package”).

Legal Disclaimer

NONE OF THE INFORMATION CONTAINED WITHIN THIS DOCUMENT, OR WITHIN THE
PACKAGE, SHOULD BE REGARDED AS LEGAL ADVICE. THE DISTRIBUTION OF THIS DOCUMENT
AND PACKAGE DOES NOT CREATE AN ATTORNEY-CLIENT RELATIONSHIP WITH THE
PURCHASER. THE AUTHORS PROVIDE THE INFORMATION CONTAINED HEREIN ON AN “AS-IS”
BASIS. THE AUTHORS MAKE NO WARRANTIES REGARDING THE INFORMATION PROVIDED,
AND DISCLAIM ANY LIABILITIES FOR DAMAGES RESULTING FROM ITS USE.

Copyright License

All content in this document, and in the package, including design, text, graphics, pictures,
video, information and other files, and their selection and arrangement (the "Information"),
are the property of the authors, with all rights reserved. You are granted a limited license to
use and access the Information, and to download and print a copy of any portion of the
Information for personal use, or for use within one business unit profit center (i.e. defined as
a business unit that maintains its own profit and loss financial statements for internal or
external use), provided that you keep all copyright or other proprietary notices intact, where
such are provided for in the Information.

The Information contained within the Package, including the HIPAA Security Assessment Excel
tool, may be used by a Business Associate, Business Associate subcontractor or a Covered
Entity to self-assess their current state of compliance with the HIPAA Security Rule, as
provided for under this license. All other parties, including but not limited to attorneys and
consultants; may only use the Information contained within the Package for educational
purposes, any commercial use is strictly prohibited and constitutes an actionable violation of
the author’s copyright.

As pertaining to all the Information, you may not make available, in any form and by any
mechanism, said Information on any public or private website or incorporate the Information
in any other database or compilation. Any use of the Information, other than as set forth
herein, is strictly prohibited. This limited license allows you to use the Information only for
lawful personal uses in accordance with the foregoing and does not allow you to sell the
Information or use the Information for commercial purposes, other than as provided for
herein.
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