miiCard Press Pack

October 2010 
About miiCard

miiCard is a revolutionary “digital passport” that enables users to prove their identity online for the first time to the same level of authority as a driving license or passport would do offline. By creating trust in an environment characterised by anonymity and transient identities, miiCard will open up opportunities for business online and put internet users back in control of their personal information.

The inability to easily authenticate a user’s identity online has long posed a significant barrier to trade. Between 70% and 90% of all online financial transactions are terminated when the customer is required to provide physical proof of identity so it is imperative that businesses find a solution.

miiCard is designed to support ecommerce and eradicate this problem by enabling customers to complete complex transactions online without supplying further proof of ID. It also benefits users and vendors by increasing convenience, consistency and simplicity of shopping online, speeding up transactions, reducing costs, improving customer satisfaction and easing regulatory compliance.
History

miiCard is the brainchild of Canadian entrepreneur and IT expert James Varga. While tackling the challenge of bringing miiCard’s sister company, Money Dashboard, to market in 2009, James was struck by the ever-present puzzle of how to prove identity online in order to sell financial products over the internet. 

A constant problem for many financial services providers, the headache of identifying potential customers, was causing the entire marketplace to falter in its attempts to leverage the full capabilities of the digital world. James recognised that the difficulty of establishing trust online is the final obstacle to true digital trade globally and in order to establish trust, it is necessary to know the identities of parties involved in a transaction.  This realisation was followed by several months of research, challenge and concept validation before the idea was developed into a tangible solution. 

Many organisations who are trying to tackle this problem have concentrated on increasing the 'vigour' of their data cross-checking, by accessing more sources and combining different sets of data. In the meantime, technology developments have tackled the ability to track the source of online transactions.

miiCard offers an identity validation based on 'Things That You Know' and “Something You Have” combined with behavioural patterns. The level of assurance of the identity is decided by the user and is compliant with Anti Money Laundering and Know Your Customer Regulations and the Proceeds of Crime Act.

The market
miiCard is an original proposition with the potential to revolutionise ecommerce and build a culture of trust online. It solves the problem of authenticating online identities and has positive implications for fraud prevention and business overheads.

According to research, the vast majority of online transactions are abandoned prior to completion following the introduction of an offline process and only 4% of visits to retail websites result in a completed shopping session. By removing the bottleneck created by offline identity validation, companies can capitalise on potential business and greatly improve conversion rates.

Depending on the amount of proof required, the validation process can be lengthy and expensive for a company while discouraging the customer from buying online.  There's no denying the obvious benefits to an organisation of having increased confidence in the ID of the person they are interacting with and to be able to do that instantly is a game-changing prospect for many sectors including banking and retail. 

The problem

To date, the answer to validating identity online has evaded solution providers.  From this situation two fundamental issues arise.

Firstly, in order for vendors to meet regulatory requirements (Know Your Customer, Anti Money Laundering, Proceeds of Crime Act) customers attempting to purchase a financial product online frequently find that they cannot complete the transaction without providing additional forms of identity. This is a hassle for the customer as, for example, they have to take a passport or driving licence to a local branch. 

Right now, online validation only exists to the extent that complex cross-checking of data about the individual is possible.  The current leap of faith to 'validated' identity is the assumption that the person supplying that data during the transaction IS actually the person in question!

Secondly, online purchasing behaviour is such that users expect to wholly complete a transaction, end-to-end, in one go. The inability to offer an 'instant conclusion' is a major stumbling block for vendors as customers do not want the inconvenience of a further, offline, step.  Why offer a product 'online' if it can't actually be purchased online?

The solution
miiCard is a pioneering way to prove a customer’s identity online, instantly.  It is a digital passport – a safe, secure and trusted online identity – established and managed by the user.

Each miiCard has an associated Level Of Assurance determined by the amount and quality of information the user provides. Built and managed by the user via the miiCard website, the Level Of Assurance is the key to gaining maximum usability and benefit from miiCard. 

When you attempt to purchase a product or service online, the Level Of Assurance that you need is pre-determined by the vendor or service provider and its regulator. The higher the user’s Level Of Assurance, the wider variety of transactions it can be used to validate.

The vendor or service provider is responsible for ensuring their own compliance with the regulations that govern their industries.  The regulations, in turn, determine how much and what kind of information is required in order to complete a transaction.  This is typical of financial transactions, such as applying for a new credit card, a bank account or loan but it can also happen in other situations, such as acquiring a new mobile phone contract.
miiCard is a flexible, non-disruptive product based on Open Standards technology.
Business benefits

miiCard is free to the consumer and charged to the vendor on a simple transactional basis. In addition to enabling a transaction to be completed online in its entirety, there are a number of additional benefits for participating businesses.

These include:

· Improved fraud detection

· Reduced costs in identity validation

· Increased customer satisfaction and retention

· Improved conversion rates

Since each miiCard identity is managed by its owner and verified every time it is used, miiCard also provides businesses with the most up-to-date and accurate picture of their customers. Further, it enables corporate groups to offer a better service by being able to track a customer’s portfolio across multiple subsidiaries. 

Security

As with any company dealing with its users’ personal information, security is a top priority for miiCard and was at the heart of the development process. Security is of critical importance to miiCard’s user community and customers and bank-level security is employed at every level.

miiCard uses strong two-factor authentication with one time passwords – in line with the accepted standards of banks and other financial services providers.  

The miiCard identity is verified every time it is used via a series of secure token exchanges shared between the user, their computer, their mobile phone and the website owner’s computer system. Data is protected using bank-level security and communications are protected with Strong Encryption through Secure Socket Layers (SSL/https) provided by Verisign.

Passwords are transmitted and stored in encrypted format at all times and miiCard uses certificates with Extended Validation (the green address bar) with a 1280bit minimum encryption.  

miiCard services are reviewed and audited externally on a regular basis.

Industry support

miiCard has been developed with support and encouragement from industry leaders including Microsoft and SecureWorks, both of which have been actively involved in bringing the solution to the marketplace. The appetite for online identity validation has never been stronger and miiCard is ideally placed to provide a leading-edge solution to a hungry market.
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