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Total	
  Device	
  Endpoint	
  Security	
  Suite	
  
Total	
  Device	
  Data	
  Protect	
   Total	
  Device	
  Mail	
  Protect	
   Total	
  Device	
  Reporting	
  

Data	
  loss	
  prevention,	
  Endpoint	
  
Encryption	
  and	
  Removable	
  media	
  
security.	
  
Stop	
  Data	
  leakage	
  

The	
   key	
   risk	
   of	
   data	
   leakage	
   comes	
   from	
  
within	
   an	
   organisation.	
   The	
   growing	
  
capacity	
   of	
   external	
   storage	
   drives	
  
increases	
   this	
   risk.	
   Total	
   Device	
   Endpoint	
  
Security	
   Suite	
   provides	
   a	
   robust,	
   fully	
  
secure,	
   server	
   managed	
   intuitive	
   solution	
  
that	
  focuses	
  on	
  removable	
  device	
  security	
  
(USB	
   keys,	
   Firewire,	
   CDs,	
   DVDs,	
   SD	
   cards,	
  
Compact	
   Flash,	
   iPhones,	
   MP3,	
   Memory	
  
Sticks,	
   MMC,	
   Smart	
   Media,	
   DX…),	
   email	
  
protection	
   and	
   social	
  media.	
   Total	
   Device	
  
Endpoint	
   Security	
   Suite	
   enables	
   IT	
  
Administrators	
   and	
   Security	
   Managers	
   to	
  
quickly	
   view	
   and	
   control	
   all	
   storage	
  
devices	
  connected	
  to	
  workstations,	
   laptop	
  
and	
  servers.	
  	
  
Organisations	
  today	
  relay	
  heavily	
  on	
  email	
  
applications;	
   it	
   has	
   become	
   an	
   essential	
  
business	
   tool	
   and	
   without	
   it,	
   can	
   bring	
  

business	
   to	
   a	
   halt.	
   Email	
   enhances	
   an	
  
organisations	
   communication,	
  
productivity	
   and	
   efficiency,	
   and	
   as	
  
consequence	
   security	
   has	
   become	
   a	
  
legitimate	
   concern.	
   Furthermore,	
  
because	
   it's	
   simple,	
   smart	
   and	
   easy	
   to	
  
use,	
   fraud,	
   theft	
   and	
   other	
   illegal	
  
behavior	
  may	
  be	
  observed	
  such	
  as	
  data	
  
leakage	
  and	
  confidentiality	
  issues.	
  Email	
  
represents	
   in	
   itself	
  a	
  huge	
  threat	
   for	
  an	
  
organisation	
   regarding	
   confidentiality.	
  
Loss	
   of	
   confidentiality	
   may	
   be	
   due	
   to	
  
several	
  reasons:	
  	
  
	
  
• Data	
  leakage	
  by	
  misuse	
  or	
  accident.	
  
• Data	
  leakage	
  by	
  ignorance	
  of	
  policy	
  

and	
   organizational	
   procedure,	
   or	
  
just	
  carelessness	
  

• Data	
  leak	
  on	
  purpose	
  

Total	
   Device	
   Endpoint	
   Security	
   protects	
  
your	
   organisation	
   email	
   system.	
  
Whether	
   data	
   is	
   exchanged	
   via	
   the	
  
company	
   email	
   system,	
   for	
   example	
  
Outlook/Exchange,	
   or	
   via	
   an	
   online	
  
(Hotmail,	
   Gmail,	
   etc.),	
   Total	
   Device	
  
Endpoint	
   Security	
   ensures	
   maximum	
  
security	
  for	
  all	
  data	
  exchanged	
  via	
  email,	
  
including	
   attachments.	
   Anticipating	
   and	
  
controlling	
   potential	
   data	
   leakage	
   is	
   a	
  
daily	
  challenge	
  facing	
  IT	
  Management.	
  
By	
  centralizing	
  all	
  activity	
  linked	
  to	
  hard	
  
drives,	
   external	
   storage	
   devices	
   and	
  
email	
   attachments,	
   Total	
   Device	
  
Reporting	
  enables	
  a	
   simple,	
  global	
  view	
  
of	
  potential	
  data	
  leakage	
  risks.	
  
	
  

	
  



	
  

	
  

	
  

16,	
  rue	
  du	
  Colisée	
  

75008	
  Paris	
  -­‐	
  France	
  

	
  Tel:	
  +33	
  9	
  82	
  56	
  80	
  01	
  

Contact:	
  contact@totaldevice.com	
  

www.totaldevice.com	
  

	
  
To	
   secure	
   private	
   and	
   public	
  
organizations	
  against	
  data	
  leakage,	
  
Total	
   Device	
   provides	
   a	
   powerful	
  
software	
   range	
   that	
   includes	
  
protection	
  of	
  all	
  removable	
  storage	
  
media,	
  internal	
  drives	
  and	
  emails.	
  	
  
	
  
Total	
   Device	
   Endpoint	
   Security	
  
offers	
   the	
   Industry‘s	
   most	
  
comprehensive	
   security	
   in	
   one	
  
easy-­‐to-­‐manage	
   for	
   endpoints,	
  
email	
  and	
  Data	
  
	
  

Features	
  and	
  Benefits:	
  

• Guarantees	
  that	
  sensitive	
  data	
  is	
  not	
  accessible	
  without	
  clearance	
  
• Prevents	
  all	
  unauthorized	
  file	
  copying	
  via	
  the	
  encryption	
  of	
  removable	
  

devices	
  
• Eliminates	
  all	
  risk	
  of	
  data	
  theft	
  when	
  an	
  employee	
  leaves	
  an	
  organization	
  
• Stops	
  data	
  theft	
  before	
  it	
  can	
  start	
  
• Compatible	
  with	
  all	
  Windows	
  environments	
  
• Rapidly	
  scans	
  the	
  entire	
  network,	
  recognizing	
  and	
  identifying	
  all	
  storage	
  

devices	
  that	
  are	
  or	
  have	
  been	
  plugged	
  in	
  
• Configures	
  detailed	
  rules	
  to	
  secure	
  all	
  devices	
  physically	
  connected	
  to	
  

workstations,	
  including	
  wireless	
  connections	
  
• Detects	
  and	
  denies	
  access	
  to	
  all	
  unauthorized	
  data	
  transfer	
  attempts	
  from	
  

workstations	
  and	
  servers	
  within	
  the	
  organization.	
  	
  
• Encryption	
  of	
  email	
  attachments	
  sent	
  via	
  MS	
  Exchange	
  
• Encryption	
  of	
  email	
  attachments	
  sent	
  via	
  an	
  online	
  email	
  service	
  
• Capability	
  to	
  request	
  authorization	
  to	
  transfer	
  unencrypted	
  messages	
  
• Authorized	
  copy	
  and	
  transfer	
  of	
  unencrypted	
  file	
  
• Access	
  to	
  all	
  unencrypted	
  attachments	
  transferred	
  
• Capability	
  to	
  send	
  alerts	
  in	
  the	
  event	
  of	
  multiple	
  unencrypted	
  requests.	
  
• Centralization	
  of	
  data	
  
• Centralization	
  off	
  all	
  unencrypted	
  attachments	
  by	
  user	
  
• Setting	
  of	
  data	
  surveillance	
  rules	
  
• Email	
  alert	
  management	
  
• Full	
  integration	
  with	
  Total	
  Device	
  Security	
  Correlation	
  

	
  

Total	
  Device	
  Data	
  Protect	
  watches	
  
over	
  all	
  removable	
  medias	
  
USB,	
   Firewire,	
   CD,	
   DVD	
   Compact	
  
Flash,	
   SD,	
   Memory	
   stick,	
   MMC,	
  
Smart	
  Media,	
  SCSI,	
  EDI	
  
	
  
Total	
  Device	
  Mail	
  Protect	
  prevents	
  
data	
  leakage	
  via	
  email	
  	
  
	
  
Online	
  email	
  services,	
  Exchange,	
  
Outlook,	
  Webmail	
  
	
  
System	
  requirement:	
  
Runs	
   with	
   32-­‐bit	
   and	
   64-­‐bit	
  
Windows	
  
	
  
Server	
  configuration:	
  
•	
  CPU:	
  Pentium®	
  4	
  2.8	
  or	
  higher	
  
•	
  Memory:	
  minimum	
  1	
  GB	
  
•	
  Windows	
  2000/XP	
  or	
  higher	
  
	
  

	
  

	
  


