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Information & Communications Technology (ICT) Safety Tips - 2013 Parents Edition 

  

Parenting tips 2013 present 100 Internet safety tips for parents to use when educating their children 

on reducing their chances of being harmed online, engaging in high-risk online activities & allowing 

offline distress to impact their online behavior. The tips are phrased in the “You and your child” 

tense. To encourage your child to experience interest in what they are likely to initially view as a 

mundane task, phrasing the tips in this manner makes them a team approach and not a one-sided 

parent/child task. 

Some of the items listed may not apply to your child based on their age, maturational development 

and access to all types of electronic devices. When completing the checklist, correct responses are 

affirmative and should be “Yes, Agree, True.” Of the items that do apply to you, your child and 

family, the goal is to correctly agree to 95% of the items. Achieving a 95% correct response score 

suggests you and your child are in the low probability for cyber attack range. 

GOOD LUCK AND MAY 2013 BRING YOU MANY HOURS OF ONLINE & DIGITAL 

DEVICE ENJOYMENT! 

  

1. You and your child discuss cyber bullying and cyber harassment issues. 

2. You and your child know to ignore being harassed or teased online. 

3. You and your child do not flame (a provoking message) others online. 

4. You and your child will always be supportive if a friend is being cyber bullied or cyber harassed. 

http://www.ipredator.co/ipredator/cyber-bullying/cyberbullying-tactics/
http://en.wikipedia.org/wiki/Flaming_(Internet)
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5. You and your child know who, when and how to report a cyber bully, cyber stalker or cyber 

harasser. 

6. You and your child do not post or share images and videos that are slightly embarrassing online. 

7. You and your child practice digital citizenship (online manners.) 

8. You and your child know what to do if taunted online. 

9. You and your child do not post or share offensive information or images online. 

10. You and your child are cautious posting personal information online. 

11. You and your child check your “digital footprint." 

12. You and your child do not share private information to ex-friends or ex-partners online. 

13. You and your child practice caution what is disclosed online. 

14. You and your child protect your images from strangers viewing them online. 

15. You and your child know how to sustain and monitor a positive digital reputation. 

16. You and your child know images & videos can remain in cyberspace for years. 

17. You and your child know information shared online may be impossible to delete. 

18. You and your child do not have a mobile device with information that is embarrassing. 

19. You and your child know sexting can be criminal & shared with others. 

20. You and your child know personal information posted or shared online can go viral. 

21. You and your child know everyone has a digital footprint. 

22. You and your child know images and videos can be reposted multiple times. 

23. You and your child know what information can be harmful to digital reputation. 

24. You and your child practice netiquette online and in chatrooms. 

25. You and your child do not share personal information using Twitter. 

26. You and your child check email and social media profiles for strange messages and posts. 

27. You and your child do not have sexual conversations with unknown online strangers. 

28. You and your child do not make phone calls to online strangers. 

29. You and your child would not meet someone in person met online without telling loved ones. 

30. You and your child do not respond to online strangers in chatrooms. 

31. You and your child do not open attachments sent from online strangers. 

32. You and your child do not discuss financial information with online strangers. 

33. You and your child know to log out if feeling uncomfortable or fearful. 

34. You and your child do not engage in online activities not approved of by loved ones. 

35. You and your child would not meet anyone met online without first telling a trusted adult. 

36. You and your child know they are at a higher risk of being contacted by online strangers at 

night. 

37. You and your child do not discuss sexual topics with online strangers. 

http://www.ipredator.co/ipredator/cyber-stalking/
http://www.digitalcitizenship.net/
http://dsc.discovery.com/convergence/koppel/interactive/interactive.html
http://www.cybersmart.gov.au/teens/how%20do%20I%20deal%20with/digital%20reputation.aspx
http://www.noslang.com/sexting.php
http://en.wikipedia.org/wiki/Etiquette_(technology)
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38. You and your child do not accept free software, ring tones or screen savers from online 

strangers. 

39. You and your child do not have names on your "buddy" or "friends" lists you do not know. 

40. You and your child do not disclose your home address to online strangers. 

41. You and your child do not disclose passwords with others met online. 

42. You and your child do not text message or chat about sex with online strangers. 

43. You and your child know that internet predators target online users using kindness and 

understanding. 

44. You and your child know internet predators use attention, affection and gifts to seduce online 

users. 

45. You and your child know peer-to-peer networks can expose computers to internet predators. 

46. You and your child know the best protection from internet predators are safe online 

communication and digital citizenship. 

47. You and your child know how to block sites on computers from being accessed by internet 

predators. 

48. You and your child know most internet predators will be encouraging, patient and reserved. 

49. You and your child know file-sharing sites allow internet predators to access portions of a 

computer. 

50. You and your child know internet predators encourage online users to share images online. 

51. You and your child know internet predators encourage online users to share private 

information. 

52. You and your child know how to prevent unwanted access to your mobile devices. 

53. You and your child know how to track the sending of digital photos from mobile devices. 

54. If you or your child has a home Wi-Fi system, you always run additional firewalls. 

55. You and your child are educated on the dangers of GPS and location- based services. 

56. You and your child know GPS location services allow anyone to know the exact location of the 

owner of the mobile phone. 

57. You or your child has contacted mobile device services about adult controls and/or security 

settings. 

58. You and your child spend time learning mobile device safety. 

59. You and your child know how to install security on mobile devices. 

60. You and your child know how to set up remote lock and wipe features in mobile devices. 

61. You and your child monitor the stored images on mobile devices. 

62. You and your child have downloaded and installed antivirus software on mobile devices. 

63. You and your child treat mobile devices as carefully as wallets. 

64. You and your child do not share private information on mobile devices. 

65. You and your child silence mobile devices in public places. 

http://www.trutv.com/library/crime/criminal_mind/sexual_assault/internet_predators/1_index.html
http://compnetworking.about.com/od/basicnetworkingfaqs/a/peer-to-peer.htm
http://en.wikipedia.org/wiki/File_sharing
http://en.wikipedia.org/wiki/Wi-Fi
http://en.wikipedia.org/wiki/Location-based_service
https://squareup.com/help/en-us/article/3844-gps-maps-and-location-services
http://pewinternet.org/~/media/Files/Reports/2012/PIP_MobilePrivacyManagement.pdf
https://wiki.internet2.edu/confluence/display/itsg2/Mobile+Device+Security
https://wiki.internet2.edu/confluence/display/itsg2/Mobile+Device+Security
http://security.georgetown.edu/documents/Mobile%20Devices%20Safety%20Tips%20STC.pdf
http://www.mobiledevicemanager.com/mobile-device-security/remote-lock-your-mobile-device/
http://www.forbes.com/sites/ciocentral/2012/07/10/mobile-security-the-fallacy-of-remote-wiping-your-phone-2/
http://mobile-security-software-review.toptenreviews.com/


4 
 

 

66. You and your child comply with work or school policies regarding mobile device usage. 

67. You and your child know there are few methods of filtering web content on mobile devices. 

68. You and your child regularly learn about the updates & dangers of GPS location services. 

69. You and your child know GPS location services allow anyone to know the owner’s exact 

location. 

70. You and your child do not share passwords with close friends. 

71. You and your child know to have multiple passwords. 

72. You and your child are familiar with bot software, spyware, keystroke 

loggers  malware and viruses. 

73. You and your child know how to set a computer's security settings on high. 

74. You and your child are familiar with wireless home network security. 

75. You and your child do not participate in online activities others would not approve of. 

76. You and your child do not click a link in an unknown email or instant message. 

77. You and your child do not click on the links in the video comments section. 

78. You and your child do not post home or cell phone numbers on social networking sites. 

79. You and your child know to be cautious sharing contact information on gaming sites. 

80. You and your child do not exchange images from someone met online. 

81. You and your child always log off when not using instant messaging. 

82. You and your child know about the dangers of disclosing personal information online. 

83. You and your child have confirmed your school or work websites are password protected. 

84. You and your child are cautious posting email addresses to prevent screen scrapers. 

85. You and your child do not include full or partial real names in user or screen names. 

86. You and your child do not post full name or addresses on public websites. 

87. You and your child post other images when encouraged to post personal images. 

88. You and your child do not post full name, home address or telephone number on friend's social 

profiles. 

89. You and your child use various email addresses for different purposes. 

90. You and your child do not include contact information in profiles or comments. 

91. You and your child only download legal files, music and videos. 

92. You and your child know whom to contact if being sexually solicited online. 

93. You and your child do not have a social media profile with sensitive information available to the 

public. 

94. You and your child do not share your social media profile passwords. 

95. You and your child are cautious of flattering messages received online. 

96. You and your child keep social profile pages "friends only" for inviting friends or loved ones. 

http://en.wikipedia.org/wiki/Botnet
http://en.wikipedia.org/wiki/Spyware
http://en.wikipedia.org/wiki/Keystroke_logging
http://en.wikipedia.org/wiki/Keystroke_logging
http://en.wikipedia.org/wiki/Malware
http://en.wikipedia.org/wiki/Computer_virus
http://windows.microsoft.com/en-US/windows7/Understanding-security-and-safer-computing
http://compnetworking.about.com/od/wirelesssecurity/tp/wifisecurity.htm
http://en.wikipedia.org/wiki/Instant_messaging
http://www.webopedia.com/TERM/S/screen_scraper.html
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97. You and your child spend time learning proper online etiquette. 

98. You and your child review the privacy and security settings on social media sites. 

99. You and your child do not post personal images on websites or social networking profiles. 

100. You and your child refrain from responding to strange email messages or IM's from social 

media accounts. 

 

 

 

 

Dr. Michael Nuccitelli is a New York State licensed psychologist and certified forensic consultant. Recognized by the 

American College of Forensic Examiners International, Dr. Nuccitelli is the author of a new Technological Predator 

construct called iPredator. Under his theory, cyberbullies, cybercriminals and the severely disturbed are just a few of 

the typologies included that victimize others in cyberspace. Also included in his theory is how our Information 

Age society has drastically changed, becoming more isolated and disconnected leading to a paradigm shift in violence, 

crime and deviance. 

iPredator Inc.’s goal is to reduce victimization, theft and disparagement from ICT assailants. Dr. Nuccitelli is honored 

to have Robert O’Block, founder of the American College of Forensic Examiners International to voice his 

organization’s support. In June 2012, Dr. Nuccitelli & iPredator Inc. launched their Internet Safety Education & 

Technological Predator Investigation website offering site visitors an enormous amount of free information. 

 Facebook: The iPredator 

 Google +: The iPredator 

 Linked In: iPredator 

 Twitter: TheiPredator 

 YouTube: iPredator Team 

Contact:  

Michael Nuccitelli Psy.D., C.F.C.  

NYS Licensed Psychologist 

Ph: (347) 871-2416 

Website: www.iPredator.co 

 

iPredator Website Parenting Tips Page 

http://www.ipredator.co/ipredator/ipredator-bridge/parenting-tips-2013/ 

http://www.staysafeonline.org/stay-safe-online/protect-your-personal-information/social-networks
http://www.ipredator.co/about-us/dr-michael-nuccitelli/
http://www.ipredator.co/ipredator/
http://www.ipredator.co/about-us/ipredator-supported/
http://www.ipredator.co/contact-us/dr-internet-safety/dr-internet-safety-support/
http://www.ipredator.co/services/
http://www.facebook.com/pages/The-iPredator/314877728534332
https://plus.google.com/104258151815373620507/posts
http://www.linkedin.com/in/iPredator
http://twitter.com/TheiPredator
http://www.youtube.com/user/iPredatorTeam
file:///C:/Users/Owner/Desktop/www.iPredator.co
http://www.ipredator.co/ipredator/ipredator-bridge/parenting-tips-2013/

