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Benefits

Protect your organisation from
web-based threats

Improve control over
internet browsing

Enforce web usage policies to all
users regardless of location

Improve operational resilience
with multi-site and roaming
user support

webCritical has helped to keep
us virus free and has prevented
abuse of facilities like social
networking sites.

Head of IT,
Community Gateway Association

Datasheet
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Web security and control

webCritical cloud-based web security gives you control of what
employees do online and protects your organisation from web-
based threats. An easy-to-use central management console lets

you define web usage policies that can be applied to your entire
organisation, regardless of where your users are located. Granular
policy enforcement lets you manage what each employee can do
online and real-time reporting gives you detailed insights into your
organisation’s web activity.

Our inline anti-virus and anti-spyware
scanning keeps your organisation \
safe from web-based viruses, "
spyware and other types of
malware by inspecting all
incoming and outgoing
traffic for malicious
content. With advanced
features such as web

2.0 controls, data

loss prevention and
browser control, you

can tailor the service

to suit the exact
requirements of

your organisation.

Features

Granular policy enforcement

With webCritical's granular policy enforcement you can ensure all
users are accessing the web in accordance with your internal company
guidelines. Whether you want to block access to certain types of
content, reduce time spent on recreational sites or simply restrict
access by user or location, webCritical has the tools you need to

take control.

Real-time reporting

With webCritical you can instantly drill into any sequence of events
as they unfold. Transactions can be filtered by user, time, location,
URL categories and many other parameters to give you detailed
insight into your organisation’s web activity.

Multi-site and roaming user support

Using webCritical you can easily control internet access for every

user without diverting traffic through an appliance or deploying any
software. Simply direct a browser (using a PAC file) or corporate router
to the webCritical cloud datacentres and all your users — regardless of
their location - will be accessing the internet in the same secure,
controlled manner.
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webCritical is extremely
effective and has evolved to meet
our changing requirements.

Gateway College

What next?

See the service in action:
email sales@icritical.com
to arrange a demo

Try the service for free:

visit www.icritical.com
to book a trial

Also available

mailCritical
email security in the cloud

vaultCritical
email archiving in the cloud

Customisable access levels

Using the webCritical online interface you can provide different
levels of admin access to different users. The granular controls let
you set access rights to policy editing, report creation, transaction
information, role editing and more.

Inline anti-virus and anti-spyware

To keep your organisation safe from web-based viruses, spyware
and other types of malware, webCritical inspects all incoming and
outgoing traffic for malicious content. It also gives you control of
which file types enter or leave your organisation via the web.

Advanced threats protection

webCritical’s policies for advanced threats protection provide in-
depth analysis of web pages to protect against advanced web-based
threats including botnets, malicious active content, phishing, XSS
attacks and more. Advanced threats protection blocks malicious code,
spyware and viruses from infected sites to keep your

organisation safe.

Web 2.0 controls

Using webCritical's web 2.0 controls you can provide access to social
media, webmail, web IM and streaming media applications without
compromising security or productivity. Additional granularity lets
you choose whether web 2.0 sites are read-only or interactive. Rules
can be applied to individual users or user groups to give you
maximum control.

Data loss prevention

webCritical's data loss prevention engines help you limit data leakage
by scanning all web traffic leaving your organisation. Through the
combination of dictionaries and powerful engines webCritical can
detect and block transactions containing confidential data, helping
you to comply with PCI and HIPPA guidelines. You also have the
ability to define your own engines to detect and block the leakage of
intellectual property.

Service

webCritical is delivered as a cloud-based service so in addition to the
feature-rich product you also receive:

Round-the-clock service maintenance and monitoring
Free 24/7 telephone support

Assisted setup and system training

Automated service alerts

About iCritical

iCritical is an award-winning provider of cloud-based services for
email security, web security and secure email archiving. Since the
company began in 2003 we've focused exclusively on delivering
managed security services that reduce risk, increase control and
provide peace of mind. Our services are a combination of feature-
rich technology and round-the-clock monitoring and maintenance,
backed by unbeatable customer service.
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