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* Does your security assessment program include?
— Multiple tools
— Manual testing
— Integration with asset management
— Customized reporting
— Remediation tracking
— Vulnerabillity trending
 How do you manage your vulnerability dataset?
— Spreadsheets
— Natively within an assessment product
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« Correl atedVM™ 1 s a vul nerab
tool developed by NetSPI designed to

— Aggregate & correlate findings from multiple testing tools and
from multiple testing layers

— Manage vulnerability data
— Produce quality, relative reports

« Correl atedVM™ supports the -
— Code reviews
— Application assessments
— Database and operating system assessments
— Penetration tests
— Network assessments
— Manual findings

2013 © | Copyright | NetSPI b CorrelaTEVM”



- 1] - q L
CoreredaeVIV™: ArGaicsciure
’-. The rich client CVM Assessment software
“ - Is designed by pentesters for pentesters;
Pentesters and the web based CVM Portal, is for
software security stake holders, from
developers up to the CISO. This built-in
workflow will dramatically lower the risks
ﬁ ) -l ) - associated with hosting or deploying
Deen Dive Tosin CVM Assessment — vulnerable software on your network.
p 9 Pentesting workspace GRQ Ticketing

Periodic Findings correlation Archer
Manual TestingHP Weblnspect Advanced reporting
HP FortifyBurpSuiteetc.

Cor r el a adity brihgelegant order
: to the uniquely challenging and sometimes
& — W | outright disorderly vulnerability
oo e e management efforts has been
Contma Nomtonmg” Remediaton tacking Reporting demonstrated in hundreds of organizations,
Whitehat, Veracode Qualys etc. Word, Exce) PDEHTML
‘ on thousands of engagements, and for
some of the most business-critical
m applications running on some of the most
secure networks in the world.

Security Team
Developers
Management
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CoceredaecVIVI™: Hinte=areted \ikh GRIC 7 Airctiee

Vulnerability

Testing Tools

s GRC/ Archer

Asset
Information

Benefits

Automation for remediation assignments & due dates

Customization of vulnerability descriptions, recommendations,
severities, etc.

Grouping and filtering of findings
Updates to existing records with use of the unique key
Findings reports can be attached to remediation plans
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BN CorrelatedVM™ Assessment 5.0.67.168 ]
Fle Edit Tools Administration Window Help
& JePCorti e S I
Bailey Bros. Building and Loan Associatior " : 5
1 Assets El-4 Hgh _ Workspace Asset |Finding | Veriﬁcahonl Master Hndmgl Se\rerityl Descripti \l Remedizti .Instrl Verificati .Instrl Heportsl
: L1, OpenSS5H XT1 Cookie Local Autf ; ;
i Asset Groups i, PHP HTMLEntities HTMLSp Aaset Services
-85 Cortacts o N © |B Asset Fort | Froto | Name I
i . .t PHP MySQL Bdension Optic R P—
Ei_j 201033 Demo Project B8, SOL njection Asset ID 56850 2 tcp ssh
=3 Cortainers Ej . 152161212 - Thisis the Asset Name ecommerce web server 53 tcp domain
nCircle CSV2 (C:\DemaofilesJF s 5L Irjection (zonfimed) Asset Description UAT web service 53 udp domain
Messus (C:\Demofiles'\Nessus ry 5L Injection (zorfimed) Asset P Address 15.216.12.12 80 tep hitp
3 Weblnspect XML (C:\Demafil Y QL Injection {corfimed) Asset Host Name Bamey 123 udp ntp
{2 2010 Q3 Demo Project Workspac od Med\um“ Asset DNS Name zer webappsecurity.com 443 icp Hitps
-3 2010 Q4 Demo Project o Asset Mliases uat.webappsecurity com
. -4 Low R 2001 tcp veom4unnel
-3 MNew Project -4 None Asset Environment UAT
Callahan Auto Parts & & Iformation Asset Owner John Smith
Happy-Go-Lucky Toy Company o ""‘ lanore Asset Location Back Up Data Center
Network Security Professionals - Asset Product Linux / Apache / PHP
Opti-Grab Inc Asset Application Storefront net
TEST Asset Contact 1 John Smith
Asset Contact 2 Jane Johnson
Asset Cortact 3 Tim Olson
Asset Cortact 4
Asset Cortact 5
Asset Contact Mary Hatch Bailey (mary bailey@bbbla.com)
Asset Tier Tier1
Asset Type Provided UAT
Asset Type FreeBSD 5.5
Asset Function Web Server
Asset is Virtual False
Asset CVSS Environmental Metrics CDP:H/TD:ND/CR:L/IR:M/AR:H
Vulnerabilities
Port | Severity | Entry Poirt | Vulnerability -
30 High Unkcnown SQL Injection
443 High Mo PHP HTMLErtties HTMLSpecialChars Buffer Overflow Vulnerabilities
2 High Unkcnown OpenS55H X11 Cookie Local Authertication Bypass Vulnerability
443 High Mo PHP MySQL Exdension Option Handling Error Vulnerability _—
53 Medium Unkcnown DNS Cache Snooping
80 Medium Unknown HTTP TRACE or TRACK Cross-Site Scripting
30 Medium Unkcnown Backup File
30 Medium Mo Cross-Site Scripting
30 Medum  Unknown  CVS Content Files Found
443 Medium Mo Deprecated S5L Protocol Usage
20 Medium Unknown Logins Sent Over Unencrypted Connection
30 Medium Unkcnown Microsoft ASP.NET or ASP Unicode Conversion Cross-Site Scripting
30 Medium Unkcnown Microsoft ASP.NET Request Filttering Bypass Cross-Site Scripting Vulnerability f
443 Medium Mo S5L Server Supports Weak Encryption

K — ]

4|

Connected to MSPO1CPTSQLO 1P:CYMNETSPIUAT as NETSPI\speter [Administrator]
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Remecttaton i Haok

M
o

';'!1 CorrelatedVM™ Assessment 5.0.67.168 - [Workspace - 520451 - 2010 (3 Demo Project Workspace] _ 0] x|
@ File Edit Tools Administraton Window  Help - 9 X
-!_li NetSPI ComelatedVM™ Demo System Bl High 'Workspaca I Asset  Finding |‘u"eriﬁcation Master Finding I Seveﬂtyl Description I Remediation Instrl Verfication Instr I Reports I

i, OpenSSHXTT Cookie Local At
.t PHP HTMLEntities HTMLSp
i, PHP MySQL Exdension Optic
=48, SQL Injection

E-F 4 15.216.12.12 - ecommercs
... SQL Injection (confimed)
-4, SQL Imjection (confimed)
-4 SQL Injection {confimed)

| Bailey Bros. Building and Loan Associatior
. Assets

Asset Groups

Contacts

{1 201033 Demo Project

: -1 Containers

{1 2010 Q4 Demo Project
{1 New Project

E Callahan Auto Parts

[ i| Happy-Go-Lucky Toy Comparny ' Cross-5ite Scripting

[ | Metwork Security Professionals +. CVS Content Fles Found

[2 | OptiGrab Inc Deprecated SSL Protocol U
B8 TEST DNS Cache Snooping

Logins Sent Over Unencrypl
Microzoft Active Server Pag
Microsoft ASP_.NET or ASP |
Microsoft ASP_NET Requesi
Pazzword in Query Data
PHP MB_Send_Mail TO Arg
U S5L Server Supports Weak
.1, Usable Remote Name Serve
-4y Low
-4t MNone
[#-44y Information
(-4t lanore

1 | o

Connected to MSPO1CPTSQLO 1P:CYMMETSPIUAT as NETSPI\speter [Administrator]

B Affected
Affected URL
Affected Source
AMfected Source Line

hitp-//zer .webappsecurity.comAoginl.asp

Container 1D

ainer Name
ontainer Source
Identification
Finding 1D

Finding Name

Finding Description
Master Finding 1D
Intermediate Finding 1D

Finding Assessment State
Finding Remediation State
Finding Remediation Motes
Finding Remediation Contact
Estimated Remediation Date
Actual Remediation Date
Estimated Remediation Hours
Actual Remediation Hours
Remediation Resource Type

Thiz will require a coding change
Mary Hatch Bailey {mary bailey@bbbla_com)
117112011
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!.'ﬂ CorrelatedVM™ Assessment 5.0.67.168 - [Workspace - 520451 -

[ Fle Edit Tools

Administration

Window  Help

2010 Q3 Demo Project Workspace]

y NetSP| ComelatedYM™ Demo Sy
4| Bailey Bros. Building and Loa
T Assets

Asset Groups

&=| Contacts

E-£3 2010Q3 Demo Project

| @-C3 Cortainers

(i 2010Q3 Demo Proje
{1 2010Q4 Demo Project
{1 Mew Project

5| Callahan Auto Parts

5| Happy-Go-Lucky Toy Compa
5| Metworlk Securty Professionz
=| OptiGrab Inc

s TEST

A @ a

Connected to M3P01CPTSOLO1P:CVMNETSPIUAT as METSPI\speter [Administrator]

=144, High

L1 OpensS5HXTT Cookie Local #
.1, PHP HTMLEntities HTML;
41, PHP MySQL Exdension Oy
2t 50L Injection

- 4 15.216.12.12 - ecommd
.+ SQL Injection {confim:
Lt 5QL Injection (corfims
Lt 5QL Injection (corfim:

—:I__l'm Medium

.1, Backup File

; “.im Cross-Site Scripting

/1. CVS Content Fles Found

-4t Deprecated SSL Protocol:

.1, DNS Cache Snooping
/i, HTTP TRACE or TRACK !
2t IS Global Server Variable

.1, Microsoft Active Server F:
.t Microsoft ASP_NET or AS:
/1, Microsoft ASP_NET Reqgu:
4+, Password in Query Data

41, PHP MB_Send_Mail TO A

H S55L Server Supports Wei
4.1, Usable Remote Name Sei;
4 Low

4. Nore

4t Information

4t lgnore

.Workspace I Asset I Finding I Verffication I Master Finding  Severity I Description I Remediation Instr | Verfication Instr I Reports I

— Default Project Type

ICriticaI j
Business Impact |SGL injection can allow an attacker to extract, modify, add, or delete information from database ;I
servers, the abilty to remotely execute system commands, orin some circumstances provides the
Similar.... I

Severity

means to take control of the server hosting the database.

= N

ess Impact  |SGL injection can allow an attacker to extract, modify, add, or delete information from database ;I
servers, the abilty to remotely execute system commands, orin some circumstances provides the
Similar.... I

|High

means to take control of the server hosting the database.

—_

™ Corfiguration
[ Patch/Version
¥ Code Change

Categories
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!.'.1 CorrelatedVM™ Assessment 5.0.67.168 - [Workspace - 520451 - 2010 Q3 Demo Project Workspace] 10l x|
@ File Edit Tools Administration ‘Window  Help - 2 X
-y Nt.a‘tSPI ComelatedVM™ Demo Sy | E-4 High Workspace I Asset I Finding I Verfication | Master Finding I Se\rerit)'l Description I Remediation Instrl Verffication Instr  Reports I

| Bailey Bros. Building and Loa
. Assets

. Asset Groups

6= Contacts

=3 2010 Q3 Demo Project
i {1 Containers

[ 2010 Q3 Demo Proje
{1 2010 Q4 Demo Project
{1 Mew Project

5| Callahan Auto Parts

#| Happy-Go-Lucky Toy Compa
5| Network Security Professionz
5| Opti-Grab Inc

sl TEST

rr B

L, OpenSS5H X7 Cookie Local #
i, PHP HTMLEntities HTML
PHP MySQL Exdension Oy
SQL Injection

o, 152161212 - ecomme
5QL Injection (corfim:
SQL Injection {corfim:
Lt 50L Injection {confimm:

|:—:|---_'.m Medium

.1, Backup File

'y Cross-Site Scripting

1, CVS Content Fles Found
Deprecated SSL Protocol
DNS Cache Snooping
HTTP TRACE or TRACK !
IS Global Server Variable
Legins Sent Over Unencr
Microsoft Active Server F
Microscft ASP.NET or AS
Microscft ASP.NET Requ
Pazeword in Query Data
PHP MB_Send_Mail TO £
55L Server Supports We:
+-/+, Usable Remote Name Sex
48 Low

-4 None

Information

-4 lgnore

fra W e B
E.
£

Report Type

I Remediation Report

Include Severties

Include Finding Assessment States

=

Generate. .. |

V¥ Asset Group Filter

Lrgent
Critical
High
Medium
Low

O None

O Information
O 1gnore

Set Precedent Workspaces... |

Spel Check Workspace |

Connected to MSPO1CPTSQLO1P:CYMNETSPIUAT as NETSPI\speter [Administrator]

Final

Entry Point

In Progress
New

O False Posttive
O Duplicate

Include Finding Remediation States

New
Assigned
Clogsed
O Verfied

WebApplications
O Group 2
O Group 3
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2 CorrelatedVM - Windows Internet Explorer - |E||1|
@?: - I ® https://correlatedym. netspi.com/dashboard ,Oj G [[*+]| X | - corelated™ x | | i Lr ied
) . L Welcome Seth Peter  EContact Us I

CORRLU\] LDVM wretser

= 4l | PROJECT STATS NOTIFICATIONS

i Latest Projects [ Project Activity |
=t [ESDiEEE | =] uploaded fullcalendar-1.5.4_2.zip | ON
Acme-2013-ACR 83% BB Messages I Files July 03 for project | Acme-2013-ACR
A | 1.25
= ELLEE) uploaded
[ ] ACME-2013-WAPen-Attack 1% . . Acme-Test-Project-3000-Preliminary_Report.docx  On June 18
| ! for project| ACME-2013-WAPen-Attack
&
=] uploaded fullcalendar-1.5.4_2__3_.zip
0.75 :
& > on June 03 for project  Acme-2013-ACR
2
& < 0 I—§ uploaded Acmesample_(3).docx
' on June 03 for project Acme-2013-ACR
A
025 = ELAELEEL BRIl posted a message on May 29 for
' project | ACME-2013-WAPen-Attack
&
_ o o 0 0 - uploaded fullcalendar-1.5.4_2.zip | ON
24 25 26 27 28 May 23 for project Acme-2013-ACR

Week of the year

P posted a message on May 20 for project =
Acme-2013-ACR

] uploaded Acmesample.docx | ON
v May 10 for project | Acme-2013-ACR
<« »r Jul 8 — 122013 month b.g posted a message on May 10 for project

Acme-2013-ACR
Mon 7/8 Tue 719 Wed 7/10 Thu 7111 Fri7/M2

L= e e WY posted a message on April 11 for project

© NetSPI 2013. All Rights Reserved
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é CorrelatedVM - Windows Internet Explorer

@?_: 'I 8. htips: //correlatedvm. netspi.com/findings,/17b 1f18b ,Oj ﬂ 1| X = CorrelatedvM xl |

L CORRLU\] LDVM ;:,-mLsﬂrf'

52 Dashboard

i Projects

A | Findings

@ Company Information
L  Users

& Share Files with NetSPI

E Calendar
A Feedback
& SignOut

© NetSPI 2013. All Rights Reserved

L Welcome Seth Peter

WAPEN-ATTACK FINDINGS

Summary by Vulnerability Level

Medium : 9

Summary by Finding and Instance

Localstart.asp Brute Force exposure .
CV5 Content Files Found -
Local File Inclusion fReading Vulnerability
| 2
SOL Injection

]
Possible Username or Password Disclosure

II5 Global Server Variables Disclosure m—4
(global.asa.bak) 1
ADOVBS Database Configuration Information
Disclosure 1

DNS - Recursive Queries

Include File {.INC)

DMS - Cache Snooping

Admin Section Available without Authentication

Cleartext Protocol - HTTP Login

Summary by Severity Level and Vulnerability Category

=1olx|
{9 €29

EiContact Us

Configuration _l . _

Code Change -

Configuration, Code

Change
Undefined
0 5 10 15
0 High Total
Medium i
B Low B Low [ Medium [ High
L L

Finding Instance Summary
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369890 15.216.12 12-7ero.webappsecurity.com LG LG P SIS (Pl R @I 80 nttp New High Connguration [ ]
2369893 15.216.12.12-zero webappsecurity.com SQL Injection 80 hitp Partially Remediated High Code Change i

Vulnerability Details

SQL injection is a method of attack that takes advantage of input variables that have not been validated, thus allowing the manipulation of SQL queries processed by the backend database server. Itis often presented in web-based forms, queries within URLS, and XML requests.

Business Impact
SQL injection may allow an attacker to extract, modify, add, or delete information from database servers, causing the confidentiality and integrity of the information stored in the database to be compromised. Depending on the SQL implementation, the attacker may also be able to execule system commands on
the affected host. In some circumstances this provides the means to take control of the server hosting the database, leading to the complete compromise of the confidentiality, integrity, and availability of the affected host

OWASP Category

Ai-Injection

Employ a layered approach to security that includes using parameterized queries when accepting user input. Strictly define the data type (for instance, a string, an alphanumeric character, efc.) that the application will accept and harden the database server to prevent data from being accessed inappropriately.
Also, ensure that all data used by the application is put through a data input filter that removes potentially harmful characters. Best practice recommends the use of white lists using regular expressions

Disable detailed error messages that could give an attacker information about database names, table names, versions and type of databases being used. Replace the error message with a generic error asking the user to contact the IT department or send an e-mail to the web administrator,
A non-privileged service account should be used to run the database server, and the database user in use should not have administrative privileges to the database. Following the principle of least privilege when assigning permissiens for the service account and database user helps limit the impact of a
successful SQL injection attack

- hitp.//en. wikipedia. org/wiki/Sgl_injection,
hitp-ven wikipedia ora/Aviki’SQL_injection
hitp:#/msdn.microsoft com/msdnmaq/issues/04/09/SQL Injection/derault aspx,
hitp#msdn2 microsoft com/en-usdibrary/ms161953 aspx,
hitp/Awww. owasp. org/index. php/Avoiding SQL_Injection,
hifp-Awww.owasp.orgdndex.php/Blind_SQL_injection,
hitp #www owasp org/index php/SQI_injection
hitp/wvww. owasp. orgiindex. php/Testing for SQI_Injection %6280WASP-DV-005%29

Finding Details

AffectedUrl  hitp://zero.webappsecurity.com/forgot1 asp?get=security_audit%2540netspi.com'+and++(select+count(*)+from+spitable)
+=1+or+'1'='0

Remediated

AffectedUrl  hitp://zero.webappsecurity. com/logini_ asp

Additional Details

Download This Info
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