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It's all about the meaning

Oxygen Forensic Suite offers several statistical analysis tools giving forensic
specialists the ability to quickly reveal activity of the devices owners as well
as social connections between users of mobile devices under investigation
and their contacts.
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Analyst version: 5.1.1.94 Simon Payge's iPhone 45 Total: 217 Filtered: 217 Selected: 1

—| A graphical chart is available to display user activities for selected periods of
Hﬁu time. The chart allows grouping all possible mobile device events over
different time intervals (from one second to one year) and filtering them by
various parameters.
The chart enables forensic experts to easily analyze detailed activities of a
single contact or group of contacts at a glance.

Q Q Oxygen Forensics, Inc www.oxygen-forensics.com
9 901 N. Pitt St Suite 320 http://twitter.com/oxygenforensic
0 Q Alexandria, VA 22314 USA http://facebook.com/OxygenForensics


http://www.oxygen-forensic.com/
http://www.oxygen-forensics.com/
http://twitter.com/oxygenforensic
http://facebook.com/OxygenForensics

M Oxygen Forensic Suite 2014

http://www.oxygen-forensic.com

+1 877 9 OXYGEN
+44 20 8133 8450
+7 495 222 9278

€ 4 B o
Ug Aanrse kapts 82012 Google - Venosun nepenscezrin | - Evernote notes [ - Foursquare Tis [l

& Ooaen o e o et —— e o
TS e - L e e,
Eile View Tools Service Help
FgAldevices b [ Human trafficing b [z Simon Payge's iPhone 45 - 06.02.2013 10:51:49 [013043005068452) b 4% Timeline | |Filtering eriteriz ...
@ Comnect new device | 0| Search LIiIEKDOrt ‘=Pt - E"i'lRepcrt settings - @ Export to Google Earth | &) set tme zone: l | %Resat Fiters | @ Help
~ !
= List Date Remote party Contact Geo data [
Timeline record info ]
& -/ Type - Time stamp (UTC) © |Remote party Description Filters: >
Type: Picture [¥] % 8 ICQ messages 14:16.48 Mike Offred how are tou +|| Date fiter
Time stamp: Device fime: 09.09.2012 & @B ICQ messages 14:16:42 Ofred yea
13:18:43 =+ @B 1CcQ messages 14:16:38 Offred Last year? [ After date:
UTC: 09.09.2012 9:18:43
- : y -
| Deseription: C-prvatetvarimobietwiedian B 1cQ messages 14:16:31 Orired 7net you at mfa conference 05.09.1948 @
|| pemcoareLEwmG_ooss sea + @B cQmessages 14:16:13 Mike Offred i am from paris [FBefore date:
Coordinates: N 65,767999, E 37,684833 = @8 comessages 14:16:56 Offred Wm not sure
|| betaile & 14:15:47 Mike Offred hi peter do you remember me? 01.09.2035 ke
: e e EETe - 11:41:18 +79035641186 ( Cook John ) Ok. | appreciate your assistance, [ Remote party fiter Cear |
Path: Ci\privatelvarimobie\Media\DCIM\ -
l 1;DAPP\|gmeva = 11:22:61 79636041041 { Rosen Jane ) 83 ] Bobson Anna |
i B = 11:22:38 +79060355934 { Davidson Ivan ) 835 [ Colingwood Andrew i
M sce200m8 - 11:22:18 +7 803 584-11-86 ( +7 803 534-11-86 )  Only tomorrow 83 ®- [ Cook John |
Ll - 11:22:07 +7 968 868-53-25 ( +7 968 863-53-25)  Don't keep sient please 8 &3 [0 Davidson Ivan
‘F’ ] — = 11:12:44 +79035841186 ( Cook John ) =) ] Dixon Mary
ﬂ 1 £ 14:04:16 +7 903 584-11-86 ( +7 803 584-11-86) | have sent you some photos [ Echo / Sound Test 5..
(| B jacd @ 11:03:41 +79035241186 ( Cook John ) Woukd you resend them in jpeg format? 185 - [C] Espozito Dan 1
@ 10:58:32 Besine [ Beeine ) 3auncnens 50,00 pys Cyberpiat g g Fring Contact [
. - 83 Granny -
[ 2 10:43:31 74959318700 ( Peterson Anna ) Hi addonal f
.3 10:40:56 ~7 503 584-11-86 ( +7 903 684-11-86)  Hidear <
m » [] Show Calendar occurrences |
i
Evidence note £ Diagram | Item data k.3 {
M Enter 2 note for the evidence [ wyear [ month day haur minute second show diagram header [#]Show hint  Scale: ()11 @ ||
| 2012 year 2013 year i
M H
H
Geo positioning ] I
||| Geo pesition (from Exin
Latitude: N 55,767999
Longitude: E 37,634333 Seprember October November December daruary February
| L] ]
(| [ - catchnote [0 - Drophox camera uploads  [Jl] - Evernate notes [l - Facebook activicy [l - Foursquare Tips [l - Fring log [l - Google Chrome browser bookmarks — [l] - Google Chrome bravser history
[l [ - 1cQ messages [ - Kskao Talk messages [ - kik Message [l - Line messages [ - Mercury Pro wweb Browser bookmarks [l - Mercury Pro web Browser histary
M - Mercury Web Browser bookmarks [l - Mercury Web Browser history [l - Odnoklassniki message [l - Opera Mini history [l - Remember The Mik tasks [ - Safari web History [l - Springpad note
Textie messages [ - Ykontakte message [ - WKontakte rews [l - Whatsapp message [ - Vahoo! Messenger message [l - Zello taks [l - &l d=v [l - Appointroent [l - Evail [ - Cal
[ - Facetime [ - Picture [ - web file [l - Picture [ - IP connection [ - el point [ - WiFi point [ - tms [l -tote [ -sMs [ - Skvee call [l - Skype chat [l - Skvee sms
L [ - wiFi connection [ - iMessage
I Analyst version: 5.1.1.94 Simon Payge's iPhone 45 Total: 2028 Filtered: 2028
C g
% Oxygen Forensic™ Suite 2013 Analyst (=@ = ]
File ¥iew Tools Service Help
PR Al devices P | Human trafficking b Simon Payge's iPhone 45 - 05.02.2013 10:51:43 [013043005068452] b 4% Timeline v | | Filtering criteria ...
< Connect new device \i 5 Search |_|i| Export & Print ~ Ei'l Report settings ~ @ Export to Google Earth ‘ 4) Set time zones | % ResetFiters | (@) Help
= List Date Remote party Contact Geo data [
Timeline record info 2
2| Type ~ | Time stamp (UTC) T | Coordinates Description Filters: >
Type: Picture (o Line messages 29.12.2012 10:42:17  NS5.751242, £37.618422 Moscowhloscow, Russia ~  Date filter
Time stamp: Device time: 09.09.2012 (& Line messages 29122012 10:40:27 | N120.0, E120.0 You sent a photo.
181843 (23 viKontakte news 06.12.2012 10:38:32 A5 Bce 8 [yme sacegan [0 After date:
UTC: 09.08.2012 8:18:43 g g !
Description: C:\privatelvarimobie\Media\ 1671 WiFi connection 03.12.2012 7:01:06 Russian Federation, Moscow, Khokhiovka (O2N) 05.09.1948 B-
DCIMW00APPLEIMG_0065.JFG @ 1cQ messages 29.10.2012 11:43:06 [l Before date:
Coordinates: N 58, 767999, E 37 884833 @B 1cQ messages 29.10.2012 11:41:59 | NG5 7366724674647, E37,6840791104572 1.09.2035 o
Details (=] Picture ( GEO ) 19.09.2012 18:11:37 N 40,269833, W 76677333 Cliprivatelvarmobie\Media\DCIM10DAPPLEVMG_D068.JPG
Data source: File Browser =] Picture { GEO') 19.09.2012 18:11:16 | N 40269833, W 76 677666 Ciprivatelvarimobile'\Media\ DCIMV100APPLEVMG_0066.JPG @
T;;’L;\fa""a'e‘“ TEEELERRE = Picture { GEO ) N 55 767989, E 37,684833 Co\privatelvarimobie\Media\ DCIMVI0DAPPLE\IMG_D065.JPG
Fie type: @aiin "JPG" [=] Picture (GEO) 08.09.2012 10:52:39 Ciprivatelvarmobie\Media\DCIM00APPLENMG_D064.JPG
Size: 2,00 MB [=] Picture (GEO ) 08.08.2012 10:22:52 Coiprivate\varmobis\Media\ DCIM0DAPPLEIMG_D063.JFG
[=] Picture ( GEO) 07.09.2012 §:54:32 Coiprivatelvarimobie\Media\DCIM10DAPPLEVIMG_0061.JPG
17 [Z pirturs ¢ FOY N70G 07 ARA-FG KRR TRIRRR F 27 RARIRR Finrhiatelua dmakisiMedizi DC IMANN ARSI FUME A0AD 1BGR
< »
Diagram | Item data | & Google Earth (= B =
| manth | day hour minute second
2011 year 2012 year 2013 year |
7
' =¥ 28.467166,-81.4685 - Kapr: %
& 2 C AN 8 nps =
= =
3 [apma | Ene | v [soure ]
S
E
E
H
2
4
2
8
Q& i
¥ g (-
RS, P s
102 Wiz
ZEY ,
L
FowERED BT - 22013 Google. | AugUst  September March July September  October  December January February

Analyst version: 5.1.1.94

Simon Payge's iPhone 45

Total: 141

Filtered: 141

...and it's not just about the data
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