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Bringing the future of IT into focus

HIPAA Compliance Management Program (HCMP)

Are you interested in reducing InfoSight's HIPAA Compliance Management Program (HCMP) is designed
cost and improving your to assist healthcare providers, payers, and clearinghouse organizations by
compliance posture? reducing the cost of achieving and maintain compliance through resource

augmentation and tools that reduce the overall “compliance and resource
Does shifting the burden of burden.”

HIPAA-HITECH & IT compliance
from Practice Management/Staff When you choose the HCMP program, InfoSight creates a single point of

interest you? contact for your compliance needs. Our discovery and data collection process
_ allows us to access your data for multiple compliance requirements, reducing or
Should an audit occur, do eliminating costs to your organization while reducing long term expenses up to
you know where proof of 40%!
compliance documents & files
_ _ In determining the best approach for your organization, several factors should
_;:«39%;1‘ f'f‘\%:‘-":; be considered, including:
—\ N o AsSEssi t situation; tting what you' ing for?
7 &\\ SSEesSing your current situation; are you getting what you're paying for?

Determining if your current service is providing you needed “proof” documentation
in event of an audit?

’r Evaluating your Risk Management Program; place emphasis on cost, security and
sl" compliance.

\J’\ e Gaining an understanding of available tools and processes: achieve a maximum
w benefit.

The primary goal of InfoSight’'s HCMP program is to ensure a high level of
compliance through the use of a variety of enforcement tools, training and
mentoring all backed by professional services.

Combined, this results in high rates of compliance, time and cost savings, as
well as a greatly improved risk management program.

You need a strategic partner to help you regain the advantage!

alysis & Risk Assessment

g Partner with InfoSight to:
cy & Procedure Creation & o Augment/complement your existing staff with our compliance experts. We do
aintenance the heavy lifting and save you time.

e Annual Privacy & Security ¢ |dentify and document what assets, processes, policies and procedures are
Training in place and work to ensure they map to internal and external compliance
e Audit Response Service reguirements.

BIES R inzency & Disaster e Determine your compliance posture prior to the arrival of auditors
Recovery Plan Development, e Achieve the ratings you need to reduce the cost of compliance

Education & Testing o Kfe}eptyou in compliance with both existing and new regulations coming into
effect.

¢ Train and mentor your Privacy & Security Officials as well as the entire staff.

e Provide organizational-wide HIPAA Privacy & Security training for your Business
Associates.

\ Don't face compliance issues alone. To learn how InfoSight can help
@ @ you ensure continuous compliance with internal policy and regulatory
mandates, call or visit us today. 877-557-9703 / www.InfoSightinc.com

www.InfoSightinc.com




HIPAA Compliance Management Program (HCMP) Services Listing

HIPAA-HITECH Assessments

e HIPAA Risk Analysis e Disaster Recovery & BCP Planning

e Meaningful Use Audit Support Incident Response Planning

¢ HIPAA Privacy & Security Assessment/Audit HIPAA Privacy & Securtiy Staff Training

e HIPAA HITECH Compliance GAP Analysis & Readiness Assessment ¢ Business Associate Vendor Management Program Development

* HIPAA Policies & Procedure Development « Business Associate Vendor Management Assurance Program

‘ Patient Portal Compliance

e Portal Compliance Risk Assessment ¢ Red Flag Risk Assessment

¢ Portal Independent Information Technology Review e Patient Portal Security Assessment

BCP / DRP Services

e Business Continuity Plan — Current State Analysis (CSA) e BCP/DRP Gap Analysis — Current to Plan

¢ Business Continuity Risk Analysis ¢ BCP/DRP Team Selection & Organization

e Business Impact Analysis (BIA) e BCP/DRP Plan Creation, Team Desktop Testing and Overall Review

e BCP/DRP Strategic Planning e BCP/DRP Plan Approval -Implementation; Annual Testing & Maintenance

Security Testing

e Security Review & GAP Analysis ¢ Remote Internal Vulnerability Assessment

¢ Vulnerability Assessment e Website Compliance Assessment

e Penetration Testing e Wireless Vulnerability Assessment

e PCI Risk / Compliance Assessment ¢ Risk Management Assessment

e Data Leak Prevention Analysis e Social Engineering - Email Phishing

e Technology Infrastructure Assessment e Social Engineering - Phone Pretexting

e External Vulnerability Assessment (Patient Portal) ¢ Social Engineering - Physical Security Audit

e Virtual Systems Vulnerability Assessment ¢ Social Engineering - Onsite Impersonation per location
e Internal Vulnerability Assessment e Social Engineering — Website

e Web Application Security Testing o Facility Security Plan Assessment

Virtual ISO & Mentoring

InfoSight brings a unique set of skills and experience to ensure that our customers receive the most comprehensive, cost-
effective security services available. We can assume as many, or as few, of the functions of the Information Security Officer,
as you require. All Senior Security Professionals that participate in the program hold multiple advanced security certifications,
such as: (CISSP) (CPP) (CISM) (CISA) (CFE) (CFI)

Employee HIPPA Privacy & Security Awareness Training
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fresh and dynamic security awareness content to your employees, InfoSight offers a website specifically dedicated to this

purpose as part of our Customer Security Awareness Program. Besides offering a Customer Security Awareness Program,
My InfoSight also offers formal security awareness training courses that are suitable for all audiences. InfoSight’s courses meet
Awareness.com  g|| requirements for HIPAA training established by the federal HIPAA Privacy and HIPAA Security regulations.

‘ InfoSight can give your employees a detailed understanding of HIPAA Privacy & Security Awareness. In order to provide
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