HARVESTE o

Defensible Automated E-Discovery
Collection

Harvester 4-?
has Arrived!!

SEARCH AND COLLECT DISCOVERABLE DOCUMENTS AND EMAIL

Incomplete and undocumented electronic discovery collections occur every day. The result of mishandling these
files cun be costly to both the client and their legal counsel. Unlike other offerings, Pinpoint Labs doesn’t require you
to purchuse additiondl products or services in order to facilitate a collection. Data collected with Harvester can be
uccessed with other populur E-Discovery tools. A simple flut rate pricing structure dllows you to use the tools us often
us you heed without worrying about hidden fees.

HARVESTER FEATURES

P Eurly Dutu Assessment (EDA) Reports » Creute new PSTs or 8 different emuil formuts from filtered messuyes
P Identifies hon-searchable/encrypted files » Harvester ES| “eusy” Vault (Custodial Drag und Drop window)

P DeNIST und Dedupe P Multi-threaded P Keyword filter MS Outlook PSTs, attachments, loose files and archives
P Set expired licenses for Harvester Portuble using Portable License Munager (PLM)

With the release of Harvester 4.0 Portable, users have a completely redesigned and upgraded
user interface, providing an even easier workflow when creating collection job profiles.

Harvester Portable dllows users to filter und defensibly collect COMMON HARVESTER PORTABLE USES:
E-Discovery files from a luptop, desktop or network locutions. Harvester ) Send Self-Collection hard drive

Portable cun be run from un externul hard drive or host computer. |In > e ey e delie
uddition to collecting dutu, Harvester Portuble u very powerful culling Yy ) :

tool thut many use post collection to filter Microsoft Outlook PST’s, und P Reyenerute Microsoft Office PST's
loose files by keyword, dute runge, und other criteriu, P Export Keyword indexes

Self-Collection kits allow users to pre-configure un externul hard drive with customized collection job profiles, thus
dllowing the job to be run by u custodiun or IT professionul without uny prior software truining or experience. The
scripted jobs cun identify files und emuils by keyword, dute range, und dlso perform deduplicution und deNIST-
ing. Mutching items will automatically be copied buck to the attached drive. Harvester Portable will run from an
externul drive without instulling uny files on the host computer. Dutu collected with Hurvester Portuble cun be
processed with dll popular E-Discovery tools or shipped to the vendor of your choice.

THE HARVESTER 4.0 PORTABLE UPGRADE PROVIDES:

Sighificunt performance enhancements when users need to seurch keyword terms P Create keyword indexes und
export the results » Quickly build lists for relevant documents or preview hits redl-time P Review detdiled informu-
tion for file types, keyword hits, and other criteria by choosing which items to collect P Target und review relevant
E-Discovery content » Quick uccess to collection stutistics » Harvester 4.0 users will eusily create E-Discovery self-
collection kits or use for in-house E-Discovery culling.

PINPOINTLABS
POWERFUL E-DISCOVERY COLLECTION SOFTWARE
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SERVER 1
Defensible Automated E-Discovery
Collection

Harvester 4-?
has Arrived!!

SEARCH AND COLLECT DISCOVERABLE DOCUMENTS AND EMAIL

Incomplete und undocumented electronic discovery collections occur every duy. The result of mishundling these
files can be costly to both the client and their legal counsel. Unlike other offerings, Pinpoint Ldbs doesn’t require you
to purchuse additiondl products or services in order to facilitute u collection. Dutu collected with Harvester can be
uccessed with other popular E-Discovery tools. A simple flut rate pricing structure dllows you to use the tools us often
us you heed without worrying about hidden fees.

HARVESTER FEATURES

P Eurly Dutu Assessment (EDA) Reports » Creute new PSTs or 8 different emuil formuts from filtered messuyes
P Identifies non-searchable/encrypted files P Harvester ES| “eusy” Vault (Custodial Drag und Drop window)
» DeNIST und Dedupe » Multi-threaded P Keyword filter MS Outlook PST’s, uttuchments, loose files and archives

Harvester 4.0 Server offers a completely redesigned and upgraded user interface,
providing an even easier workflow when creating collection job profiles.

COMMON HARVESTER SERVER USES: Harvester Server aliows users to filter and defensibly collect E-Discovery files
» Remotely collect E-Discovery dutu from from'u Igpfop, degk’rop orrne’rwrolrk |o§UTiohs. Harvester Selrver cun be gsec! fo
custodiun computers ucross the hetwork mor?l’ror jobs from u central Iocu’rpn und launch prg—gonfyureql collection Jop
Y ) ) ) ) profiles on remote computers. In uddition to collecting dutu, Harvester Server is

4 I\/Ionlffbr job Rroyrgsg and generate reports ulso u very powerful culling tool thut muny use post collection to filter Microsoft
from @ central location Outlook PST’s, und loose files by keyword, dute runyge, und other criteriu, Be-

» Run cusfomized job profiles thut keyword ing uble to yet reul-time feedbuck us collection jobs sturt and monitor overdl
seurch, deduplicute, deNIST, und perform progress is very useful. Progress results can be emuiled directly from Harvester
muny other tfurgeted collection options Server us u Microsoft Excel spreudsheet, PDF, RTF, and many other formats.

Remote Collection: Harvester Server administrators can pre-configure collection job profiles which can be ran in
“stedlth” mode on remote computers. Harvester collection job profiles can dlso be launched by d link in an email or
leyul hold hotice sent to euch custodiun. The scripted jobs cun identify files und emuils by keyword, dute ranhye, und
dlso perform deduplicution und deNISTing. Mutching items will automaticully be copied to the specified network
target locution. Dutu collected with Hurvester Server cun be processed with dll popular E-Discovery tools or shipped
to the vendor of your choice.

THE HARVESTER 4.0 PORTABLE UPGRADE PROVIDES:

The euse to centrally munage and monitor Enterprise level collection or culling jobs — whether they dare running
directly from local production computers or remote systems » Ability to run a job from any shared network locution
P Option to creute keyword indexes und export the results — allowing users to yuickly preview their hits recl-time across
u lurge number of client systems P Review detuiled informution for file types, keyword hits, and other criteria choosing
which items to collect P Customize colors for running jobs und use udvanced filtering options.

PINPOINTLABS
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PINPOINTLABS

CLIENTS SUCCESS STORY

Evidox Provides Comprehensive E-Discovery
Collections Using Harvester Server Software

"We go through an extensive vetting process with any softwdre tool we use onh our clients” datu, Pinpoint Labs Harvester not
ohly pussed our interndl tests with flying colors, our techhicians have come fo rely on it heavily in the field. The Pinpoint Labs
team has always been there to help wheh heeded. | can’t say enough about the qudlity of the products and people over

at Pinpoint Labs.” — Lynn Turgeon, COO

"We love the fuct that Harvester cun be placed on any portable drive or executed from u shared hetwork location.
This dllows us to complete onsite collections with minimal setup oh our client’s computers. Ruhnihg remote jobs without
the custodiun’s knowledyge is dlso criticul to our clients and the collection process which Harvester performs exceptiondlly

well.” — Sam Bastawros, Senior Project Manager

ABOUT EVIDOX

Evidox is u leudiny provider of e-discovery services
including collection, preservution, processing, hostinyg
und production. Evidox differs from other vendors in its
leyul-centric upprouch. Its founders huve

» Microsoft Exchanyge Emuil servers

» Employee file shares on the compuny hetwork

» Employee file shares on cloud servers

» Employee locul loose files and Outlook PST archives

AmLaw 100 backygrounds und previously
ran the largest in-house e-discovery fucility
in New Englund.

Evidox

The client provided 64 search phrases

that included Booleun, proximity and wild
curds. The source information dlso heed-
ed to be de-duped und de-NISTed ut the

The guiding philosophy of Evidox is that

e-discovery is hot a technicudl issue; it is a legul issue with
u technicul solufion. As such, the yuestions of scope und
cost remuin in the hands of the supervising uttorneys, not
the tfechniciuns. The technoloyy serves the legul process
rather than driving it.

Evidox and its principuls huve conducted thousunds of
e-discovery projects in hundreds of cuses involving mauny

terubytes of dutu und millions of documents. In every cuse,

however, the primury objective hus been fo muke the
fproject us compuct, efficient und inexpensive us possible,
consistent with the reguirements of the discovery process.

BUSINESS CASE EXAMPLE

Evidox wus contucted by u client thut heeded electronic
dutu collected from ull employees in the compuny. The
collection needed to tuke pluce without the custodiun’s
knowledge. The sources included but were not limited to:

point of collection. More than 6 terabytes
of dutu were locuted in the sources identified.

To reduce the project cost, Evidox techniciauns offered to
setup und munuye the collection remotely through VPN
uccess on their client’s systems. The stuff at Evidox found
the perfect soffware tool they needed to complete the
project from Pinpoint Labs.

Harvester Server from Pinpoint Labs is a sculuble and
robust tool specificully designed to perform turgeted
defensible e-discovery collections ucross u hetwork or from
portuble devices. After reviewiny severul competing tools,
Evidox chose Harvester Server becdause it provided euse of
installation und the reyuired searching und secure
collection cupubilities without beinyg cost prohibitive.
Evidox remotely installed und configured Harvester Server
onh u virtudl server creuted ut the client locution for the
collection project.

WWW.PINPOINTLABS.COM
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CLIENTS SUCCESS STORY

Using the Harvester Server remote job scheduler, Evidox

techniciuns were dble to luunch the collection jobs without
the custodiun’s knowledyge und track the redl-time progress
from u central munaugement console. File server collections

were yueued on the udministrutive systems provided und
monitored remotely. At the end of euch duy, Evidox could
report updutes creuted by Harvester Server to the legdl
teums.

A totdl of 95 ygigubytes of target datu were identified and
collected from more thun 6 terubytes of storuye seurched.
Harvester Server’s ubility to guickly search loose files,
urchives, emuail stores (Microsoft Outlook PST’s, Lotus Notes
NSF’s), auttuchments und other sources enubled Evidox to
forovide u precisely turgeted collection. The significant tar-
yet duta reduction (only .016%) resulted in a considerable
suvinys in the client’s production und hosting costs.

TESTIMONIALS

"We go through un extensive vetting process with
uny softwdre fool we use onh our clients” duta.,
Pinpoint Labs Harvester not only pussed our internal
tests with flying colors, our tfechnicians have come
to rely on it heavily in the field. The Pinpoint Labs
teum hus ulways been there fo help when heeded.
| can’t say enough about the qudlity of the
froducts und people over ut Pinpoint Lubs.”

— Lynn Turgeon, COO

“We love the fact that Harvester can be placed
oh uny portuble drive or executed from u shared
network locution. This dllows us to complete onsite
collections with minimal setup on our client’s
computers. Ruhhing remote jobs without the
custodian’s knowledyge is dlso critical to our

clients and the collection process which Harvester
performs exceptiondlly well.”

— Sam Bastawros, Senior Project Manager

To leurn more ubout Evidox, pleuse visit their welbsite
ut www.evidox.com. More information on Harvester
Server soffwure from Pinpoint Lubs is uvailable at
www.pinpointlabs.com.

HARVESTER 815

Search and Collect Discoverable
Documents and Email

HARVESTER FEATURES

» Early Dutu Assessment (EDA) Reports

» Keyword filter Active MS Outlook Accounts
(Exchunge, Yahoo, efc.)

P Identifies non-seurchuble/encrypted files

v

Harvester ES| “eusy” Vault (Custodiul Drayg aund
Drop window)

Write files to TrueCypt volume for security
DeNIST und Dedupe
Use with Portable ES| Self Collection Drives/Kits

Keyword filter MS Outlook PST’s, attachments,
loose files und archives

v Vv Vv Vv

v

Dedupe across multiple MS Outlook PSTs

P Creute new PSTs or 8 different emuil formats
from filtered messuyes

P Seurch multiple timestamps

P Creute file summary und file lists from filtered file
und messuyes

P Multi-threuded

P Set expired licenses for Hurvester Portuble using
Portuble License Munager (PLM)

» No per yig fees und No per Custodiun fees

POWERFUL ESI COLLECTION SOFTWARE

WWW.PINPOINTLABS.COM
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CLIENTS SUCCESS STORY

Ditto Provides Targeted eDiscovery Collections
Using Harvester Portable Software

Ditto is a leading provider of eDiscovery services and digital asset management including collection, culling/minimization,
processing, review, litigation support, hosting, print production and fulfilment services. Ditto wdus founded in 1996 and is

heudquartered in Pittsburgh, PA.

At Ditto, their mission is to credte medusuruble value for their clients. The leaders und professiondl feam members have been
providing litigation support services for aimost two decudes. Ken und Steve Shriber, the firm’s owners, have been in the
trenches with their clients from the time they started the firm and have continued fo invest in their business and evolve to
meet the technhologicul demands maunifested in dll aspects of the litigation discovery life cycle.

BUSINESS CASE EXAMPLE

Muatt Morocco, Manhuger of eDiscovery Services, is tusked
with facilitating onsite client collections and culling on a
reyulur busis. The criteriu for the projects cun vary greutly
und Mutt relies on various software tools to complete his
projects. One of his “must huve” upplicutions is Harvester
from Pinpoint Lubs.

SCENARIO #1 - CASTING A WIDER NET

There ure two common scenarios that Ditto encounters
while fulfilling their clients’ requests. The first is to collect
hundreds of gigubytes of dutu from corporute network file
shures und custodiun systems. In this scenurio, only specific
file locutions und potentidlly relevant file

types require collection.

Matt and his teum use Harvester Por-
table on one or multiple external hard
drives to complete the collections. While
meeting with the client’s IT depurtment,
Ditto is informed of specific locutions thut
are likely to contuin relevunt dutu thut need to be collect-
ed and preserved. Once the locuations are selected within
Harvester und Ditto sturts the job, the tool beyins enumer-
uting the duta und using the multithreaded Viper copy
enygine to collect the sources. Ditto clients ure pleusuntly
surprised that the feaum doesn’t have to install any software
on their systems to complete the collection.

Ditto

"Our legal and corpordte clients enjoy knowing
that we have d flexible tool like Harvester to
pinpoint selected dutu types und certuin custodi-
ahs or domuains, anhd that we can de-NIST, keyword
sedrch und de-dupe duf the point of collection! As
u bonus, the IT counterparts we work with to collect
the data are thrilled with the low overhead of the
tool und dure comforted by the sufety und

security of the process.”

Matt and his clients like that Harvester caun collect uctive/
native files in a defensible manner without goinyg through
costly full disk imuging und then having the udditionadl
expenses of exfraction und duta process-
ing downstream. Sometimes u forensic
imuye is needed, but most often,

Ditto’s clients just heed to collect, und
Harvester hus the fedtures und the
flexibility to get the job done defensibly
and yuickly.

In the upcominy weeks or months, legaul counsel will then
refine keywords und dute ranges. Once the Ditto teum
receives the criteriu, they often run the duta through
Harvester before ingyesting the entire collection into Ditto’s
eDiscovery processing or review soffware. By culling the
data through the tool, Ditto can often reduce the dutuset
us much as 90%. The reduction enubles u more efficient
review und results in significunt cost-savinys in review und

WWW.PINPOINTLABS.COM
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hosting for their clients. The ubility to use Harvester to cust
u brouder net duriny collection und to be used us u pow-
erful culling tool ure consideruble udvantuyes.

SCENARIO #2 - SHARING THE REMOTE CONTROL
Remote ussisted collections is one of Ditto’s most common
uses for their smaller client firms und corporute clients who
don’t huve u dedicuted or lurge IT stuff, Ditto uses
Harvester frequently via WebEx or GoToMeeting. Matt
sends his client u link to downloud und uctivute the tool
remotely und screen shares us the client identfifies relevant
files und emuils. Matt and his feaum then configure u
detdiled Harvester job that will automatically collect the
relevunt puths. Plus, for those specific files that only u
custodiun would know the locution of, Mutt’s feum will
show them the Harvester ES| Vault. The Harvester \Vault
dllows clients to pick individudl files, folders, or even emuil
messuges from MS Outlook und druy und drop them into u
window und execute u defensible self-collection.

Ditto’s clients tuke comfort in wutching the process und
knowiny thut Ditto isn’t probing dll around their network.
They withess first-hund the value that Harvester provides
und ure thrilled that they have guined u trusted partner
who uses u comprehensive tool that cun do for them things
that they thought were way too advanced or expensive.

“HARVESTER IS MY FAVORITE KNIFE IN THE KITCHEN”

The versditility und speed of Harvester to perform multiple
tusks individually or all ut once muke it un essential tool for
eDiscovery depurtments like the one ut Ditto. Harvester’s
seurch criteria enubles users to get very yrunulur and reduce
dutusets further than with other collection tools. In cuses
where the legyul counsel hus decided to perform turyeted
collections, Ditto uses Harvester 1o setup severdl criteriu
opftions, dll of which can happen right af the point of collec-
tion, suviny Ditto und their clients both time und money:

» Complex (proximity) seurch terms und dute runyes;

» Seurching und extracting individuail files from zip
archives;

» Reyenerating new filtered und de-duped PSTs;
» ldentify und collect image only PDFs.

HARVESTER 815

Search and Collect Discoverable
Documents and Email

HARVESTER FEATURES

» Early Dutu Assessment (EDA) Reports

» Keyword filter Active MS Outlook Accounts
(Exchunge, Yahoo, efc.)

P Identifies non-seurchuble/encrypted files

v

Harvester ES| “eusy” Vault (Custodiul Drayg aund
Drop window)

Write files to TrueCypt volume for security
DeNIST und Dedupe
Use with Portable ES| Self Collection Drives/Kits

Keyword filter MS Outlook PST’s, attachments,
loose files und archives

v Vv Vv Vv

v

Dedupe across multiple MS Outlook PSTs

P Creute new PSTs or 8 different emuil formats
from filtered messuyes

P Seurch multiple timestamps

P Creute file summary und file lists from filtered file
und messuyes

P Multi-threuded

P Set expired licenses for Hurvester Portuble using
Portuble License Munager (PLM)

» No per yig fees und No per Custodiun fees

POWERFUL ESI COLLECTION SOFTWARE
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The resulting filtered datu cun be extracted us native files or TESTIMONIAL

in u single contdiner file. Subsequently, the collected dautu "I've worked with the people and tools from

cun be directly ingested or unulyzed in Ditto’s eDiscovery Pinpoint Labs for severdl years. | conhsider them un

foroduction softwure. Ditto often deuls with rolling datu extension of the Ditto teum becuuse they treut our
collections und Matt’s teum frequently uses previously jobs with the sume urgenhcy we do. The Harvester
creuted hash lists from Harvester to further de-dupe newly tool is ireplaceuble and their support is amony the
collected dutu, best I've experienced.”

- Matt Morocco, eDiscovery Manager
Ditto regulurly leveruges Harvester’s de-dupiny function-

dlity to reduce client duata up to 75%. Onhe of his largest To learn more ubout Ditto, pleuse visit their website at
corporate clients hus emuails for thousaunds of custodiauns www.dittohg.com. More informution ubout Harvester
that span many yeurs that are stored in weekly backups. software from Pinpoint Lubs is uvailuble ut

Combining emuil de-duping with keyword seurch cupabil- www.pinpointlabs.com.

ities enubles Mutt and his teum fo provide u very effective
first puss cull process, suviny the client untold umounts of
money. Accordinyg to Mutt, Harvester’s exceptionul speed
und lower costs ure u huge bonus:

"The fuct thut we cuh use dutu collected by
Harvester with other eDiscovery dpplications with-
out cohversion saves us d lot of time. While there
are plenty of so-culled end-fo-end solutions on the
muarket, | prefer to tuke a best of breed (Swiss army
knife) upprouch of using the best tool for euch
portion of the job, hot hecessurily always using aun
ehd-fo-end solution that may seem conhvenhient but
might not prove us effective.”

Another key ureu where Harvester udds value for Ditto
und their clients is in Early Case Assessment, one of the first
und often most valuuble steps in auny workflow. Whether ut
the point of collection, or uffer datu hus dlready been
received, Ditto’s clients offen wunt to know more ubout
what is in the collected dutu, The Harvester Dutu Assess-
ment feuture provides Matt und his teum with humerous
reports they cun provide to their clients thut detdil the file
types, cuteyories, sizes, locution und even document level
keyword hits of a datu set. |n addition to using Harvester’s
Dutu Assessment for client reports, Ditto often uses this feu-
ture o yenerute internul reports for project mediu.
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Are you looking for a robust application that can help you dedl
efficiently with Microsoft SharePoint documents and related items?
Huve you found your choices limited und expehnsive? Pinpoint Labs
has releused the SharePoint Collector (SPC) that is uffordable,
eusy to use, und provides u defensible meuns of collecting dis-
coveruable information from SharePoint enterprise and cloud sites.

TARGETED SHAREPOINT COLLECTIONS

Want to yuickly locate all SharePoint list items creuted or edited
by u user? SPC dllows you to yuickly export document libraries, us
well us perform targeted collections whenh heeded, dramaticully
reducing the collection size aund overdll project costs.

Common electronicdlly stored information (ESI) relevant to d
litigation is often stored in SharePoint sites, but compdanies struggle
in Meeting their production requests. They find the built-in seurch
und retrieval features don’t provide a meuns to sutisfy their re-
yuirements and don’t know where to turn.

EASY DATA EXPORT WITH METADATA

Once u user selects relevant items, SPC exports those items to
the locution of choice. Files cun be stored on u portable drive or
saved to server locations (SANS/NAS). The resulting files include the
ussociuted metudutu und detdiled chuin of custody that lists the
dute/time, hush value und other detdils thut ensure u fully defen-
sible ESI collection.

NO LOCAL INSTALLATION REQUIRED

Like other Pinpoint Labs products, SPC cun be run from d flash drive
or externdl hard drive without any locdl installation. In fuct, remote
collections have been completed where users only heed uccess
to the ShurePoint website link und cun collect datu from u secure
locution. This significuntly reduces hurdles often encountered by
the IT stuff in frying to service muny reyuests.

Pinpoint Labs ESI collection products ure relied on every duy by
muny Fortune 500 compunies, yovernment agencies, und legul
depuartments worldwide. You cun request a free copy of Pinpoint
Labs” SPC tool und find out how much eusier it is to sutisfy produc-
tion reguests und suve money, too.

SHAREPOINT COLLECTOR
(SPC) FEATURES

P Retrieve Contents From All Sites
(infranet portdals, extranet sites, Infernet
anhd cloud locdtions)

P Collect Everything (documents, lists,
culenduar, conhtacts, aunhouhcements,
uttachments, Wiki, blogs)

P Extract File Metudutu (embedded
information that fraces history, access
or usuyge)

» Muintuin Chuin of Custody (evidehce
hot dltered or chahyged from the time it
wus collected)

P Collect Relevunt User Dutu (ID, hame,
emudil address, persondl profile, etc.)

» Do Differential Collection (searching
ohly for files that have changes or have
been added)

P Retuin Folder/File Structure und Display
File Lists

» Run from Flash/USB Drive und Resume
Incomplete Jobs

PINPOINTLABS

P> WWW.PINPOINTLABS.COM

THE ROBUST AND PORTABLE
SHAREPOINT COLLECTION TOOL
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CLIENTS SUCCESS STORY

The Oliver Group Chooses SharePoint Collector for
Fortune 500 Health Care Provider Collection

"As u Data Acquisition and Forensic (DAF) Senior Expert | am offen tasked with acquiring data defensibly from < host of source
techhologies, including SharePoint. Onh a recent project | utilized SharePoint Collector (SPC) us the best of breed, defehsi-
ble solution. The ucquisition project involved the collection of over 650,000,000 documents from a SharePoint environment.
Remote management through SPC was pivotdl in the efficient, seamless collection of data, SPC hus been vetted, employed
ahd will confinue to be a primary tool for our Senior Expert DAF team members” — Dave Cross, Senior Forensics Expert,

The Oliver Group - ACE, CCE, MCSE, Security+, Licensed and Insured Private Investigator

ABOUT THE OLIVER GROUP

The Oliver Group (TOG) wus founded in 1997 und provides
specidlized e-discovery services to corporutions, litigation
support providers und mujor law firms.

TOG is a proven, reliuble partner with
extensive experience including some of
the world’s most publicized corporute
legal actions of the last decude. Its U.S.
heudyuurters is located in Connecticut
und its EU headquarters is locuted

in London.

SERVICE OFFERINGS

TOG helps clients navigute the early stuyes
of the e-discovery process through service
offerings that include:

Datu Acquisition and Forensic Analysis
Mediu Restoration and Conversion
Duta Preservation und Remediation
Dutu Filtering, Culling und Seurchiny
Litigation and Compliance

Reudiness Assessments

v v v v v Vv

A rigorous project munugement methodoloyy is employed
on every client engugement. The process hus been
continudlly improved over more thun u decude

und ehsures:

» Transparency — clients know what is happening
und why ut every step.
» Consulting und Project Munuyement

The Oliver Group

» Reliubility — godls are set correctly, timelines are redlistic
und outcomes ure predictable.

» Inteyrity — datu is handled properly and is kept secure
und confidential.

TOG fucilities ure highly sculuble aund
secure environments that enuble the
firm’s conversion, processing, und
restoration cupubilities. This state-of-the-
art infrustructure includes un array of tape
libraries, hundreds of servers und tupe
drives, multiple terabytes of duta and
secure mediu vaults.

BUSINESS CASE EXAMPLE

On u recent project, TOG wus tusked with
u large ShurePoint collection for a Fortune
500 hedlth cure provider. The ShurePoint configuration wus
customized for the client’s industry and reguired u flexible
collection tool und thorough investigation of where dll
relevunt datu resided.

Initiclly, the client believed there were just u few root sites
but ended up identifying over 30 root sites und 3,800 sub
sites. TOG wus usked to identify, preserve und collect
documents and list items related to 21 custodians. The
stuff at TOG found the right softwure tool they heeded to
complete this chullenying project from Pinpoint Lubs.

SharePoint Collector (SPC) is u sculuble tool designed to
handle SharePoint collections of dll sizes. Due to the strict
security requirements ut TOG’s client sites, they would heed
to use tools thut didn’t huve to be instulled on the Share-

WWW.PINPOINTLABS.COM
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CLIENTS SUCCESS STORY

Point servers or client machines. SPC cun run on uny
system thut has access to the site (even remotely) or from
un external drive. TOG found that SPC wus the only
upplicution they reviewed thut could work under their
client’s strict security restrictions.

Whenh the project wus completed, over 650 million records
representing more than 2 terabytes of duta were sedarched
und SPC wus uble to determine that dll the relevant
documents for the identified custodiuns wus only 3,882
documents. This huge reduction wus the result of SPC
identifying the specific metadata related to the

21 custodiuns provided by TOG's client.

SPC provided the hecessury reports for TOG dund its client.
An extensive chuin of custody loys und reports were
creuted during the project that included hush verification,
time aund date stamps for each record und loys of dll the
items thut were seurched und idenfified.

CLIENT TESTIMONIAL

“As a Data Acquisition and Forehsic (DAF) Senior
Expert | um often tasked with acquiring data defen-
sibly from < host of source techholoygies, including
SharePoint. Onh a recent project | ufilized Share-
Point Collector (SPC) us the best of breed, defen-
sible solution. The dacquisition project involved the
collection of over 650,000,000 documents from u
SharePoint enhvironment. Remotfe munhagement
through SPC wdus pivotdl in the efficient, seamless
collection of datu, SPC hus beeh vetted, employed
und will continue to be u primary tool for our Senior
Expert DAF team members” — Dave Cross, Senior
Forensics Expert, The Oliver Group - ACE, CCE, MCSE,
Security+, Licensed and Insured Private Investigator

To leurn more ubout The Oliver Group, pleuse visit their
website ut www.the-olivergroup.com. More informaution on
Pinpoint Lubs versdtile collection software is avdiluble

at www.pinpointlabs.com.

SHAREPOINT COLLECTOR (SPC)
FEATURES

»

Retrieve Contents From All Sites (intranet
fortdls, extranet sites, Internet and cloud
locdtions)

Collect Everything (documents, lists, calendair,
cohtucts, anhouhcements, attachments,

Wiki, blogs)

Extract File Metadata (embedded informdtion
that fraces history, access or usage)

Mudintain Chuin of Custody (evidence hot
dltered or chanhyged from the time it was
collected)

Collect Relevunt User Dutu (ID, hame, emdiil
address, persondl profile, etc.)

Do Differentiul Collection (sedrching only for
files that have chanhyges or have beeh added)

Retdin Folder/File Structure und Display
File Lists

Run from Flash/USB Drive und Resume
Incomplete Jobs

THE ROBUST AND PORTABLE
SHAREPOINT COLLECTION TOOL
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FORENSICALLY SOUND FILE COLLECTION SAFECOPY FEATURES

Incomplete und undocumented electronic discovery collections P Select from multiple duta sources

occur every duay, The result of mishandling these files cun be (file shares, individual files or file list)
costly, to both the client und their legul councel. Proper file b Supports puths greuter thun
collection methods should be discussed ut the beyinning of 255 characters (up to 32,000)
euch cuse.

P Resumes uutomutically ufter
When collecting files for electronic discovery, you should use network outuyes

processes und upplications that preserve and verify collected , .

electronic files with minimal impuct on client systems. Without b Mulfitfrecded

these, creuting defensible und verifiuble electronic discovery » 100% file copy verificution
productions und evidence uuthenticution is difficult, if not (using MD5 hush compurison)
impossible. » Preservution of file system
SafeCopy is offered in several different formats tailored to fimesfumps und metudutu

fit your needs und the needs of your project. Now you cun D Filter by file extension (inclusion,
guickly und eusily obtdin defensible forensically sound active exclusion und use file extension)
file collections. und dute runge

PINPOINTLABS
PRESERVE - COLLECT - DISCOVER REALLY FAST COP'ES
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