tandem Phishing

Your greatest cyber-defense starts with your employees. What is CoNetrix offering?
Help them stay sharp with the online tandem Phishing , o

dule f CoNetrix. tandem Phishina i i CoNetrix developed tandem Phishing to help
module trom LolNetrix. tandem Fhishing Is an online financial institutions test employee preparedness

framework designed to provide social engineering tests for recognizing and avoiding phishing attacks.

and training in the form of simulated phishing emails. o
tandem Phishing allows you to:

What is phishing? m Assess and educate T
employees about social . ’
(g Phishing is a digital form of social engineering schemes willll]
> 4 engineering that uses fraudulent, authentic- a Send an unlimited number of autornated

looking emails to trick users into performing phishing emails to your employees
certain actions, like clicking links to bogus websites that

request confidential information. — (omiact enjployaes Lslg Uiy

or recognizable email addresses

Why simulate phishing scenarios? m Select custom groups of recipients
for diverse testing results

As part of employee training, financial institutions are

directed by the Agencies (FFIEC, FDIC, OCC, NCUA, and
Federal Reserve) to encourage employee awareness m Create unique landing pages for user education
of and preparation for a variety of social engineering
attacks, including phishing email scams.

m Use CoNetrix templates or create your own

m Review analytics and download reports

Simulated phishing email testing is a

practical way for employees to learn how to
you have an Internet connection using a secure

spot phony emails. Making sure employees J <
o login to our SSAE 16 examined data center. Set
are well-educated about the dangers of phishing is an up password expiration and multi-factor login

important aspect in maintaining cybersecurity. authentication for additional security measures.

tandem is safe to use online!

Access the web-based application anywhere
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How it works:

tandem

Create mock
landing

pages

=
i3

o p
Responses
compiled
in tandem
Use results to gauge
training effectiveness
Support

B Ask questions and get support from our
responsive support team, which is backed by an
entire department of IT security auditors.

B Jump in with Getting Started pages, help text,
recorded demos, and workshop webinars.

B Attend our annual User Group to

learn more about tandem and see EEE

how other institutions are using it. CONFERENCE
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tandem' Phishing Features:

m Email templates created and updated
by security and compliance experts

m Educational mock webpages
to teach your employees about L
the dangers of phishing attacks

m Various email addresses to send emails from

m An online general security
awareness training course

m Professional documents downloadable
in Microsoft Word, Excel n
and/or Adobe PDF formats l

m Integration with other CoNetrix online software
m A one year subscription to updates

m Anywhere/anytime Internet access
through a secure, online portal

m Multi-factor authentication (optional)
m Multi-user access & access roles
m No software installation or equipment costs

m Free training workshops to stay
educated on the software

Request a quote

conetrix.com/tandem

Additional tandem modules include:

- Vendor Management - Social Media Management

- Risk Assessment - Business Continuity Planning
- Policies - ID Theft Prevention Program
- Audit Management -+ Cybersecurity Assessment
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