WHO HAS YOUR HEALTH DATA?

Technology will \
detect and transmit
falls, respiration &
heartrates to
doctors.

Evenyoursweat
contains troves
of information.

BYOD

When a cell divides, it makes a copy of its DNA. That copy must be verified perfect
before the cell will split. Can we say the same about our health data, copied and
shared millions of times by hundreds of medical devices, networks and systems?

Over400 security
holes were found in
implantable medical
devices.

Chipscan
communicate health
datatodoctors
remotely.

FormerU.S.
VP Cheney disabled
wireless access to his
pacemaker due to
security concerns.

85% of health
organizationss allow
staff to connect
personal devices to

WIFITRACKING

Frequency lets MIT
researchers see
humans behind walls.

WEARABLES

An estimated 500
million people
worldwide use

fitness wearables.

Yourdata&
communications
exposedvia
vulnerable Wi-Fi.

Insurance groups
use biometrics to
detect distress,
anger & fatigue.

Unauthorized
smartphones can connect to
unsecured bands and easily
transferunencrypted data
without detection.

X-RAYS / IMAGING

Connected medical
imaging market to
—_— grow nearly 20

SMART CARS percent by 2020.
Sales of connected
auto technologies
to triple by 2021, to

133 billion.

“Totalimpairment
score” could be
used to set car
insurance rates.

Patient data
transmitted across

the web often without
encryption.
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>>>>>>>> Transmission of data
O Unknown data destination

Your body contains ONE HUNDRED TRILLION tiny cells.

Many connected
medical devices use
defaultlogins and
passwords.

the network, putting
patient data at risk.

RFID CHIPS

Microchip implants
are already
embedded in at least
10,000 employees.

IMPLANTS

171 million pacemakers,
insulin pumps & other
connected devices
exist and are
vulnerable.

Inhealthcare, chips
areused to “increase
hand-washing
compliance.”

Attacker could
remotely hack pump
& setfatal dose.

—SHODAN

A search engine just
for Internet-
connected devices.

Connected drug
“libraries” don’t require
authentication.

Researchers (and
likely cybercriminals)
use to find “smart”
medical devices.

Two patients
hacked their own pain

med dripstoup

That almost unfathomable number is nothing compared to the amount of health data your body generates. Scientists need
a microscope to analyze your cells. Yet, an individual needs little more than a WiFi connection to access your medical data
(which reports to be 10 times more valuable to a hacker than credit card info). As the Internet of Medical Things spawns
the birth of more connected medical devices, privacy and security controls are vital to the wellness of all humans.
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