
The SyncDog SentinelSecure™ Mobile Workspace
Defense Department Confi guration

The SyncDog SenƟ nelSecure™ mobile containerized workspace was built in 
response to market demand for an aff ordable best-of-breed soluƟ on with military-
grade security and fast-deployment capability. SenƟ nelSecure™ operates with 
the security and funcƟ onality to maintain workplace producƟ vity across mobile 
applicaƟ ons, communicaƟ ons tools and fi le management tools on the outer 
fringes of enterprise networks where mobile security is needed most.  

In a SenƟ nelSecure™ deployment you benefi t from a high level of end-user 
producƟ vity and corporate data governance from a leading Independent SoŌ ware 
Vendor (ISV) with more than 15 years of mobility development experience. 
SyncDog provides mulƟ ple purchasing scenarios for SenƟ nelSecure™ and the 
container can be procured as stand-alone product or integrated component 
of an Enterprise Mobility Management (EMM) system from any of SyncDog’s soluƟ on partners. For more 
informaƟ on on SyncDog EMM partners, please visit www.syncdog.com/partners/.

How the SentinelSecure™ Mobile Workspace Operates:

The SenƟ nelSecure™ mobility architecture consists of a remote mobile containerized workspace integrated with 
an Enterprise Mobility Management (EMM) system. SenƟ nelSecure™ operates across network environments with 
both BYOD and COPE (corporate owned, personally enabled) devices. AddiƟ onally, SenƟ nelSecureTM provides 
support for derived credenƟ als and recovery keys. 
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SentinelSecure™ Mobility Architecture



Email Client Securely access your enterprise Exchange email 
account in a self-contained workspace. Supports email 
aƩ achments, links, and anƟ -virus scans 

Email Contacts Securely access your enterprise Exchange contacts with 
local Global Address List (GAL). Your organizaƟ on’s GAL is 
stored on the device upon provisioning for off -line access 
as well as ease of use.

Calendar Securely access your enterprise Exchange calendar. Full 
support of Month view, Week view, day view and agenda 
view

File Manager Secure mobile access to enterprise network fi les and 
manage them locally on the device. Provides capability 
to copy, paste, save, zip/unzip

Secure Browser Browse the web without ever leaving the security of the 
container. Includes AES 256-bit encrypted back-offi  ce 
network connecƟ on for audiƟ ng/compliance.  

Briefcase Provides admin capability to securely post documents 
to centralized “briefcase” that synchronizes to the latest 
version, then pushes the documents to end-users. 

Secure Chat SyncDog-hosted mobile chat client where data and 
communicaƟ ons are kept within the secure container 
using Extensible Messaging & Presence Protocol or 
XMPP.

THE SENTINELSECURE™ MOBILE WORKSPACE APPLICATION SET

Base Department of Defense Confi guration
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SenƟ nelSecure™ delivers defense-grade secure mobile device parƟ Ɵ ons or “containers” that can 

secure emails/contacts, calendar items, IM apps, Internet browsers, mobile fi le stores and other 

business apps provisioned on personal devices to be used in a BYOD or COPE (corporate 

owned personally enabled) seƫ  ng. The SyncDog architecture protects both data at rest 

and data in transit through Federal InformaƟ on Processing Standard or FIPS 140-2, AES 

256 bit encrypƟ on. SenƟ nelSecure™ can be provisioned across the SyncDog SenƟ nel 

Server, a fl exible agent-based MDM plaƞ orm, or with any EMM/MDM soluƟ on.
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The base U.S. Department of Defense confi guraƟ on of the SenƟ nelSecure™ 
containerized workspace is designed to facilitate complete inter- and intra-
departmental communicaƟ ons in a military-grade secure workspace. 
SenƟ nelSecure™ also provides support for derived credenƟ als and recovery keys. 
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SenƟ nelSecure™ Dual Relay ImplementaƟ on

www.syncdog.com

THE SENTINELSECURE™ MOBILITY ARCHITECTURE 
The main funcƟ on of SenƟ nelSecure™ is to provide mobile applicaƟ on security through the use of secure, parƟ Ɵ oned 
containers. SenƟ nelSecure™ allows your organizaƟ on to control and manage how your people exchange relevant, Ɵ me-
criƟ cal informaƟ on across tablets and wireless handheld devices. SyncDog SenƟ nelSecure™ is designed to handle the 
complexiƟ es of diverse, large-scale enterprise IT environments and off ers several fl exible deployment scenarios.

1. Basic ImplementaƟ on, Single Relay Server ImplementaƟ on
2. Dual Relay ImplementaƟ on (shown below)
3. MulƟ -Relay ImplementaƟ on with Load Balancing by Priority
4. MulƟ -Relay ImplementaƟ on with Load Balancing by Priority with SQL SynchronizaƟ on. 

Our mulƟ -relay architecture approach gives your network the ability to handle the volume of connecƟ ons from diverse 
mobile operaƟ ng systems in large enterprise environments, without compromising system performance and availability.

In Summary:
The SyncDog SenƟ nelSecure™ Mobile Workspace delivers a new standard of military-grade mobile security for 
enterprises expanding employee producƟ vity through mobile enablement. Secure mobility can now be an extension of 
your already-secure enterprise network with SenƟ nelSecure™.
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