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Tenable and Siemplify

Identify, triage and remediate security vulnerabilities quickly and easily

Solution “

The Siemplify integration with Tenable SecurityCenter© offers security operations teams the ability to ’

orchestrate, standardize and automate vulnerability processes from a single intuitive workbench to improve l‘ S I E M P L I I_—Y

overall SOC efficiency and speed incident response. Together, Tenable and Siemplify give security analysts a
unified platform for gaining the deep insight needed to investigate, triage and remediate vulnerabilities and
cyberthreats.

Value
The Siemplify integration with Tenable SecurityCenter provides: Technology Components:

. Automatic unification of vulnerability context with other data sources ¢ Tenable SecurityCenter 5.3 or higher

. Siemplify Security Orchestration and Automation

. Contextualization of vulnerabilities for more informed decision making Platf.
atform

. Deeper understanding of relationships between various entities and artifacts within the security

ecosystem Solution Benefits:

. Unified view of disparate data sources
. Prioritization of the most critical vulnerabilities and alerts
. Enhanced prioritization of the most import
. Creation of playbooks to standardize vulnerability management and automate response to known vulnerabilities

vulnerabilities
. Repeatable vulnerability remediation processes

Features

With this integration, you can:

. Schedule complete vulnerability scans
. Kick-off remediation scans

. Retrieve asset information

° Retrieve vulnerability information for an asset

. Create cases from vulnerabilities



How It Works
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All functionality between Tenable SecurityCenter and Siemplify is done using
REST API calls from Siemplify.

The Siemplify Security Orchestration and Automation workbench enables
analysts to configure and contextualize vulnerabilities from Tenable
SecurityCenter and orchestrate vulnerability management processes.

More Info

The integration is available for download and install through the Siemplify
Marketplace. Simply go to the Marketplace tab, locate the SecurityCenter
integration and press Install. Once the installation is complete, go to the
Integrations tab, locate the SecurityCenter integration, and simply fill in the
required credentials to begin utilizing the full range of capabilities.

For assistance with the integration, please contact support@siemplify.co

About Siemplify

Siemplify provides a holistic security operations platform that empowers
security analysts to work smarter and respond faster. Siemplify uniquely
combines security orchestration and automation with patented contextual
investigation and case management to deliver intuitive, consistent and
measurable security operations processes. Leading enterprises and MSSPs
leverage Siemplify as their SOC workbench, tripling analyst productivity by
automating repetitive tasks and bringing together disparate security
technologies. Founded by Israeli Defense Forces security operations experts,
Siemplify is headquartered in New York with offices in Tel Aviv. Learn more at

siemplify.co

About Tenable

Tenable™, Inc. is the Cyber Exposure company. Over 24,000 organizations
around the globe rely on Tenable to understand and reduce cyber risk. As the
creator of Nessus®, Tenable extended its expertise in vulnerabilities to deliver
Tenable.io, the world’s first platform to see and secure any digital asset on any
computing platform. Tenable customers include more than 50 percent of the
Fortune 500, more than 20 percent of the Global 2000 and large government
agencies. Learn more at tenable.com

For More Information: Please visit tenable.com
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