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Enables fast online restores and
rollbacks of deleted objects, associated
attributes, security descriptors,

RestoreADmin provides complete backup and restore coverage for Active Directory, ADLDS, and application data partitions
within your existing Microsoft Management Console (MMC) and Active Directory Users and Computers (ADUC) interface.

The Challenge' passwords and group memberships
In today’s fast-paced business environment, changes to your network--whether Enables incremental backups to a
accidental or malicious—are inevitable. Changes to Active Directory alone—the most single instance database
widely distributed component of your Windows infrastructure—can cause widespread Snaps into Microsoft's Active Directory
chaos for users, applications, and resources throughout your enterprise. Even a few Users and Computers (ADUC) interface
minutes of downtime can mean millions in lost revenue. Your job? Get it all back online Lists all deleted objects forest-wide
quickly and effectively...before affecting everything from employee productivity to using recycle bin integration
overall network security. Yet still meet compliance requirements. Recursively restores child objects

and automatically recreates parent
The Solution: containers.
RestoreADmin snaps into native tools for complete and integrated backup and Provides advanced searching, filtering,
recovery functionality for Active Directory, ADLDS, application data partitions, domain, sorting, and grouping
and configuration naming contexts. Quickly locate and restore deleted objects—or Enables replication to the local domain,
roll back existing objects—without ever taking users offline. Create and schedule remote domains or to specific sites
centraflized backups with ir?—d'epth ana.nlysis and reporting.capabilities. Not only will you Allows granular restores of specific
save time and money by eliminating time-consuming scripts and manual processes, attributes without affecting others
you'll ens’ure 'organlzatl.onal security by reducmg'the risk of costly network outages. amenies dla e s
Pltljs, you'll drive compliance to government and industry regulations. Not a bad restores are prohibited
solution.

Offers flexible backup profiles with
advanced scheduling

Enables automatic database
maintenance

Generates detailed backup history
and comparison reports
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Key Benefits:

Provides full coverage for Active
Directory, quickly resolving

inadvertent deletions or changes

to help eliminate downtime.
Cuts downtime and drives user
productivity with online restores

and scheduled backups.

Slashes recovery costs and

procedures by eliminating scripts

and manual processes.

Snaps into native Microsoft
tools to leverage existing IT
investments and removes the

need to learn another third-party

user interface.

Allows you to quickly find and
restore deleted objects through
advanced search, sort and filter
capabilities.

Eliminates the requirement to
take users offline to perform
object level restores.

Reduces network overhead and
cost requirements with more
efficient backups.

Helps prove compliance with
corporate and government
regulations through detailed

forensics and extensive reporting

capabilities.
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Perform Easy Online Restores and Rollbacks of Deleted Objects
RestoreADmin provides immediate online restorations of deleted objects and rollback
of existing objects as well as their associated attributes without taking users offline. Get
a detailed list of all deleted objects from a selected domain or configuration naming
context—or across your entire forest—using an intuitive recycle bin interface. So you
can quickly find, recover or roll back the objects in only a few clicks. And get users back
online in minutes—not hours or days.

Create and Schedule Centralized Backups of Supported Objects

With the backup wizard in RestoreADmin, you can easily create automated, centralized
backups of Active Directory domains or entire forests. With extensive customization
options, you can optimize network usage by scheduling backups during off-peak hours
and by performing delta backups of selected object classes at different intervals.

Generate Detailed Reports to Help Prove Compliance

Through tight integration with NetPro ChangeAuditor, RestoreADmin can help prove
compliance by providing detailed forensics on each deleted object, including who
deleted it, when, where and why. Generate backup history and comparison reports for
advanced analysis and trending, and even preview future backups before they're
carried out.

About NetPro

NetPro gives you unprecedented control over your Microsoft Windows infrastructure
with software solutions built with decades of industry leadership. More than 6

million users—from such respected organizations as Coors Brewing, the U.S. Army,
and General Motors—Iook to us for their security and compliance, identity and access,
and infrastructure management needs.
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further accelerating recovery
time and helping to ensure
uninterrupted service for users.
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Report Date:  41E/2007 9:09:12 At

Report Summary

1 successtul restore(s)
0 failed reanimations
0 sttribute restaration failure(s)

With the extensive reporting capabilities
in RestoreADmin, you can get detailed
reports on the restore history of each
deleted object, plus generate backup
history and comparison reports for
advanced analysis and trending.

Restore History

[ Distinguished Hame: Date Backup Date

CN=Bermuda CN=Sites,CN=Configuration,DC=netiab,DC=co  4/16/2007 9:07:49 &M 4/1B2007 8:41:18 AM
m

Restored By Local Group Remote Group Result

NETLABGeministratar Yes Yes Success

£ Mandatory Attributes

Attribute Hame: Attribute Value

Object-Catagary Ch=Site CN=Schema CH=Configuration,DC=netial DC=com
O Optional Attributes

Attribute Hame: Attribute Value

Common-hiame: Bermuda

GP-Link [LD&P: icn={F1 4F0143-T70F-45D5-9EB0-
16484401 7161 },cn=policies cn=system DC=netlah DC=com;0]

g Backup-Security Descriptor
Inheritance was enabled.

Type Hame Permission Apply To
Allaw NT AUTHORITY \®.therticated Users Read All Properties, List Cortents, List This object anly
Children, Read Permissions
Bl NT AUTHORITYENTERPRISE DOMAIN  Read 4l Properties, List Contents, List This object anly
CONTROLLERS Children, Read Permissions
Allw NT AUTHORITYAS Y STEM Full Control Thiz ohject only




