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SMBs – Is your critical business data really backed up?

You own or manage a small or medium business and you have all your business assets insured against loss. Your building, key physical assets, people and vehicles are all covered in case of loss so you live with a sense of peace and tranquility. You’re all set, right? Probably not!

There is one business element that is as critical as any item listed above, yet over 90% of the SMB s our sales team speaks with have no idea if their data backup solution is working properly. Even more frightening, a vast number of these businesses have no idea if their critical data is getting backed up on a regular basis.   
In most cases, the first response we get from business owners/managers is, “we have an IT guy who takes care of that”. When asked how often their critical business data is backed up and when the backup was last tested the answer is most often, “I have no idea”. The majority have very little understanding of the method of backup being utilized or where the backup is stored.

Most of the companies we speak with use tape or hard drives for their data backups. These are clumsy, antiquated devices which are very unreliable and by design subject to degradation over time and use. Are you sure that when you have a data loss, and you will at some point, your tape/hard drive backup will handle the job effectively? Many research papers state that these backup methods fail to restore more than half the time.
Are you getting frightened yet? Add in the fact that most SMBs do not have a set schedule for backups and even worse, when the backup is actually performed the data is stored on-site in an unsecured area. One company IT person we spoke with keeps their tape backup in the trunk of his car. OK, it’s offsite but what happens if the car gets rear ended, or what happens to a tape in a car trunk sitting out in the Texas summer heat? Good solution – not!
Why are these findings so alarming?  Data security can no longer be taken lightly or just a check on an IT wish list, but is critical to the survival of a business itself. Robin Bloor, research director of Baroudi Bloor and president of Bloor Research, one of the world's leading IT analyst and consultancy organizations, wrote an executive white paper on data security and uses statistics to illustrate the close relationship between data security and business viability. He references a University of Texas Center for Research on Information Systems report which indicates that for companies that lose data in a disaster, 50 percent never reopen and 90 percent go out of business within two years of the event. This conclusion is dramatic but for many SMB businesses data is a major asset and its loss is likely catastrophic.

Now that I have made you owners and managers a bit uneasy about the future of your businesses let’s discuss how you can upgrade your data protection. Remote online data backup is by far the most cost effective, reliable and effective way to protect your critical business data. Remote online data backup is a fully automated process so you know your data is being backed up regularly. No hardware or human effort is required and you get email alerts after every backup apprising you of the results.

Most remote online data backup services can be setup and operational in a matter of minutes and are very easy to manage. All that is required is to pick the files you want to backup and turn it on. No more worries about media degrading or becoming obsolete.  Some online data backup services offer features unavailable in media based backups such as remote data access and synching.

Your data is more secure when using a remote online data backup solution because all your backup files are encrypted while on your computer before sending and stored in that format which ensures an extremely high level of security. Each file is individually encrypted using a unique 128 or 256-bit encryption key. Each encrypted file is sent over the internet via a secure channel using Secure Socket Layer (SSL) technology. This is the same internet transmission technology used for online banking and online credit card transactions.
Most remote online data backup companies also send all user data to a fully redundant server at a third secure data center. The better providers also offer 24/7 onsite monitoring and support, advanced security technologies such as biometric access controls, backup generators and redundant connections to the internet. 

One knock on remote online data backup companies has been the initial backups can take a very long time if your company has a lot of critical data. Depending on your bandwidth a couple of hundred gigs of data can take days or even weeks to backup initially. If your company has hundreds of gigabytes of data or even a terabyte there are some providers who will offer the option of data seeding. They will provide you with a hard drive and walk you through the initial backup over the phone. You send the hard drive back to the provider for the initial download. 
All subsequent backups are incremental backups which means only the data which has changed gets backed up after the initial backup is complete. Incremental backups do not tax the performance of your systems or network.

Want to access your backup files but you are away from your business? No problem! You can access your files from any internet connection anywhere in the world.
Recap of the reasons remote online data backup is the way to go:
· It costs you less to set up and run than other options.

· There is no hardware to buy, maintain, or repair and no consumable media to manage.

· Online backups can be made completely automatic, releasing time for more productive tasks.

· Simple to manage, all that is required is to turn it on.

· No need to arrange for storage of media, either onsite or offsite.

· No worries about media degrading or becoming obsolete.

· Some online data backup programs can offer features unavailable in media based backups, such as remote data access and synching.

· All your backup files are available online, from anywhere in the world, at any time.

· All your backup files are encrypted by your computer before sending, and stored in that format ensuring a very high level of security.

Things to look for in a remote online data backup provider:

· Free trial to start

· No contract required

· Live remote setup

· Dual SAN redundancy

· Data mirrored at a third site

· Supports multiple OS platforms and server applications

· 100% money back guarantee

· Data seeding capabilities

· 24/7 technical support

· Retention capabilities

· Fully automated agent with email notification system

In conclusion, your critical business data is one of your most important assets. You need to treat it like gold because if you lose it there is a good chance your business will not survive. Do not rely on un-reliable storage media and personnel who have other tasks to focus on. Make the process simple and reliable by using a remote online data backup service provider. 
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