
With Cymphonix Mobile Client™, no matter where, 
when or what device, you’ve got content control
Cymphonix Mobile Client extends the award winning 
filter avoidance and content control capabilities of 
Network Composer to remote offices and users 
traveling outside your corporate network. Cymphonix 
Mobile Client’s integrated reporting and management 
means that all of your existing policies, including 
custom categories, filter avoidance, malware protection 
and block and allow lists are enforced on mobile 
systems. In minutes any policy change made on 
your Cymphonix Network Composer® is in effect on 
your mobile systems and mobile users’ web traffic is 
seamlessly integrated into your existing reports. 

Protect Your Mobile Users
Whether you’re dealing with employees working in 

nontraditional or off-site settings, or students taking 

laptops home with them, how do you provide the 

Internet experience they need while avoiding liability 

from compliance and acceptable use violations? With 

Cymphonix Mobile Client, you get the same level of 

content protection for users outside your network as you 

have when they are behind the gateway. 

How it Works
Cymphonix Mobile Client is integrated at the operating 

system, driver level of your mobile devices. It provides a 

robust, tamper resistant, content management solution 

with full port inspection capability.

When users access the Internet on their mobile device, 

Cymphonix Mobile Client uses location awareness to 

determine if the device is on or off network. If outside 

the corporate network, Mobile Client inspects the web 

requests, including full HTTPS inspection and dynamic 

content analysis. Then via an encrypted, high performance 

protocol, Mobile Client verifies with Network Composer if 

the site should be blocked or allowed based on the users’ 

current policy.

This real-time communication:

• Provides full policy options

• Avoids out-of-date policy caching

• �Avoids excessive bandwidth consumption 
of VPN based solutions
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Easy to Deploy Solution
Whether deploying 10 or 10,000 Cymphonix Mobile 

Clients, compatibility with popular desktop management 

software simplifies deployment, while password tamper 

and uninstall protection prevent users from accidently 

exposing themselves to risks.

Integrated Policy Management & Reporting
Administrators familiar with Network Composer’s award 

winning interface can immediately create seamless 

policies and reports that apply to users both on and off 

network, minimizing training and total cost of ownership. 

Precise Policy Creation
All users are not the same, and their policies shouldn’t be 

either. Cymphonix Mobile Client allows you the flexibility to 

create policies which apply to all mobile users. Or you can 

leverage your directory servers to tailor policy to individual 

users and groups in your organization.     

Accurate Off Network Policy Enforcement
Location awareness ensures that Cymphonix Mobile 

Client enforces the same high standard protection when 

users leave the corporate network and includes features 

you have come to expect from Cymphonix like: 

• Full HTTP and HTTPS protection

• �Dynamic content inspection for accurate protection in 
an ever changing Web 2.0 world

• Accurate identification by hostname or IP address

• Protection from web based Spyware and Malware threats

• Full support for custom categories

• Full support for global and local block and allow lists

• Filter avoidance protection to ensure policy enforcement 

Optimized, Secure, Hybrid Architecture
Centralized management and reporting, local 

policy enforcement and an encrypted, light-weight 

communication protocol provide a high performance, 

reliable user experience.  

• �Driver level design ensures all HTTP and HTTPS is 
inspected regardless of port and browser choice

• �Multi-platform support allows protection in mixed PC 
and Mac environments

• �Policy changes are accurately enforced on client 
devices within minutes of the change

• �No VPN tunnels to overburden the corporate network 
and consume bandwidth

• �Local policy enforcement ensures minimal latency 
impact on users browsing

	  �Protect users from web-based threats 
on unsecured public networks

	  �Mitigate legal liabilities from 
inappropriate Internet usage

	  �Feel confident that up to date policy is 
protecting your mobile users

	  �Full HTTPS and dynamic content 
inspection capability

	 System Requirements: 
	 Mobile Clients:
	 – Microsoft Windows Vista SP2 and Later

	 – Microsoft Windows 7

	 Cymphonix Network Composer:
	 EX Appliance with XLi-E version 9.4.1 and Later

Want to see Cymphonix Mobile Client in action?
Then schedule a no-obligation demonstration today!

866 511-1155
or visit us online at cymphonix.com
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