NTOSpider

On-Demand

Enterprise Application Security Saas Scanning

NTOSpider On-Demand (Saas solution) is a highly
accurate and scalable solution that enables
organizations to quickly scan web applications
without purchasing, installing and monitoring
scanning software. By using NTOSpider On-Demand,
you can free your security organization to focus
on the things that require internal expertise and
analysis.

HOW IT WORKS

INITIATE APPLICATION ASSESSMENT

* Select target apps
e Provide authentication & authorization credentials
* Approve start time

CONFIGURE & EXECUTE ASSESSMENT

* Best of breed web application scanner NTOSpider

* Vulnerability Validation Service - All findings are
confirmed for accuracy*

® Business Process tested manually*

CONDUCT REGULAR RE-CHECKS

e Scheduled & automated at regular intervals
(quarterly, monthly or as needed on-demand)

* Leverages NTOSpider

* Review of vulnerability findings for confirmed
accuracy

*with enhanced services option

KEY BENEFITS
QUICK

NTOSpider On-Demand provides a responsive and scalable
security solution with the ability to scan and report on
thousands of application vulnerabilities within a short
duration of time based on your immediate needs.

EASY

Users interact with a Saa$S version of NTOEnterprise to initiate,
schedule and configure application scans through a simple
user interface. On-Demand scans can be scheduled to run at
regular monthly or quarterly intervals to provide ongoing
monitoring of your organization’s application security issues.
NTOSpider On-Demand’s GUI interface enables you to easily
review in progress scans, recent scans, configuration settings,
currently scheduled and configure application scans through
a simple user interface.

SOPHISTICATED & ACCURATE

NTOSpider On-Demand leverages NTOSpider's unmatched
sophisticated accurate scanning technology. You will spend
a lot less time configuring the scanner and training it to
understand your application while having the utmost
confidence that the results will have the best false positive
and false negative rates available.

CENTRALIZED

NTOSpider On-Demand gives you centralized control
and automation over all aspects of your enterprise web
application scanning.

SCALABLE

NTOSpider On-Demand quickly scales to address your
needs whether you have hundreds or thousands of
applications. Not only, does NTOSpider On-Demand have
the ability to run an unlimited number of simultaneous
scans, but it is also able to automatically create new scan
engines to handle increased workloads.



NTOSpider can be customized to meet
your business requirements. This can

! t NTOSpider

On-Demand include a dedicated scanner appliance
in your environment that can access and
test your critical internal applications.
Additionally, our services team can be
leveraged to augment automated

assessments with additional services
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that include the following:

NTOSpidar
skt * Conduct logical business process

driven attacks

e Vulnerability validation service

* Sanitize reports and provide additional
accuracy through manual validation

* Conduct remediation report walk-
throughs with your development staff

NTOSpider On-Demand with NTOCloud scan engines sit on the internet and scan
all of your external facing applications. If there is a requirement to scan internal
applications, we can provide an appliance cover your testing needs.

EXPERT-DRIVEN ENHANCED SERVICES

NTOLabs professional services team can be leveraged
to extend your security organization and provide expert
level application security test and enhanced services
options. Our team can be leveraged to:

* Augment the automated scan process with deeper testing

* Testing the branches of business logic in your application
that require manual testing.

¢ Confirm findings to further reduce the time required by
your organization’s development team to remediate the
identified vulnerabilities

ENHANCED SERVICES OPTIONS

The following packages are available in conjunction with
NTO On-Demand.

Level | Automated | Vulnerability Manual | Business
Scan and Validation Pen Logic
Re-scan Service Testing Testing
1 °
2 ° °
3 ° ° °
4 ° ° ° °

*more frequent rescanning is available for an additional cost.

NT OBJECTives, Inc. has been dedicated to solving the most difficult application security challenges for over 10 years. NTO's software,
Saa$S and services solutions are designed to help organizations build the most comprehensive, efficient and accurate web application

security program. NT OBJECTIVES is privately held with headquarters in Irvine, CA.




