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Verdasys Digital Guardian—
Enterprise Information Protection (EIP)
Integration with HP ArcSight

Advanced application and data event visibility across all endpoints delivering risk intelligence
for Insider and Cyber Threat detection and mitigation

KEY BENEFITS

e Closes visibility gap on the
endpoint by delivering a rich
event data stream to uncover
insider and cyber attacks

* Quickly and effectively
delivers prevention and
containment controls
stopping threats uncovered
in ArcSight

THE SOLUTION

Correlating network and system
vulnerability models with data sensitivity
and usage allows a single pane of glass
for enterprise data protection. Combining
network and backend events and logs with
events and information from the endpoint
including user trending, endpoint risk
scores, and data at rest information allows
for enterprises to detect and contain
insider and cyber threats to sensitive
information.

VERDASYS DIGITAL GUARDIAN

Verdasys' flagship product, Digital Guardian
(DG), is a scalable platform that protects
intellectual property and other sensitive
business data against insider threat and
malware attacks while enabling secure data
sharing and collaboration across physical,
virtual, mobile, and cloud environments.
DG endpoint agents classify data, as well
as audit and control data usage, to provide
contextual awareness of the endpoint and
end-user activity.

Digital Guardian classifies data based on
content, context and/or user input and tags
files accordingly. Using data classification
enables a data-centric approach which
allows for differentiated policies that
provide effective controls without breaking
business processes or impacting user
productivity.

The Digital Guardian endpoint agent
enforces data access control policies using
a number of mechanisms including user
warnings and blocking as well as enterprise

encryption. Digital Guardian’s enterprise
key management capabilities mean that
information can be transparently encrypted
and decrypted as it is used in normal
authorized business processes. Digjital
Guardian file encryption also ensures

that sensitive data is secure, on end user
devices and removable media.

HP ARCSIGHT

The HP ArcSight Security Intelligence
platform is a unified security solution that
helps safeguard businesses by giving
complete visibility into activity across the
IT infrastructure: external threats such

as malware and hackers; internal threats
such as data breaches and fraud; risks
from application flaws and configuration
changes; and compliance pressures from
failed audits.

ARCSIGHT AND DIGITAL GUARDIAN 1+1=3

With ArcSight CEF integration, Digital
Guardian is able to provide a rich event
data stream from laptops, desktops,

and servers, including a forensic log of
data usage events, such as the user and
application which accessed the data,

the data event that occurs, and the
classification of the data itself. Taking
this data stream into ArcSight allows
correlation with other security event data
from the network, enterprise applications
and other backend systems, dramatically
increasing visibility for Insider Threat,
Malware Detection and Containment
use cases.



INSIDER THREAT USE CASE

Digital Guardian provides ArcSight a rich
stream of data usage events and alerts
delivering visibility to user and data event
activity on the endpoint including:

e Name of file

* Sensitivity/type of data

¢ User Name, User Group

* Application used to access data

e Type of action: email, upload,
print, CD burn, etc.

e Other contextual attributes

This data enables ArcSight users to
answer questions such as “Where does
my sensitive data reside and who is
moving this data outside the enterprise
and what applications are they using.”
By correlating Digital Guardian events
and alerts ArcSight enables detection

of advanced Insider Threat scenarios
such as when a malicious user transfers
a number of sensitive files one by one
to different cloud storage solutions to
evade detection. Digital Guardian’s data
classification and persistent tagging means
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that even radical attempts to obfuscate
the data through encryption or hiding the
data within other non-sensitive files are
detected and reported to ArcSight.

This capability is essential for US
Government agencies that need to comply
with Executive Order 13587 (government

response to WikilLeaks).

CYBER THREAT USE CASE

Unlike legacy, signature-based Anti-Virus

which can only address known threats, the

Digital Guardian solution is able to detect

and block malware behavior as it unfolds

in real time on the endpoint.

Digital Guardian provides ArcSight
visibility to malware activity on host

systems including:

e Process activity incl. file and network

access, start & end of process,

e Data events incl. file operation type,

destination and classification

of file,

e System context incl. user, application,

time, OS, network e

RISK MITIGATING CONTROLS VIA

ACTION CONNECTOR

Organizations which detect Cyber
Attacks in ArcSight are able to apply
controls on host systems directly from the
ArcSight console using Action Connector
integration. Digital Guardian rules to
validate or contain existing malware
infections and prevent further infections
can be initiated via right click on the
malware event in the ArcSight console.
Further ArcSight can instruct HP Tipping
Point to lock down network activity for
the respective endpoint and thus further
contain malware at the network level
enabling a multi-layered approach on and
off the corporate network.

ABOUT VERDASYS

Verdasys provides Enterprise Information
Protection (EIP) solutions to secure the
value and integrity of proprietary data
within highly collaborative and mobile
business processes for Global 2000
companies. www.verdasys.com

Companies serious about information
protection choose Verdasys.
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Fig. 2: Correlated alerts for specific user over time period
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Fig. 1: Egress events of sensitive data by channel
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Fig. 3: Data event stream in ArcSight
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