R&K CYBER SOLUTIONS
Higher Thinking for Higher Stakes

YOUR TRUSTED PARTNER FOR CYBERSECURITY

Anytime, Anywhere, Everywhere. Inside and Out.

MALWARE REMEDIATION
PREVENTION & ASSESSMENT

e Cyber Security & Incident Response
e Applications Development & Integration

¢ Agile Research 8(a) Certified
SDVOSB (VA Certified)

GSA IT Schedule 70 Holder
Navy SeaPort-e
ISO 27001:2013 Certified

¢ Insider Threat Assessment

e Malware Analysis

COMPANY OVERVIEW

R&K Cyber Solutions LLC (R&K) is a leading and award winning provider of Computer Network Defense (CND) Services, Enterprise
Information Technology (IT) Management, and Application Development. We provide Intrusion Detection, Incident Response, Malware
Reverse Engineering, and Information Assurance (IA) services, as well as Certified Security processes to the U.S. Federal Government
(Civilian, Department of Defense (DoD), and Intelligence Community (IC)) and to customers in selected commercial markets. All
solutions and services provided by R&K are ISO 27001:2013 certified.

COMPUTER NETWORK DEFENSE SERVICE PROVIDER (CND-SP)

R&K uniquely supports its customers’ CND needs by being a trusted partner throughout the entire incident handling life cycle on-
site, remotely as a Managed Security Service Provider (MSSP), or a combination of the two. Our CND procedures are derived from
industry best practices, such as the DoD Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6510.01b and the National Institute
of Standards and Technology (NIST) Special Publication, and then uniquely tailored for each client to provide custom security for
their most sensitive data. Our CND-SP services ensure compliance with the Defense Federal Acquisition Regulations (DFAR) Clause

252.204-7012 and NIST 800-171.

MALWARE & FORENSICS

R&K provides a depth and breadth of expertise in malware reverse engineering and forensics investigations that allows customers
to fully understand the scope of an intrusion and the information taken by the attackers. We provide malware analysis and digital
forensics for law enforcement, Federal, DoD, IC agencies, private corporations, attorneys, and other professionals. We can provide
full service incident response, malware reverse engineering, forensic data recovery, presentation, and expert witness testimony as

needed.

DEFENSE COUNTER MEASURES & THREAT INTELLIGENCE

R&K provides a unique blend of threat intelligence and engineering expertise ensuring actionable intelligence is translated into
defensive countermeasures deployed in near-real time to our customers so they are protected against even the most persistent
threats. We also use a proprietary Advanced Behavior Computation analytics to “finger print” malware for high fidelity identification,

8(a) Certified

prevention and remediation.
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PAST PERFORMANCE/EXPERIENCE

Defense Intelligence Agency

Our cyber security solution (Hyperion I) provides the opportunity for
collaboration between DIA and the Department of Homeland Security (DHS)
United States Computer Emergency Readiness Team (US-CERT).

Defense Security Services

R&K provides support to the Insider Threat Identification & Mitigation Center
(ITIMC) and provide all personnel, equipment, supplies, transportation, tools,
materials, supervision and other items and services necessary to perform the
ITIMC.

Department of Housing and Urban Development

R&K provides an incident handling capability for security incidents affecting
the Department of Housing and Urban Development (HUD) IT infrastructure.
R&K’s tasks include post incident analysis, forensics of incidents, and directly
interacting with US-CERT on behalf of HUD during and after a computer
security event.

Defense Office of Hearings and Appeals

R&K provides 24-by-7 Help Desk/On-Site support, repairs as required, corrective
maintenance services, experienced and trained technical resources to ensure the
Government’s Video Teleconferencing (VTC) Systems remain in good operating
condition within commercial standards with minimum down time. R&K performs
preventative maintenance on all VTC systems at least twice annually to avoid
disruptions in service and to prevent recurring problems.

US Special Operations Command

R&K has demonstrated skills that cross each of the IT service areas. Through
team collaboration we gain customer efficiencies and effectiveness. R&K
provides services for: IT Service Management, Application Maintenance,
Application Development, End User Support and Training, and IT Service Desk.

Seaport-e

Primary Seaport-e holder NO017816D8975 which is the Navy’s electronic platform
for acquiring support services in 22 functional areas including Engineering,
Financial Management, and Program Management for Navy Systems Commands
(NAVSEA, NAVAIR, SPAWAR, NAVFAC, and NAVSUP), the Office of Naval
Research, Military Sealift Command, and the United States Marine Corps.

2013 - DIA Directors Team Award Citation

2014 - DIA Directors Team Award Citation

2015 - R&D 100 Award Software & Services (Hyperion)
2015 — Bob Bender Leadership Excellence Award

2016 — Supporting the Troops (signed by Ash Carter)

2017 — Top 10 Vulnerability Management Solution Providers

SERVICES

e Cyber Security / Incident
Response

e Certification and
Accreditation

e Contingency Planning

¢ Vulnerability Management

e Penetration Testing

e Secure Network Design
and Implementation

e Forensic Analysis

e Malware Analysis /
Reverse Engineering

e |Intelligence

e Program Management

e Help Desk support

e Enterprise IT

e Applications Development

e Business Intelligence

NAICS
PRIMARY: 541512

334310, 423430, 541330,
541511, 541513, 541519,
541690, 541711, 541712,
541930, 541990, 561210,
811213, 811219, 927110

Duns
963630251 / EIN: 273197568

Cage
63J89

Email
inquiries@rkcybersolutions.com

Website
rkcybersolutions.com

Service Disabled Veteran
Owned Small Business
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This document contains sensitive, proprietary and privileged information which may not be disclosed,
copied, distributed or used in any manner by other parties without the expressed written consent of R&K
Cyber Solutions LLC. This document is UNCONTROLLED if photocopied or copied.
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