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Full & Fastest Recovery from Cyber Attacks and Computer Systems Failures 

Operational Continuity Platform
For OT / ICS Computer Systems
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Challenge
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Specific Cases

$1.3 billion  
2 weeks downtime 

$171 million 
4 days downtime 

$52 million 
3 months downtime 

Ransomware cost
$20,000 per minute!



The offense is always one step ahead of the defense

Incident response is critical

Security
investment

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-2031

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-2031
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Salvador Technologies Is The Solution

Invisible to the attackers

+

3 Layers of Defense

Innovative 
Software Agent

Continuous 
Monitoring

Air Gap 
Protection

30 
Seconds Recovery



CISA & FBI
“Ensure backups are up to date

and stored in an easily retrievable 
location that air-gapped

from the organizational network” 

www.bleepingcomputer.com - 11.07.2021  



NIST SP 800-82
• Verify the backups for reliability and integrity

• Include testing of the restoration process

You must use modern OT/ICS 
backup & recovery methods to 

meet the compliance requirements
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Instant Recovery Unit

8.5cm

15cm

Current Previous Factory 
reset

Full recovery from cyber-attacks and IT failures

30 seconds recovery agnostic to disk size

2 Minutes installation

Offline protection of the backup data (air gap)

Simple – press one button for the recovery

Restoration tests can be done instantly

Innovative machine-learning-based “backup window”
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OT Backups Monitoring

Single point of monitoring

Web based interface

Seamless deployment
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Revolutionize the OT World

In IT environment
Instant disaster recovery of VMs

But not applicable for OT…

You need
our OT instant recovery 

solution
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Salvador Technologies Is The Solution

SME

• Workstations and Servers
• Critical infrastructures
• Stand alone systems
• Legacy backward compatibility

Large Scale Networks

• Production lines
• Large facilities
• Healthcare network
• Datacenters
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Centralized recovery solution for a large-scale networks

Detection of  malicious corruption in backup files (deletion / encryption) at 

the early stage of the attack

Protected runtime environment using NVIDIA Bluefield2 DPU

Detection of double extortion ransomware

Dramatically reducing systems RTO (recovery time objective)

Automated recovery using PXE protocol

Air-gapped protection of backup data

Up to 200GB/s NVMe-oF

NRS Centralized Recovery
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Salvador - Category Leader in Recovery

Products     
Parameters

Salvador 
Technologies

Manual Backup
(+software)

NAS
+

Backup Software
Cloud

Recovery speed 30 sec. Hours-days Days-weeks Weeks

Offline protection ✓ ✓ - -

Corruption detection ✓ - - -

Up to date data ✓ - ✓ ✓

Simplicity of use
(recovery automation) ✓ - - -

IT Focused - - ✓ ✓

OT Focused ✓ ✓ - -

Companies
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3-2-1-1-0 Backup Strategy

• 3 copies of data

• 2 different storage media

• 1 copy is off-site

• 1 copy offline (air gapped)

• Recoverability & zero errors

X1 Offline X0 Errors
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Long Term Vision

NRS Centralized 
Recovery Station

IT OT● 24 hours operation
● Max production efficiency
● Legacy software

Backups 
Monitoring

SIEM
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Innovative Software

Immediate recovery

Autonomous response to attack

APT (Advanced Persistent Threat) remediation

Full visibility of the current backups status

Early detection of backup corruption

Files honeypots

Statistical & cryptographic analysis
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Main Use Cases

2 digits customers already trust us
We have channel partners in Israel 

and main EU countries

HMI Industrial Computers

BMS – Building Management Systems

Logistics centers

Energy production infrastructure

Stand alone computer systems

Cyber incident response team

Medical equipment

Critical infrastructures

But not only…
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Case Studies

Large chemical production facility: edge computer systems of engineering stations [20-30 units]

Building management system of large datacenter facility: The computers responsible for the operation of 

cooling, access control, elevators [10-50 units]

UPS logistics center: stand-alone computers managing the critical operation of packaging sorting. 

Computers are not monitored and are not secured. If it stops working, hundreds of packages will be 

delayed in the delivery [10 units]

Water Supply Plants: HMI (SCADA) server that monitors water quality and controls the water treatment of 

densely populated areas in Israel [3-5 units each plant]

Ammonia refrigeration system: in case of downtime the operator needs to manually monitor dozens of 

end-point controllers. [10-20 units]

And more…

[ * ] - # of potential units



WORLD’S FASTEST RECOVERY FROM CYBER - ATTACKS 

Contact us now

info@salvador-tech.com

mailto:info@salvador-tech.com

