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MEDIAMARKT VITTIMA p) RANSOMWARE IN GERMANIA E OLANDA: MEDIAWOQ
SEMBRA COLPITA

Q Sicurezza informatica Provato Guide Articoli  Notizie Video  immagin;

Di Francesl:o Santin
X Gli attacchij ransomware continuano a essere l'arma Prediletta daj
QL cybercriminayj per colpire Specialmente grandi aziende € societa, Dopo
v avere visto ne| dettaglio | i IAE, ora & j| Momento dj
trattare I'offensiva contro i
Germania e pej Paesi Bass;j ¢

I primi report Provengono da| Pportale olandese RTL Nieuws che avrebpe
ottenuto informazion da dipendenti del gigante della vendita al dettaglio
di elettronica di consume in Europa, Essi avrebbero condiviso alcune

ES
TECHNOLOGIE

@ SALVADOR



Specific Cases

' Ransomware cost
e $20,000 per minute

D)

2 MERCK ST
s’ Hydro
$1.3 billion $171 million $52 million
2 weeks downtime 4 days downtime 3 months downtime
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The offense is always one step ahead of the defense
Incident response Is

Ransomware Cost [SB]

Security
investment 71.5

11.5
-
.

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2017 2019 2021 2024 2026

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-250-billion-usd-by-2031
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Salvador Technologies Is The Solution

3 Layers of Defense

Innovative Continuous 3 O

Protection Software Agent Monitoring

Invisible to the attackers

Seconds Recovery
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CISA & FBI

“Ensure backups are Up to date
and stored in an @asily retrievable

location that alr-gapped
from the organizational network”

www.bleepingcomputer.com - 11.07.2021




NIST SP 800-82

« Verifty the backups for reliability and integrity

* |nclude testing of the restoration process

You must use modern OT/ICS
backup & recovery methods to
meet the compliance requirements
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Factory

Instant Recovery Unit Current . Previous ooy

& Full recovery from cyber-attacks and IT failures

& 30 seconds recovery agnostic to disk size

Backup Restore
Fraquency Backup version
Day Current 'I SC m
2 day Pravious
7 day Factory reset

& 2 Minutes installation

8.5cm

& Offline protection of the backup data (air gap)
& Simple - press one button for the recovery

& Restoration tests can be done instantly

& Innovative machine-learning-based “backup window”
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OT Backups Monitoring

;3.9.!,?.3.‘.’,0r Assets

Home

Usage Summary

Dashboard

7 OK
1 Warning

&~ Single point of monitoring ‘

& Web based interface

Devices status list

Device ID Computer Name Computer Description Category Status Last Backup
LA -0 Production 0K
\/ s I d I t CQBIF950 -02 r engr n Production 0K
ea m eSS e p oy m e n QFOQQMG1 Lathe CNC - James Production Warning

trol General 0K

Finance 0K

- Patricia Finance 0K

OK

0K
IAF765T2 Not configured
DESN92SI Not configured
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Revolutionize the OT World

COMMVAULT )

TECHNOLOGIES

Instant
But

our

In IT environment
recovery of VMs
not applicable for OT

You need

Instant recovery
solution
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Salvador Technologies Is The Solution

SME Large Scale Networks
 Workstations and Servers  Production lines

« Critical infrastructures « Large facilities

« Stand alone systems  Healthcare network

« Legacy backward compatibility « Datacenters

—
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NRS Centralized Recovery

Q

Centralized recovery solution for a large-scale networks

Q

Detection of malicious corruption in backup files (deletion / encryption) at
the early stage of the attack
Protected runtime environment using NVIDIA Bluefield2 DPU

Detection of double extortion ransomware

~NVIDIA.

Dramatically reducing systems RTO (recovery time objective) —
INCEPTION PROGRAM

Automated recovery using PXE protocol
Air-gapped protection of backup data
Up to 200GB/s NVMe-oF

CRRRRKR
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Salvador - Category Leader in Recovery

Products
Parameters

Recovery speed
Offline protection
Corruption detection

Up to date data

Simplicity of use
(recovery automation)

IT Focused

OT Focused

Companies

¥/ DMALVALIIIX

Salvador Manual Backup Nf‘s &
Technologies (+software) Backup Software

Acronis aAdAWS

) -

COMMVAULT &) Western

NetApp

logy"“ Acronis VeeAM Afﬁe vVeeAM
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3-2-1-1-0 Backup Strategy

X1 Offline X0 Errors

* 3 copies of data * 1 copy offline (air gapped)

« 2 different storage media * Recoverability & zero errors

* 1 copy is off-site




Long Term Vision

24 hours operation
Max production efficiency
Legacy software

i Backups
m Monitoring
EEEEEEEEEEENE RV

|

PLCs or RTUs HMI/SCADA Panel View

Feeds data to . Supervise and control from
an operational terminal

NRS Centralized .
X PLCs or RTU HMI/SCADA Computer
Recove Fg StOtIOI"\ e to Supervise and control
SC# em from a workstation

—
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Innovative Software

& Immediate recovery

& Autonomous response to attack

& APT (Advanced Persistent Threat) remediation
& Full visibility of the current backups status

& Early detection of backup corruption

& Files honeypots

& Statistical & cryptographic analysis

@ SALVADOR
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Main Use Cases

HMI Industrial Computers
BMS - Building Management Systems
Logistics centers

Energy production infrastructure

Stand alone computer systems

Cyber incident response team

Medical equipment

Critical infrastructures

CQRRQARRRR KR

But not only...

—
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Case Studies

@ Large chemical production facility: edge computer systems of engineering stations [20-30 units]

@ Building management system of large datacenter facility: The computers responsible for the operation of

cooling, access control, elevators [10-50 units]

@ UPS logistics center: stand-alone computers managing the critical operation of packaging sorting.

Computers are not monitored and are not secured. If it stops working, hundreds of packages will be

delayed in the delivery [10 units]

@ Water Supply Plants: HMI (SCADA) server that monitors water quality and controls the water treatment of

densely populated areas in Israel [3-5 units each plant]

@ Ammonia refrigeration system: in case of downtime the operator needs to manually monitor dozens of

end-point controllers. [10-20 units]

@ And more...
[ *] - # of potential units
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